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Abstract: Designing access control models requires effective analysis of different cloud components, user behavior patterns, identity 

parameters, etc. Existing access control models perform data overwriting for design of rule-update access control, thus do not incorporate 

dynamic pattern tracking for temporal user sets. Models that enable dynamic pattern tracking are either too complex to deploy, or do not 

incorporate immutability in their designs. To overcome these limitations, a novel blockchain-based access control model with Quality of 

Service (QoS)-awareness via bioinspired computing techniques is discussed in this text. The proposed model initially uses a single 

chained blockchain for storing access rules. Blockchain also allows the model to integrate rule-tracing, which assists in tracking access 

changes for user-to-entity behavioral patterns. But single blockchains might affect QoS of the cloud deployment, thus a bioinspired 

model for QoS-aware side chaining is deployed. This model assists in performing ‘archive & split’ operations on current blockchain, 

depending upon its current QoS performance. To estimate this performance, the model proposes use of a dynamic fitness function that 

incorporates service delay, throughput, access rule characteristics and service consistency metrics. These metrics along with temporal 

cloud performance are integrated to evaluate final decisions regarding ‘archive & split’ operations. The model was tested for smart 

farming applications, and was related with different state-of-the-art methods. The proposed model can be implemented for a wide range 

of real-time access control scenarios as a result of this performance optimization process. 
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1. Introduction 

Designing an access control model for clouds is a multi-

level task that involves design of rule engines, rule 

checkers, rule analyzers, user-level behavioral control, 

and other deployment-specific techniques. A typical 

access control model that uses blockchain for internal 

operations is depicted in [1], wherein Cipher text Policy 

Attribute-Based Encryption (CP ABE) is combined with 

Group based operations for better control performance.  

The model uses a combination of access policies with 

user-data in order to generate session tokens. These 

tokens are encrypted, and stored on blockchains for 

improved security performance. They can be either 

revoked or accessed via use of different hash 

components, which are validated by different attribute 

authorities. In the following section of this article, a 

survey of comparable models [2,3,4] together with their 

cloud-specific nuances, functionality-specific benefits, 

context-specific drawbacks, and application-specific 

future research horizons, are described. Based on this 

discussion, it was observed that existing models are 

either capable of storing static rules, or cannot be used 

for large-scale deployments due to their performance 

complexity. To overcome these limitations, section 3 

proposes design of a blockchain-based access control 

model with QoS-awareness via bioinspired computing 

techniques. This model uses a combination of immutable 

sidechains that are formed via QoS-aware ‘archive & 

split’ operations. Section 4 evaluates the model's 

performance and compares it to several cutting-edge 

techniques. This paper concludes with a few functional 

and context-specific observations regarding the 

suggested model and suggestions for ways to enhance it 

further in various use cases.  

2. Literature Review 

Authentication and access control systems are often 

implemented by using non-standard and personalized 

security methods. The immutability and traceability of 

blockchain data made it possible to standardize the 
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implementation of authentication and access control after 

the invention of blockchain technology. This made it 

possible to standardize the implementation of 

authentication and access control. It was suggested in 

[5,6] that the Privacy-Preserving Parallel Pedersen 

Commitment (P4C) Model be used in combination with 

Smart Contracts in order to implement context-specific 

access control mechanisms for different types of 

networks. On the other hand, these models are very 

sophisticated, which significantly limits not just their use 

but also their ability to scale. In order to achieve this 

level of speed, [7] advises using a Blockchain-Based 

Lightweight Vehicle to Infrastructure Handover 

Authentication Model. By relying on hash-based tests, 

which are known for their ease of use, this model 

contributes to the simplification of the authentication 

process, which is a significant benefit. Using blockchain 

technology, the concept may be executed in a wide 

variety of various ways, and it has an extremely high 

scalability factor. This idea was subsequently refined by 

[8,9,10], which includes the use of Edge Servers, low 

power blockchain for energy trade, and decentralized 

authentication. [8,9,10] Under real-time use scenarios, 

the optimization of deployment performance is helped 

greatly by each and every one of these parameters. There 

are discussions of similar models in [11,12,13]. These 

models suggest the use of the Roaming Authentication 

Protocol (RAP), the Modular Square Root Model 

(MSRM), and an authentication system developed on 

Transfer Learning enabled Blockchain (ATLB). By 

adopting consensus models that are both cheap on power 

and high on speed, these models contribute to the 

improvement of the computing performance of 

blockchains. 

Models that take use of innate physical capabilities that 

cannot be replicated in a laboratory (PUFs) CD2A2, 

which is an acronym for "Cross-Domain Dynamic 

Accumulator Authentication" SDN stands for software-

defined networking. [16] There is also discussion among 

researchers over the light weighted PUF [17] and the 

Conditional Privacy-Preserving Authentication (CPPA) 

[18]. [17] [18] These models are very malleable and have 

the capacity to have their configuration altered while 

they are operating in order to accomplish highly effective 

communication tasks. The performance of the Models 

was further enhanced by the work done in [19,20], which 

suggests the usage of a cross-domain authentication 

model in conjunction with Merkle R-trees. Both of them 

have the potential to be developed for use in a variety of 

deployment domains with just a little increase in 

overhead. These models [21,22,23] projected the use of 

Domain Certificate Authentication and Validation 

Model, Quantum-Defended Blockchain-Assisted Data 

Authentication Model (QDB ADAM), and 

Homomorphic Encryption Models, all of which have the 

capability of being extended to a wide variety of low-

power and high-density network deployments. Domain 

Certificate Authentication and Validation Model, 

Quantum-Defended Blockchain-Assisted Data 

Authentication Model (QDB ADAM), and These models 

are improved with the help of a protocol known as 

Certificate less Key Agreement [24, 25, 26, 27] and data 

storage models [28, 29, 30] based on the interplanetary 

file system (IPFS), both of which may be used for 

distributed applications without the need for additional 

computational overheads to be carried out. These models 

are beneficial for establishing block chains; but they are 

unable to do dynamic pattern tracking for temporal user 

sets; they are too difficult to install; and their designs do 

not include traceability. These models do not integrate 

traceability into their designs; yet, they are beneficial for 

deployment due to their portability. In order to find a 

solution to these issues, the following industry has 

suggested developing a cutting-edge access control 

model that is built on block chains and is cognizant of 

issues with the quality of service. For the purpose of 

determining whether or not its performance can be 

validated under a variety of different network 

configurations, the model makes use of Grey Wolf 

Optimization (GWO) and evaluates it in relation to a 

wide variety of innovative approaches while facing a 

variety of different kinds of attacks. 

Proposed blockchain-based access control model with 

QoS-awareness via bioinspired computing techniques 

From the above survey it is perceived that various 

existing access control models are capable of overwriting 

access rules, but are not capable of dynamic pattern 

tracking for temporal user sets. While, the models that 

are capable of dynamic pattern tracking are either too 

complex to deploy, or do not incorporate immutability & 

traceability in their designs. Due to which, administrators 

are unable to keep a track of access changes for different 

network entities. To get around these restrictions, this 

section proposes design of a novel blockchain-based 

access control model with QoS-awareness. The model 

uses Grey Wolf Optimization (GWO) in order to decide 

split & merging decisions for underlying blockchains. 

Figure 1. Shows the model's overall flow, where it is 

apparent that the model initially uses a single chained 

blockchain for storing access rules. Due to use of 

blockchain, its inherent characteristics including 

immutability, rule-traceability, access transparency, and 

distributed computing are already incorporated into the 

deployments.  

Blockchain also allows the model to integrate access & 

rule-tracing, that assists in tracking changes for user-to-

entity behavioral patterns. But as number of rules & their 

updates increase, length of block chain increases, which 

exponentially increases mining delay & complexity, 
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which affects QoS of the cloud deployment. Thus, a 

GWO model for QoS-aware side chaining is deployed. 

This model assists in performing ‘archive & split’ 

operations on current blockchain, via a QoS-aware 

dynamic fitness function that incorporates service delay, 

throughput, access rule characteristics and service 

consistency metrics. These metrics along with temporal 

cloud performance are integrated to evaluate final 

decisions regarding ‘archive & split’ operations.  

To perform these tasks, the model initially converts 

existing cloud access database into blockchain format via 

the following process, 

▪ All records from access tables are converted into 

blocks, and stored on the chain 

▪ To store these records, a recommended block structure 

is proposed, which can be observed from table 1 as 

follows,

 

 

Table 1 the proposed block structure for access control operations 

Previous Hash Required Node 
Required 

Timestamp 
Respective Node Grant 

Current Hash Meta Data Grant Timestamp Nonce Other Information 

 

▪ In this structure, information about Previous Hash & 

Current Hash is stored for traceability, and 

immutability 

▪ Requesting Node & timestamp of request are also 

stored 

▪ Along with this, Meta Data & Other Information about 

the requesting entities are stored for future tracking 

purposes 

▪ Information related to granting of requests along with 

its timestamp is stored for validation operations 

▪ A nonce number is stored, which assists in unique 

identification of hashes 

 

 

Fig 1. Overall flow of the proposed GWO Based Model 

Based on this structure, all access rules are converted 

into single chained blockchains. These blockchains are 

further processed via a GWO Model, which assists in 

making split & merge decisions. The model works via 

the following process, 
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• Initially setup the following parameters for GWO, 

o Total GWO Iterations (𝑁𝑖) 

o Total wolves used to obtain optimum solutions 

(𝑁𝑤) 

o Wolf learning rate (𝑊𝑟) 

o Maximum number of dummy blocks used for 

evaluation (𝑀𝑎𝑥𝑁𝑑) 

o Total sidechains in the current configuration (𝑁𝑠𝑐) 

• Initialize all wolves by marking them as ‘Delta 

Wolves’ 

• Go to each iteration, and scan all wolves in each 

iteration via following process, 

o If wolf is not marked as ‘Delta Wolf’, then go to the 

next wolf in sequence 

o Else, generate new wolf configuration via following 

process, 

▪ Add 𝑁𝑑 dummy access control blocks to the one of 

the existing sidechains, and identify wolf fitness via 

equation 1, 

𝑓𝑤 =
1

𝑁𝑑

 ∑
𝑑(𝑚𝑖𝑛𝑒)𝑖

𝑀𝑎𝑥(𝑑(𝑚𝑖𝑛𝑒))
+

𝑒(𝑚𝑖𝑛𝑒)𝑖

𝑀𝑎𝑥(𝑒(𝑚𝑖𝑛𝑒))

𝑁𝑑

𝑖=1

+
𝑀𝑎𝑥(𝑇ℎ𝑟(𝑚𝑖𝑛𝑒))

𝑇ℎ𝑟(𝑚𝑖𝑛𝑒)𝑖

… (1) 

Where, 𝑁𝑑 = 𝑆𝑇𝑂𝐶𝐻(𝑊𝑟 ∗ 𝑀𝑎𝑥𝑁𝑑, 𝑀𝑎𝑥𝑁𝑑), while 

𝑑, 𝑒 & 𝑇ℎ𝑟 represents delay of mining, energy needed for 

mining & throughput of the mining process. 𝑆𝑇𝑂𝐶𝐻 

represents a Stochastic Markovian Process, used to 

generate numbers between given range of inputs. 

o Evaluate fitness for each wolf, then estimate 

iteration fitness threshold via equation 2, 

𝑓𝑡ℎ =
1

𝑁𝑤

∑ 𝑓𝑤𝑖
∗ 𝐿𝑤

𝑁𝑤

𝑖=1

… (2) 

o Based on this fitness value, mark wolves via the 

following process, 

▪ If 𝑓𝑤 < 𝑓𝑡ℎ, then mark wolf as ‘Alpha Wolf’ 

▪ Else if, 𝑓𝑤 > 3 ∗ 𝑓𝑡ℎ, then mark wolf as ‘Gamma 

Wolf’ 

▪ Else if, 𝑓𝑤 > 2 ∗ 𝑓𝑡ℎ, then mark wolf as ‘Delta Wolf’ 

▪ Else if, 𝑓𝑤 ≥ 𝑓𝑡ℎ, then mark wolf as ‘Beta Wolf’ 

• Follow this procedure through all iterations, and after 

the final iteration, evaluate Split & Merge Decision 

(𝑆𝑀𝐷) via equation 3, 

𝑆𝑀𝐷 =
𝑁(𝑎𝑙𝑝ℎ𝑎) + 𝑁(𝑏𝑒𝑡𝑎)

𝑁(𝐺𝑎𝑚𝑚𝑎) + 𝑁(𝐷𝑒𝑙𝑡𝑎)
… (3) 

Where, 𝑁(𝑊) represents number of wolves in category 

𝑊, which is an indicative of Wolf segregation based on 

their fitness levels. After this, evaluate Split Merge 

Threshold (𝑆𝑀𝑇) via equation 4, 

𝑆𝑀𝑇 = 𝑀𝑎𝑥 (
𝑁(𝑎𝑙𝑝ℎ𝑎), 𝑁(𝑏𝑒𝑡𝑎),

𝑁(𝐺𝑎𝑚𝑚𝑎), 𝑁(𝐷𝑒𝑙𝑡𝑎)
) … (4) 

Based on the values of 𝑆𝑀𝐷 & 𝑆𝑀𝑇, perform the 

following tasks, 

• If 𝑆𝑀𝐷 ≥ 𝐿𝑤 ∗ 𝑆𝑀𝑇, then most Wolves have better 

QoS performance, thus there is no need to split or 

merge any blockchain 

• If 𝑆𝑀𝐷 < 𝐿𝑤 ∗
𝑆𝑀𝑇

2
, then merge all sidechains 

selected by the Gamma Wolves, and split current 

sidechain into 2 equal parts. Use any one of the split 

sidechains as main blockchain for adding new blocks 

• Else, merge all sidechains selected by the Gamma & 

Delta Wolves, and split current sidechain into 2 equal 

parts. Use any one of the split sidechains as main 

blockchain for adding new blocks. 

Based on this process, the main blockchain is divided 

into multiple sidechains, and other sidechains are merged 

for archival purposes. Due to use of blockchains, the 

model is capable of reducing mining delay, and 

improving throughput performance when compared with 

other sidechaining methods. The following portion of 

this text compares these models in terms of, energy, 

delay, throughput, and consistency for various 

communications. 

3. Result evaluation & comparison 

The projected model is capable of optimizing sidechain 

formation delays and improves security via use of GWO 

based optimization processes. To evaluate performance 

of this model, it was simulated on the NS2 platform, and 

matched with recent models, which are discussed in 

ATLB [13] [14] and QDB ADAM [22] w.r.t. standard 

network parameters and, values for energy consumption 

(E), communication delay (D), jitter (J), and throughput 

(T), were evaluated for all models. These parameters 

were evaluated via equations 5, 6, 7 & 8 respectively, 

𝐸 =
1

𝑁𝑐

∑ 𝐸𝑠𝑡𝑎𝑟𝑡𝑖
− 𝐸𝑐𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑖

𝑁𝑐

𝑖=1

… (5) 

𝐷 =
1

𝑁𝑐

∑ 𝑡𝑐𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑖
− 𝑡𝑠𝑡𝑎𝑟𝑡𝑖

𝑁𝑐

𝑖=1

… (6) 

𝐽 = 𝐷 − ∑
𝐷𝑖

𝑁𝑐

𝑁𝑐

𝑖=1

… (7) 

𝑇 =
1

𝑁𝑐

∑
𝑁𝑃𝑖

𝐷

𝑁𝑐

𝑖=1

… (8) 

Where, 𝐸𝑠𝑡𝑎𝑟𝑡& 𝐸𝑐𝑜𝑚𝑝𝑙𝑒𝑡𝑒  represents energy levels while 

starting & completing communications, while, 

𝑡𝑐𝑜𝑚𝑝𝑙𝑒𝑡𝑒  & 𝑡𝑠𝑡𝑎𝑟𝑡 represents timestamp for completion & 

start of the communications, 𝑁𝑃 represents number of 

communicated packets, and 𝑁𝑐 represents total number 

of communications used for evaluation process. To 
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standardize the simulation, these comparisons were made 

for 1000 communications, with different number of 

nodes. By employing this technique, the following 

communication delay may be seen in figure 2, where it is 

seen, that the suggested model is 18.5% faster than 

ATLB [13], 19.5% faster than PUF [14], and 15.4% 

faster than QDB ADAM [22] under different network 

conditions. Due to which, it can be used for high-speed 

network deployments. 

 

 

Fig 2. End-to-end delay v/s Number of nodes 

 

Fig 3. Energy consumption v/s Number of nodes 

The primary cause of this improvement is use of delay 

while identification of sidechains. Similar evaluations 

were done for energy consumption, and the information 

below can be seen in figure 3, that the suggested model 

has an energy efficiency that is 8.5% higher than [13], 

9.5% higher than [14], and 8.3% higher than QDB 

ADAM [22] under different network conditions. Due to 

which, it can be used for higher lifetime network 

deployments. The usage of residual energy is the primary 

driver of this improvement. while identification of 

sidechains, which assists in selecting sidechains that can 

be used for low energy operations. Similar evaluations 

were done for throughput, and figure 4 illustrates where 

it is perceived that the suggested model is 5.9% higher 

throughput than ATLB [13], 8.5% higher throughput 

than [14], and 3.5% higher throughput than QDB 

ADAM[22] under different network conditions. Due to 

which, it can be used for higher bandwidth network 

deployments. 
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Fig 4. Throughput v/s Number of nodes 

The main reason for this improvement is use of 

throughput while identification of sidechains, which 

assists in selecting sidechains that can be used for high 

throughput operations. Similar evaluations were done for 

network consistency in terms of Jitter, and can be 

realized from figure 5,where  it can be observed that the 

proposed model is 4.5% consistent than ATLB (X. Wang 

et al., 2021), 4.6% consistent than [14] and 3.5% 

consistent than QDB ADAM (D. S. Gupta et al.,2022) 

under different network conditions. Due to which, it can 

be used for high stability network deployments. 

 

Fig 5. Throughput v/s Number of nodes 

The main reason for this improvement is use of delay & 

throughput while identification of sidechains, which 

assists in selecting sidechains that can be used for highly 

scalable operations. Based on similar configurations, the 

network’s performance was evaluated for different 

authentication & access control attack types.  

The sidechain model is capable of mitigating different 

network attacks. To test it attack detection capabilities & 

mitigation performance, its QoS performance was 

evaluated under different authentication & access control 

attack types. This performance was compared with QoS 

performance of other models under the following 

conditions. Based on different attack configurations, the 

network was simulated for 20% attacker nodes, and its 

average QoS parameters for communication delay & 

energy consumption were evaluated, and tabulated in 

figure 6 where it can be observed that the proposed 

model is capable of mitigating different attacks, and 

performs amicably well even under authentication & 

access control attacks. 

  

Table 2. Different attack configurations 

MT Masquerading & authentication attack with proposed model 

DT  Dictionary attack with proposed model 

BT  Brute force attack with proposed model 

NT  Normal network with proposed model 

MA  Masquerading & authentication attack without proposed model 
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DA Dictionary attack without proposed model 

BA  Brute Force attack without proposed model 

NA  Normal network without attacks 

 

 

Fig 6. QoS performance under different attack types 

This further directs that the projected network model is 

useful for real-time network deployments. 

4. Conclusion  

The proposed model initially converts all access control 

databases into blockchains, and optimizes blockchain 

performance via use of sidechains. These sidechains are 

formed via use of GWO Model that contributes to raising 

QoS performance even under Masquerading, Dictionary 

& Brute Force attack types. It was also noted that, for 

various network scenarios, the suggested model 

demonstrated superior communication performance 

when compared with other advanced models. The 

suggested model was observed to be 18.5% faster than 

ATLB [13] 19.5% faster than PUF [14], and 15.4% 

faster than QDB ADAM [22] it was also observed to be, 

is 8.5% higher energy efficient than ATLB [13] 9.5% 

higher energy efficient than PUF [14] and 8.3% higher 

energy efficient than QDB ADAM [22] making it 

extremely beneficial for a wide range of network 

circumstances. The model was also observed to posses 

5.9% higher throughput than ATLB [13]8.5% higher 

throughput than PUF ([14] and 3.5% higher throughput 

than QDB ADAM [22], while, it was also observed to 

achieve 4.5% consistency than ATLB [13]4.6% 

consistency than PUF [14] and 3.5% consistency than 

QDB ADAM [22] under different network conditions. 

Due to which, it can be used for high stability network 

deployments. This was possible due to use of these 

parameters while selecting sidechain configurations. The 

model was also evaluated under different attack types, 

and its performance was observed to be consistent even 

under authentication & access control attacks.  

 

 

Future Scope 

In future, the model’s performance can be enhanced 

through use of bioinspired computing models that 

include Genetic Algorithm, Particle Swarm 

Optimization, etc. that can be combined to achieve 

hybrid optimizations. Moreover, use of Auto encoders, 

Convolutional Neural Networks (CNNs), and other 

Machine Learning Models (MLMs) is also recommended 

to improve overall QoS performance while retaining 

higher security levels for various deployments.  
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