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Abstract: The majority of applications will probably continue to use relational database management systems as their preferred technology. 

RDBMS providers have created cutting-edge strategies to quicken the installation procedure. For good reason, relational databases have 

long served as the foundation of databases for a number of products. Using relational databases has a number of benefits. The market share 

maintained by relational database management systems is under threat from NoSQL database technologies. There are many distinct types 

of NoSQL databases, and they were all created specifically to do certain tasks that RDBMSs were not designed to carry out. The many 

database structure options accessible to them have given a renewed sense of independence to many different kinds of organizations. Despite 

their recent successes and their capacity to manage enormous volumes of data, NoSQL databases are not the best option for all plans, and 

they are not likely to unseat relational software from its position as the industry standard database any time soon. Despite their recent 

achievements and proficiency in handling enormous volumes of data. Depending on the goals your company has set for itself, conventional 

databases, NoSQL databases, or a combination of the two may be able to give the most information to your organization. Cloud database 

services may leverage cloud computing to achieve the objectives of ideal scalability, high accessibility, multi-tenancy, and real resource 

supply. But organizing these databases in a cloud computing environment is difficult since they need ACID (Atomicity, Consistency, 

Isolation, and Durability) exclusivity. The goal of this study is to look at the state-of-the-art regarding the need for cloud databases and the 

various frameworks available. In order to approach the services that are described by the cloud computing system, it defines the typical 

operations that are conducted on a cloud database by a cloud computing proposal. 
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1. Introduction 

A document management system (DMS) that is hosted in 

the cloud and combined with an institutional database 

constitutes a contemporary approach to the management and 

organizing of documents inside an organization. This 

system provides a centralized platform for the storage, 

access, and collaboration of papers, while the institutional 

database acts as a repository for the management of essential 

data. In the past, document management systems required 

significant monetary expenditures for the on-premises 

infrastructure, hardware, and software, as well as for the 

ongoing maintenance of the system. However, as a result of 

the development of cloud computing, companies are now 

able to construct and deploy their DMSs on cloud platforms 

that are scalable and flexible to their specific needs. This 

indicates that businesses may be able to use the scalability 

and reliability offered by cloud providers as an alternative 

to the expensive infrastructure management that is needed 

[1]. 

When making use of a document management system 

(DMS) that is hosted in the cloud, documents are stored on 

cloud storage services such as Amazon Simple Storage 

Service (S3), Microsoft Azure Blob Storage, or Google 

Cloud Platform (GCP) Cloud Storage. These services not 

only provide secure document storage for an extended 

period of time but also facilitate the management of a 

significant number of documents. Document metadata such 

as the title, author, tags, and other essential data are stored 

in the institutional database, which may be constructed on a 

relational or NoSQL database management system. This 

kind of system may also be used. It's possible that the data 

are saved on this system. Utilizing a DMS that is housed in 

the cloud offers a number of benefits, the most notable of 

which is accessibility. Users are able to see their documents 

in a secure manner from any place and on any device that is 

connected to the internet. The capability of having several 
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users work together on the same page at the same time and 

monitor changes using version control makes collaboration 

easier and increases overall productivity [2]. 

Security is an essential feature that must be included into a 

cloud-based document management system (DMS). 

Encryption technologies, access limits, and user 

authentication systems all work together to create a barrier 

between permitted users and documents in order to avoid 

data breaches and protect sensitive information. This barrier 

prevents unauthorized users from accessing documents. It is 

essential that consideration be given to ensuring full 

compliance with all applicable regulations, such as the 

“Health Insurance Portability and Accountability Act 

(HIPAA) and the General Data Protection Regulation 

(GDPR)”.  Search functionality is essential for any cloud-

hosted document management system (DMS). Adopting 

technology such as Elasticsearch, which enables users to 

instantly search for documents based on keywords, tags, or 

other specific criteria, may make information retrieval more 

efficient and save users time. A cloud-hosted document 

management system (DMS) may offer businesses with a 

document management solution that is scalable, secure, and 

user-friendly. This solution can then be used in combination 

with an institutional database. By using cloud infrastructure 

and services, organizations have the opportunity to enhance 

their overall process efficiency, as well as their 

communication and document processes. [3]. 

It is recommended, in accordance with the "least privilege" 

approach, that the level of access that users have be 

restricted, while at the same time ensuring that the 

programme can function normally. For instance, application 

owners and administrators should only be granted access to 

information, programmes, and systems when it is absolutely 

necessary for them to carry out their responsibilities. When 

using this strategy, conduct is more consistent and easy to 

anticipate. Unauthorised users, for example, are unable to 

destroy privileged files on purpose or by mistake, and they 

also cannot halt essential activities. Because fewer rights 

and responsibilities need to be defined, the time it ordinarily 

takes to deploy programmes may be cut down significantly 

when the principle of least privileges is used. The principle 

of least privilege, on the other hand, is one of the most 

challenging notions to put into effect [4]. In order for 

companies to successfully execute the concept of least 

privilege, they are required to do the following:  

❖ Data organization  

❖ A familiarity with the placement of their private 

information  

❖ Automation of the management of user access life 

cycles that is computerized and effective Although 

these concepts are applicable to the deployment of 

generic apps, the idea of least privilege is much more 

important and relevant in cloud computing since 

tenants will need a certain level of security isolation. 

This is because renters will be responsible for their 

own data. 

 

 

Fig.1.  Graphical Display of Cloud Computing 

Infrastructure 

The frontend and the backend, which are the two main parts 

of a cloud environment, may be separated into their 

individual parts. The frontend refers to the presentation 

layer that the user can see. This phrase is often used 

synonymously with "user interface." The data center 

hardware, servers, data storage systems, virtualization 

software, routers, bridges, load balancers, adapters, 

applications, and services are just a few examples of the 

many distinctive elements that make up the backend 

infrastructure that powers the cloud. There are many 

components that make up the backend infrastructure, and 

these are only a handful of them [5]. 

2. Literature Review 

Due to the fact that educational institutions produce a large 

amount of information as a result of their administrative, 

teaching, and research activities, there seems to be a must to 

organize and manage this information properly. 

Additionally, this information has to be able to flow freely 

across departments. Because we don't want overlapping 

information, this process needs to take place while taking 

into account the various internal systems that are already in 

place. Even if not all organizations have the financial means 

to invest a significant amount in several software packages, 

open-source software is an option that is ideal for both 

educational and administrative tasks. Our objective is to 

show the benefits of enterprise content management (ECM) 

in the context of academic organizations, and our title for 
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this field of research is "content management." In the first 

part, several methods for enhancing process management 

are discussed, including electronic content management 

(ECM) and open-source software. In the second part, we 

take a look at the various components of the ECM system 

and discuss their potential applications in various 

educational contexts. In order to connect ECM to other 

systems that are active in educational institutions, it is 

recommended to implement a system architecture that is 

based on ECM. The case study examined [6] is a discussion 

of the implementation of an open-source enterprise content 

management system in a large organization. It demonstrates 

the system's usefulness and focuses on the qualities that are 

associated with document processing. 

Relational database management systems will likely 

continue to be the technology of choice for the vast majority 

of applications. RDBMS suppliers have developed 

innovative approaches to accelerate the installation process. 

Relational databases have a long history of acting as the 

basis of databases for a wide variety of goods, and for good 

reason. There are several advantages to using relational 

databases. NoSQL database technologies are posing a threat 

to the market share held by relational database management 

systems. There are many different NoSQL database options, 

and they were all developed for the express purpose of doing 

particular operations that RDBMSs were not intended to 

handle. Many different types of organizations are 

experiencing a newfound feeling of freedom as a result of 

the abundance of database structure alternatives. Despite 

their recent triumphs and their ability to handle large 

amounts of data, NoSQL databases aren't the greatest fit for 

all plans, and they aren't likely to oust relational software 

from its position as the dominant database any time soon. 

Conventional databases, NoSQL databases, or a mix of the 

two may be able to deliver the most amount of information 

for your organization, but this will depend on the objectives 

that your firm has set for itself. Users are able to access 

databases on demand over the Internet from the server of a 

cloud database provider, while clients are able to 

administrate databases that are hosted in the cloud. Cloud 

computing may be used by cloud database services in order 

to achieve the goals of optimum scalability, high 

accessibility, multi-tenancy, and real resource supply. On 

the other hand, due to the fact that they need ACID 

exclusivity [7], which is necessary in order to approximate 

the services that are offered by cloud computing systems. 

Because of the trend towards paperless offices and the rising 

prevalence of electronic information transfer, such as via 

emails and other web-based content, businesses now need a 

system that is capable of effectively managing the paper 

documents that they produce. A document management 

system that is hosted in the cloud provides users with an 

easy-to-use method for classifying and identifying 

documents, which also tags the documents with relevant 

information. In today's commercial world, electronic 

documents are often considered to be the most valuable 

information assets. An end user, for instance, may use the 

programme to find out whether an unauthorised user 

"touched" his or her file in order to ensure that the file is 

secure [8]. 

3. Document Management System 

Document management systems are built from the ground 

up with the purpose of assisting whole enterprises in better 

managing the creation, archiving, retrieval, and expiry of 

information that is included in documents. The processing 

of paperwork was a primary motivation for the 

establishment of these systems. A document management 

system, often known as a DMS, is one that is based on a 

central repository and that is designed to manage the storage 

of any sort of information that may be beneficial to a 

company and to protect that information from being lost [9]. 

It is not the same as the file structure on your own computer 

in any way. Due to the fact that the content that is stored 

inside a document management system (DMS) is often self-

contained, it is much easier to locate information and to 

disseminate it when the DMS has been created correctly. 

This is accomplished via the use of sophisticated search 

engines as well as the incorporation of taxonomies or other 

techniques of classification within the body of the 

documents that have been saved [10]. The following is a list 

of the benefits that document management systems provide:  

Reduced Storage: Due to the high cost of commercial real 

estate and the need to keep records for reasons like retrieval 

and regulatory compliance, paper-based document storage 

competes with workers for space inside an organisation. 

This competition occurs because paper-based document 

storage takes up more room than people do. This is because 

paper-based document storage relies on actual paper 

documents rather than electronic ones. Scanning documents 

and incorporating the digital copies into a document 

management system may make it possible to drastically cut 

down on the amount of physical storage space required for 

paper documents. 

Flexible Retrieval: It takes a significant amount of time to 

retrieve documents that have been stored on microfilm or in 

hard copy form. With the assistance of a document 

management system (DMS), additional electronic copies of 

documents may be made and stored in a centralised location 

that is well-organized. Because it is feasible to acquire the 

documents without having to stand up from a workstation, 

the process of finding the papers takes less time. Users of 

the Document Management System (DMS) have the ability 

to acquire documents even while using other desktop-based 

apps at the same time. 
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Flexible Indexing: Paper and microfilm may be indexed 

using a variety of different approaches; however, each one 

of these approaches is arduous, costly, and time-consuming. 

There are several different ways to simultaneously index the 

photographs of documents that are stored in a document 

management system (DMS). 

Improved, faster and more flexible search: Full text 

search is a function of document management systems that 

is not accessible with paper. This feature enables users to 

obtain files by searching for any term or phrase that may be 

found inside the document. Full text search refers to the 

capability of locating and retrieving files based on any word 

or phrase that may be discovered inside the document. A 

document management system, often known as a DMS, may 

further apply one or more taxonomies or categorizations to 

a document or folder in order to assist with the classification 

of documents. 

No Lost Files: It may be expensive and time-consuming to 

replace documents that have been lost. Even when papers 

are viewed inside a document management system (DMS), 

the fact that they are first photographed and then stored in a 

single location assures that none of them will be misplaced 

or lost. Full-text searching capabilities make it possible to 

rapidly recognise and reorganise newly created documents, 

even in the event that they are inadvertently stored. This 

reduces the likelihood that new documents will be saved by 

mistake. 

Digital Archiving: The storing of electronic documents in 

a format that is both native and non-proprietary, such as 

Microsoft Word or Excel, and the safeguarding of these 

documents is known as document preservation and 

document protection. The process of safeguarding paper 

documents that must still be kept by making archival copies 

of such documents and storing them in a document 

management system so that the originals may be safely 

discarded. 

4. Research Methodology 

File encryption for text: Text files, such as those that 

include health reports, are capable of being encrypted with 

the use of the advanced encryption standard (AES), which 

has a block size of 128 bits. In 2001, the National Institute 

of Standards and Technology (NIST) was the organization 

that first proposed using the American Encryption Standard 

(AES) as a method for encrypting digital data. In order to 

get the encrypted data, the data and the keys are first 

arranged in an array, after which they are subjected to a 

series of rotations. This process begins with the data being 

converted into bytes. The AES encryption standard offers 

the highest level of protection when it is used to the 

protection of textual information. 

 

Procedure of watermarking and encryption for medical 

images: In order to protect the data by applying the security 

strategy, a watermark containing a one-of-a-kind identity is 

initially affixed to the digital photograph. This entails two 

separate actions. As part of the least significant bit (LSB) 

watermarking process, the patient's name, age, and gender 

are all watermarked in the image's low bit. LSB stands for 

least significant bit. Through these measures, the patient's 

right to privacy is protected. The patient ID that was found 

in the database is then used to replace the tag that had 

previously been linked to it. The technique of encryption 

that is explained in the following paragraphs is the one that 

we employ. After the encryption process has been 

completed, the DICOM data of the patient will be retrieved, 

and the tag that corresponds to those data will be appended. 

It is important that you be aware that there are a total of 16 

bits that make up the watermark, and those bits are 

represented by the first 16 bits. 

Using the strategy that has been given, it is possible to 

successfully encrypt blocks that have a size of 16 px2 

apiece. It is possible that we will be able to retrieve the itha 

encrypted block if we export the block that has to be 

encrypted with the block BK. The components of the block 

BK are denoted by the letters K and S, respectively. The 

other component of the block is the sum of V, and the vector 

S serves as the vector carrier for this component. The 

“vector sum of K combined with the diagonal of the preview 

encrypted block, 𝐷[𝑩𝒊− 𝟏
𝒆 ], forms the letter V”. 

The blocks that are encrypted, the target block, the key 

(which is represented as a “vector column), the function 

matrix transporter, and the function matrix diagonal are 

denoted by the notations 𝑩.
𝒆, B, K, T, and D, respectively”. 

In the first block, it is important to understand that the value 

0 corresponds to the Bi 1 e symbol. 

Modelling and cryptanalysis: The “peak signal-to-noise 

ratio” (PSNR) is what is used in order to do the calculation 

that determines the amount of distortion that exists between 

an image I and its watermarked imaging Iw dec. 

Table 1. The suggested image encryption method's 

cryptanalysis 

Images 2017 2018 2019 2020 2021 2022 

Original 

entropy 

in 

imaging 

1.17

08 

1.23

43 

1.54

38 

1.98

77 

2.09

76 

1.09

87 

Entropy 

of 

encrypte

d 

imagery 

7.98

56 

7.99

34 

7.99

87 

7.89

87 

7.87

65 

7.65

56 
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Entropy 

of 

images 

that were 

incorrect

ly 

decrypte

d 

7.86

59 

7.34

21 

7.86

54 

7.86

54 

7.98

65 

7.89

65 

Correlati

on 

between 

the 

unencryp

ted 

image 

and the 

original 

image 

0.00

54 

0.98

77 

0.00

13 

0.00

87 

0.97

87 

0.00

67 

NPCR 
99.8

7 

99.9

9 

99.8

6 

99.8

9 

99.8

7 

98.7

6 

UACI 
45.6

7 

78.9

6 

33.5

6 

33.4

5 

45.9

8 

33.8

7 

 

When the encryption process is finished, the values of 

entropy range from 7..9987 to 7.9856, as shown in Table 1, 

which conducts a more in-depth analysis of the suggested 

encryption method's protection against attack. This 

demonstrates that the encrypted photos are really close to 

having the optimal number of eight and to having originated 

from a random source. Additionally, this reveals that the 

images have been encrypted. As a consequence of this, the 

approach that was described is resilient against an attack 

based on entropy. Every single photograph in our image test 

sets reveals that there is very little to no link between the 

images that have not had their encryption removed and the 

original photographs. As a consequence of this, the 

encrypted photos are noticeably distinct from the 

unencrypted images to which they correspond, which 

demonstrates that the method of encryption that was 

described is successful. Our NPCR and UACI have been 

computed to be 99.96 and 33.39 percent, respectively, based 

on the data we have. This has the immediate impact of 

getting the observed values for NPCR and UACI extremely 

close to the required values, which are 100 and 33, 

respectively. This is an important step towards achieving the 

desired results. This demonstrates how the method 

described here may defend itself against a range of attacks. 

For imaging depths that are coded on 8 bits, we have a space 

key of 2128, and for imaging depths that are coded on 16 

bits, we have a space key of 2256. The key that we 

recommend is determined by the number of bits that are 

required to encode the picture depth. It is of the utmost 

importance that the critical area be of sufficient size to make 

it difficult to launch a direct physical attack. 

 

 

5. Result and Discussions 

“Logistic regression analysis” was performed to examine 

the influence of 2017, 2018, 2019, 2020, 2021 and 2022 on 

variable Images to predict the value "original imaging 

entropy". Logistic regression analysis shows that the model 

as a whole is not significant (Chi2(6) = 5.41, p .493, n = 6). 

The coefficient of the variable 2017 is b = 19, which is 

positive. This means that an increase in 2017 is associated 

with an increase in the probability that the dependent 

variable is "original imaging entropy". The odds Ratio of 

178850903.08 indicates that “one unit increase of the 

variable 2017 will increase the odds that the dependent 

variable is original imaging entropy" by 178850903.08 

times. 

The coefficient of the variable 2018 is b = -5.98, which is 

negative. This means that “an increase in 2018 is associated 

with a decrease in the probability that the dependent variable 

is original imaging entropy". The odds Ratio of 0 indicates 

that “one unit increase of the variable 2018 will increase the 

odds that the dependent variable is original imaging 

entropy" by 0 times. 

The coefficient of the variable 2019 is b = -56.16, which is 

negative. This means that “an increase in 2019 is associated 

with a decrease in the probability that the dependent variable 

is original imaging entropy". The odds Ratio of 0 indicates 

that “one unit increase of the variable 2019 will increase the 

odds that the dependent variable is original imaging 

entropy" by 0 times. 

Table 2. Hypothesis 

Null hypothesis Alternative hypothesis 

There is “no significant 

difference between the 

groups of the first factor 

2017, 2018, 2019, 2020, 

2021 and 2022” 

(measurement repetition) 

in relation to the dependent 

variable.  

There is “a significant 

difference between the 

groups of the first factor 

2017, 2018, 2019, 2020, 

2021 and 2022” 

(measurement repetition) 

in relation to the dependent 

variable.  

There is “no significant 

difference between the 

groups of the second factor 

Images” in relation to the 

dependent variable.  

There is “a significant 

difference between the 

groups of the second factor 

Images” in relation to the 

dependent variable.  

There is “no interaction 

effect between the factor 

2017, 2018, 2019, 2020, 

2021 and 2022” and 

Images  

There is “a interaction 

effect between the factor 

2017, 2018, 2019, 2020, 

2021 and 2022” and 

Images  

 

 



International Journal of Intelligent Systems and Applications in Engineering IJISAE, 2024, 12(3s), 672–611 |  677 

6. Conclusion 

Because of the generation of enormous volumes of data by 

web-based applications, each and every component of 

database management systems has undergone 

transformation. It would seem that using cloud databases 

would be the most effective method for processing this kind 

of data. In addition, a company simply does not have the 

financial resources to construct an expensive infrastructure 

for a data centre in order to manage and monitor its own 

databases. As cloud databases get more and more customer 

attention, a new chapter in the history of database 

management systems is about to begin. Cloud databases can 

manage significant workloads from web-based databases 

despite the fact that they lack the ACID flexibility offered 

by traditional databases. These kinds of guarantees are not 

necessary for databases in this form. It's possible for 

companies to make use of the many databases that are 

hosted on the cloud. Despite this, every single one of them 

has their very unique data model, application programming 

interface (API), database capabilities, and query interface. 

This procedure has to be standardised in order to facilitate 

simpler future growth. Cloud computing and cloud 

databases are now hampered by a number of limitations; if 

these can be overcome, they will be in a position to dominate 

the global market over the next 10 years. A number of 

nations in Asia are providing financial support to cloud-

based economic growth centres and are also using cloud 

services for their own companies. 
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