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Abstract: In the realm of blockchain-enabled IoT systems, machine learning-based predictive analytics serves as a cornerstone for 

optimizing operations, enhancing security, and maximizing efficiency. By leveraging the wealth of data generated by IoT devices and 

immutably recorded on the blockchain, predictive analytics algorithms can discern patterns, detect anomalies, and forecast future events 

with remarkable accuracy. One key application lies in anomaly detection, where machine learning models scrutinize data to identify 

aberrant behavior or potential security threats in real-time, thereby fortifying the integrity of the system. Moreover, predictive 

maintenance emerges as a vital capability, as machine learning algorithms analyze historical data to anticipate equipment failures or 

maintenance needs, preempting costly downtime and prolonging device lifespan. This paper is considering research in area of machine 

learning for predictive analysis that are made for blockchain enabled IoT system. Paper has focused on role of ML based predictive 

analytics and conventional research in related area. Moreover works related to blockchain enabled IoT system and ML based predictive 

system are focused with their methodology, limitations, outcomes and future scope. 
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1. Introduction 

The combination of artificial intelligence (AI), machine 

learning (ML), predictive analytics (PA), blockchain 

technology, and Internet of Things (IoT) technologies 

gives a compelling possibility to improve data-driven 

decision-making across a variety of fields. On account of 

the exponential growth of Internet of Things devices that 

generate vast streams of data, as well as the inherent 

difficulties of ensuring data integrity, privacy, and security 

in decentralized environments, there is an urgent need for 

innovative solutions that are able to extract actionable 

insights from this flood of information. In response to this 

problem, academics and practitioners have increasingly 

resorted to machine learning-based predictive analytics 

approaches to generate value from Internet of Things (IoT) 

data. At the same time, they have used blockchain 

technology to provide trust, transparency, and immutability 

in data transactions. This paradigm change has resulted in 

the emergence of a blossoming area of study that is 

centered on the creation of machine learning-based 

predictive analytics frameworks that are suitable for 

Internet of Things systems that are enabled by Blockchain. 

These frameworks have the potential to unleash new levels 

of efficiency, automation, and intelligence in settings that 

are decentralized and networked. They do this by using the 

power of machine learning algorithms to analyze data from 

the internet of things (IoT) and to anticipate future trends, 

anomalies, and occurrences. In light of this, the purpose of 

this study is to investigate the landscape of Machine 

Learning-based Predictive Analytics for Blockchain-

enabled Internet of Things Systems, with the intention of 

emphasizing the most important problems, possibilities, 

and breakthroughs in this quickly developing subject. We 

want to give insights into the possible uses, advantages, 

and limits of machine learning-based predictive analytics 

in the context of Blockchain-enabled Internet of Things 

ecosystems by conducting a complete assessment of the 

available literature, case studies, and experimental results. 

1.1. Blockchain 

A new paradigm in technology, blockchain has the ability 

to revolutionize many different sectors and fields of study. 

Blockchain, which was first imagined as the technology 

behind Bitcoin and other cryptocurrencies, is now a 

distributed ledger system that provides unmatched security, 
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transparency, and trust in online transactions; it is also 

decentralized and resistant to tampering. Fundamentally, 

Blockchain stands for a distributed ledger system that is 

updated by a group of users; in this system, each entry, or 

"block," is cryptographically linked and cannot be altered. 

The capacity of Blockchain to build agreement and 

confidence among users decentralised from third parties 

like banks or other centralized middlemen is its core 

breakthrough. Blockchain facilitates decentralized digital 

asset management, data sharing, and encrypted 

transactions by combining peer-to-peer networking with 

consensus algorithms.  

1.2. Internet of Things 

The IoT, or Internet of Things, is a paradigm shift that is 

changing the game for how we engage with our physical 

environment. The Internet of Things (IoT) is essentially a 

system of networked computing devices, sensors, and 

physical items that can gather, transmit, and process data 

without any human interaction whatsoever thanks to 

embedded software, sensors, and networking capabilities. 

A huge network of "things" that communicate and function 

together effortlessly comprises this linked ecosystem, 

which includes everything from smart home appliances 

and wearable tech to heavy equipment and city 

infrastructure. The emergence of cloud computing and big 

data analytics, together with developments in connection, 

downsizing, and affordability of hardware components, are 

propelling the growth of IoT technology. The convergence 

of the digital and physical realms has been made possible 

by these innovations, opening up a plethora of new 

possibilities in many fields and sectors.  

1.3. Machine learning  

Machine learning is a relatively new but rapidly expanding 

topic of AI that allows computers to "learn" from data in 

order to draw inferences or predictions without human 

intervention or code.  

 

Fig. 1. Steps of machine learning-based prediction 

strategies 

Machine learning is essentially about creating models and 

algorithms that can learn from their experiences and 

become better at what they do automatically. Intelligent 

decision-making, prediction, and automation across a wide 

range of fields and sectors are made possible by machine 

learning's capacity to extract patterns, trends, and insights 

from massive and complicated datasets. Machine learning 

algorithms may drive innovation and provide new 

possibilities for academics, organizations, and society at 

large by using computer power, optimization algorithms, 

and statistical methods to extract useful information and 

predictions from data. 

1.4.  Role of Blockchain in IoT System 

The integration of Blockchain with the Internet of Things 

(IoT) has become a paradigm shift that will affect many 

different sectors and fields of study. A distributed ledger 

system that is both decentralized and resistant to 

tampering, blockchain was first described as the 

technology that underpins crypto currencies such as 

Bitcoin. On the other hand, the Internet of Things (IoT) has 

grown in popularity, enabling the connection of billions of 

devices throughout the globe and resultant data deluges. 

Critical issues like data security, trust, and interoperability 

may be uniquely addressed by the integration of 

Blockchain with IoT devices. With its decentralized 

consensus methods, clear audit trails, and immutable 

recordings of transactions, blockchain provides a new way 

to handle data management and transaction processing.  
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Fig. 2. Role of Blockchain in IoT System 

Blockchain has a multi-purpose function in IoT systems, 

improving the efficiency, transparency, and security of IoT 

installations in several important ways. Blockchain 

technology allows Internet of Things (IoT) systems to 

simplify transactions between devices, decentralize data 

sharing, provide secure identities for devices, and 

guarantee data integrity. 

1.5. Role of Machine Learning in Iot System  

Machine Learning (ML) with the Internet of Things (IoT) 

represents a convergence of two transformative 

technologies that are reshaping the way we interact with 

and leverage data in our increasingly connected world. 

Machine Learning, a subset of artificial intelligence, 

empowers computers to learn from data and make 

predictions or decisions without explicit programming, 

while the IoT connects billions of devices, sensors, and 

objects to the internet, generating vast amounts of data.The 

integration of Machine Learning into IoT systems holds 

tremendous promise for enhancing the intelligence, 

efficiency, and capabilities of IoT deployments across 

various domains and applications.  

 

Fig. 3. Role of Machine Learning in Iot System 

By leveraging Machine Learning algorithms and 

techniques, IoT systems can extract valuable insights, 

uncover hidden patterns, and enable intelligent decision-

making from the deluge of data generated by connected 

devices. By harnessing the power of Machine Learning, 

IoT systems can transform raw sensor data into actionable 

intelligence, enabling proactive monitoring, optimization, 

and automation in diverse IoT applications. 

1.6. Need of Research 

By incorporating Blockchain technology into IoT systems, 

a plethora of data produced by linked devices is 

introduced. Nevertheless, the sheer amount, speed, and 

diversity of this data makes it difficult to draw useful 

conclusions. ith the help of machine learning algorithms, 

predictive analytics may provide insightful views into data 

collected from the Internet of Things (IoT), paving the way 

for more proactive planning and decision-making. 

Predictive analytics powered by machine learning may be 

essential in strengthening trust, transparency, and security 

in Blockchain-enabled Internet of Things systems. 

Organizations may maximize resource allocation and 

operational efficiency in Blockchain-enabled IoT systems 

with the use of predictive analytics. Streamlining 

operations, reducing expenses, and enhancing overall 

performance in different IoT applications may be achieved 

by minimizing energy use, anticipating equipment 

breakdowns. Research in predictive analytics based on 

machine learning may pave the way for the creation of 

autonomous systems and intelligent decision-making 

agents that can function in Blockchain-enabled Internet of 

Things (IoT) settings. Automating decision-making, 

triggering actions based on predictive insights, and 

creating self-executing agreements that promote efficiency 

and autonomy in IoT systems may be achieved by 

combining predictive models with smart contracts 

distributed on the Blockchain. Optimizing model training, 

inference, and deployment strategies may improve the real-

time responsiveness of predictive analytics in large-scale 

IoT deployments and handle scaling concerns. Research 

into predictive analytics for Blockchain-enabled IoT 

systems based on machine learning may propel innovation 

and provide firms a competitive edge.  

 

Fig. 4. Need of Research 
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The application of machine learning At the crossroads of 

three game-changing technologies—namely, Machine 

Learning (ML), Blockchain, and the Internet of Things 

(IoT)—Predictive Analytics for Blockchain-enabled 

Internet of Things Systems is a cutting-edge methodology 

that represents a fusion of these three technologies. The 

combination of these two things offers tremendous 

potential to revolutionize a variety of different fields and 

businesses. 

Machine learning techniques are used at the basis of this 

paradigm in order to evaluate massive amounts of data that 

are produced by networked Internet of Things devices. A 

wide range of industries, including manufacturing, 

healthcare, logistics, and others, are among those that may 

benefit from the collection and transmission of data in real 

time by these devices. In order to discover patterns, 

anomalies, and trends, predictive analytics may be applied 

to this data by using machine learning algorithms. This 

will allow for proactive decision-making and operations 

that are optimized. 

Data management for the Internet of Things (IoT) is 

enhanced with an additional layer of trust, security, and 

transparency thanks to the use of Blockchain technology. 

A safe, transparent, and tamper-proof data transaction is 

guaranteed by the immutable ledger that blockchain 

technology generates. This is especially important in 

Internet of Things (IoT) systems, where the trustworthiness 

and integrity of data are of the utmost importance. Through 

the use of a decentralized blockchain network for the 

storage of Internet of Things (IoT) data, the integrity of the 

data is maintained, hence reducing the likelihood of data 

manipulation or unwanted access. 

IoT solutions that are enabled with Blockchain technology 

also make it possible for stakeholders to share data in a 

way that is both safe and auditable. Smart contracts, which 

are agreements that automatically execute themselves and 

are placed on blockchain networks, make it possible to 

conduct transactions that are both automated and verifiable 

depending on certain circumstances. Through the 

implementation of this feature, procedures are streamlined, 

friction is reduced, and the efficiency of IoT ecosystems is 

improved. 

IoT systems that are equipped with predictive analytics 

capabilities that are enabled by machine learning 

algorithms and made possible by blockchain technology 

provide a wide range of advantages to businesses in a 

variety of sectors. Predictive maintenance, which is based 

on data collected from Internet of Things sensors, may, for 

example, reduce the amount of time that equipment is 

offline and optimize maintenance plans, which ultimately 

results in cost savings and increased productivity. When 

used to patient monitoring data, predictive analytics in the 

healthcare industry may facilitate the early diagnosis of 

health problems, which can then lead to timely treatments 

and the improvement of patient outcomes. 

Although it has a tremendous amount of promise, the 

implementation of machine learning-based predictive 

analytics for Internet of Things systems that are enabled by 

blockchain faces a number of problems. Concerns like 

scalability, interoperability, data protection, and regulatory 

compliance requirements are some examples of these 

categories of challenges. It is necessary for industry 

stakeholders, legislators, and technologists to work 

together in order to address these difficulties. This will 

guarantee that these technologies are used in a responsible 

and ethical manner. 

2. Literature Review 

Several research papers on blockchain, Internet of Things, 

and industrial automation that had been authored by other 

academics served as a source of inspiration for us while we 

were working on the problem of secure identity in 

industrial automation devices. In the following weeks, we 

will provide a concise summary of the papers that serve as 

a foundation and direct us toward the research aim that we 

have set for ourselves. Daming Li et al. (2019) provide 

assistance in the investigation of block chain technology, 

an explanation of the fundamental technical concept 

underlying block chain technology and analyzed its 

application, in addition to addressing the current regulatory 

and security concerns [1]. M. Nofer, et al. (2017) 

conducted blockchain technology and distributed ledgers 

are garnering a significant amount of interest and are 

causing a number of initiatives to be initiated across a 

variety of sectors. In spite of this, the financial sector is 

often considered to be the most important user of the 

blockchain idea [2].  I. Mistry, et al. (2020) suggested 

blockchain technology has the potential to transform a 

wide range of potential industrial applications in a variety 

of domains. This is because blockchain technology enables 

fine-grained decentralized access control [3]. T. Yang et al. 

(2020) investigated the authentication procedures that are 

used for the Internet of Things (IoT). As part of this 

research, more than forty authentication methods that are 

specialized to the Internet of Things were chosen and put 

through extensive testing. Examples of protocols that are 

categorized according to their intended applications are 

Machine to Machine Communications, the Internet of 

Vehicles, the Internet of Energy, and Sensor 

communications [4]. K. Deng, et al. (2019) discussed how 

important it is to determine the real people who are hiding 

behind a number of different virtual personas. Due to the 

poor accuracy of client identification in the many-to-many 

technique of client identification, the researchers in their 

study proposed using a random forest confirmation 

algorithm that was based on stable marriage matching [5].  

A. Maseleno et al. (2019) conducted an analysis of the 
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many obstacles that blockchain technology and the Internet 

of Things (IoT) need to conquer in order to collaborate 

effectively. It is possible for the data clustering cluster 

head selection by DOA utilizing blockchain technology to 

aid in the improvement of Internet of Things applications 

and to give improved accuracy [6]. S. Lv et al. (2018) 

provide algorithm has a number of properties, including 

quick search, fast token generation, and update complexity. 

The one-of-a-kind instance may also perform actions of 

adding and deleting at the same time [7]. B. R. Vatsala et 

al. (2019) suggested that the Internet of Things (IoT) has 

the potential to enhance the quality of life of individuals by 

facilitating the development of enhanced services, 

including smart cities, houses, and hospitals. The 

researchers also provided an analysis of Internet of Things 

applications that result in an improvement in the quality of 

life of individuals [8].   

Khanna et al. (2020) evaluated the contributions made by 

scholars working in a wide range of topics. An 

examination of these works has been carried out on the 

basis of a number of different factors. It should also be 

noted that these locations were referred to as regions of 

concern [9]. R. Duan et al. (2021) used the bibliometric 

technique in order to investigate the research trends and 

collaboration that are taking place in the area of 

Blockchain for Internet of Things. During the period 

between 2016 and 2020, the findings demonstrated a 

substantial increase in the quantity of publications in this 

industry [10]. C. Qin, et al. (2020) purposed of this scheme 

was to enhance performance and address problems about 

the efficient management of blockchain data resources. A 

network connection protocol and a sharding protocol were 

developed by them in order to construct a distributed 

ledger by using a DAG blockchain [11].  A. Bhattacharjee, 

et al. (2020) proposed a blockchain-based system 

architecture as a means of facilitating the establishment of 

a highly secure and decentralized system for advanced 

manufacturing. This architecture would be established via 

the use of clustering and authentication methods [12]. 

3. Problem Statement 

In research investigations, theoretical frameworks and 

algorithmic techniques may be investigated; however, 

there is a limited supply of large-scale datasets of high 

quality that correctly depict the intricacies of blockchain-

enabled Internet of Things (IoT) systems. Consequently, it 

becomes difficult to validate the efficacy and 

generalizability of predictive analytics models that are 

based on machine learning in situations that occur in the 

real world.In addition, the research attempt is made more 

complicated by the fact that both blockchain technology 

and Internet of Things (IoT) systems are in a state of 

constant change and development. Multiple streams of 

heterogeneous data are produced by Internet of Things 

devices. These streams are characterized by 

unpredictability, incompleteness, and noise. In a similar 

vein, the blockchain technology is always evolving, 

including the introduction of new protocols, consensus 

methods, and smart contract functions throughout the 

course of time. The goal of ensuring that research results 

are relevant and applicable while also keeping up with 

these improvements becomes a challenging and perhaps 

overwhelming endeavor. Traditional machine learning 

algorithms often depend on centralized data repositories 

and make the assumption that there is ready access to 

datasets that are both comprehensive and reliable. On the 

other hand, when it comes to decentralized Internet of 

Things ecosystems that make use of blockchain 

technology, maintaining data ownership, integrity, and 

secrecy becomes very important.  

4. Proposed Work 

The proposed study on "Machine Learning-based 

Predictive Analytics for Blockchain-enabled IoT Systems" 

seeks to tackle the issues identified in previous research 

and push the boundaries of knowledge in this 

multidisciplinary subject. The study will concentrate on 

creating novel solutions that use machine learning methods 

to facilitate predictive analytics in blockchain-enabled IoT 

systems, hence augmenting their efficiency, dependability, 

and security. The suggested work may be organized into 

many essential elements:  

1. Data Collection and Preprocessing: The study will 

begin by gathering real-world information from 

blockchain-enabled Internet of Things (IoT) devices, 

which will include various sources such sensor data, 

transaction records, and smart contract interactions. 

The datasets will be preprocessed to handle noise, 

missing values, and data heterogeneity, ensuring that 

they are appropriate for machine learning analysis. 

2. Development of machine learning models: 

Subsequently, machine learning models will be 

created to carry out predictive analytics activities on 

the preprocessed datasets. We will investigate a range 

of supervised, unsupervised, and reinforcement 

learning algorithms, such as regression, classification, 

clustering, and anomaly detection methods. We will 

prioritize models that are capable of handling the 

unique features of IoT data, including temporal 

dependencies, high dimensionality, and spatiotemporal 

correlations. 

3. Integration with Blockchain Technology: The 

machine learning models will be incorporated into IoT 

systems that use blockchain technology, taking 

advantage of the transparency, immutability, and 

decentralization features provided by blockchain. 

Smart contracts and decentralized apps (DApps) will 
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be used to enable interactions among IoT devices, data 

oracles, and machine learning algorithms, 

guaranteeing execution of predictive analytics 

activities that is free from the need for trust and can be 

verified.  

4. Privacy-Preserving methods: In order to safeguard 

the confidentiality and integrity of sensitive 

information, privacy-preserving methods will be used 

due to the sensitive nature of IoT data and the public 

nature of blockchain transactions. This may need the 

use of cryptographic primitives, zero-knowledge 

proofs, and differential privacy methods to anonymize 

data and safeguard user privacy while upholding the 

accuracy of predictive analytics results. 

5. Performance Evaluation and Validation: The 

efficacy, precision, and scalability of the created 

predictive analytics framework will be thoroughly 

assessed utilizing both simulated and real-world 

situations. The advantages of using machine learning-

based predictive analytics in blockchain-enabled IoT 

systems will be measured by evaluating performance 

measures such as prediction accuracy, latency, 

throughput, and resource consumption.  

6. Case Studies and Use Cases:  The study will include 

case studies and use cases that showcase the actual 

uses and advantages of the proposed predictive 

analytics framework in several fields, such as smart 

cities, healthcare, supply chain management, and 

environmental monitoring. Real-world deployments 

and pilot implementations will be carried out to 

demonstrate the practicality and efficacy of the 

suggested strategy in addressing real-world problems. 

7. Dissemination and information Transfer: The study 

results and insights will be shared via academic 

publications, conference presentations, and 

workshops, promoting the exchange of information 

and cooperation among researchers. Furthermore, we 

will form collaborations with industry stakeholders, 

makers of IoT devices, developers of blockchain 

technology, and regulatory agencies to simplify the 

transfer of technology and the commercialization of 

the solution we have built. The project seeks to further 

the creation of cutting-edge machine learning 

algorithms for predictive analytics in blockchain-

enabled IoT systems. This will provide improved data-

driven decision-making, automation, and optimization 

in decentralized, linked settings. 

 

 

Fig. 5. Proposed Model 

5. Result and Discussion 

In present research machine learning module have been 

applied for predictive analytics in case of block chain 

enabled IoT. Hyper parameters used in research are 

discussed in following table 

Table 1. Hyper-parameters 

Hyper parameters Value 

Epoch 50 

Learning rate 0.001 

Batch size 32 

Learning model ANN 

Optimizer ADAM 

 

To demonstrate training using ANN model and finding 

training and testing accuracy for predictive analysis in a 

blockchain-based IoT system, there is need to collect 

record of blockchain transaction made in IoT system and 

then implement the ANN model using TensorFlow and 

Keras to implement predictive analytics. 

 

Fig. 6. Epoch Wise Accuracy 
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Table 2. Comparison of training accuracy in case of 

conventional and proposed work 

Epoch 

Conventional 

Training 

accuracy 

Proposed 

Training 

accuracy 

1 90.20425 91.06736 

2 90.28936 90.45349 

3 90.3073 90.58894 

4 90.3645 91.34966 

5 90.39288 90.91289 

6 90.43618 91.11403 

7 90.48098 90.56448 

8 90.57921 91.57715 

9 90.66241 90.75041 

10 90.7134 90.92302 

11 90.71942 91.04261 

12 90.75912 91.20946 

13 90.85104 91.38881 

14 90.88121 91.37642 

15 90.91887 91.4655 

16 91.01732 91.75552 

17 91.10391 91.30001 

18 91.19898 92.13748 

19 91.27408 92.25001 

20 91.3705 92.01721 

21 91.41682 91.44303 

22 91.50456 92.07606 

23 91.55664 92.28399 

24 91.60467 91.78266 

25 91.63141 92.52033 

26 91.706 92.20345 

27 91.76108 92.57283 

28 91.82418 92.57065 

29 91.92135 92.37968 

30 91.92423 92.79628 

31 91.98562 92.97047 

32 92.00575 92.73198 

33 92.01148 92.13876 

34 92.10166 92.62067 

35 92.14203 92.19193 

36 92.19368 92.78453 

37 92.27291 92.67046 

38 92.34865 92.62806 

39 92.44646 93.44598 

40 92.5378 92.93113 

41 92.6101 93.03953 

42 92.63421 92.90475 

43 92.64904 93.38473 

44 92.70207 93.40496 

45 92.79678 93.32711 

46 92.88919 93.40784 

47 92.89897 93.74764 

48 92.90939 93.76819 

49 92.94825 93.90139 

50 92.96508 93.84473 

 

 

Fig. 7. Comparison of training accuracy  

Table 3. Comparison of testing accuracy in case of 

conventional and proposed work 

Epoch 

Conventional 

Training 

accuracy 

Proposed 

Training 

accuracy 

1 91.25322 91.30882 

2 91.27144 91.28111 

3 91.30913 91.35636 

4 91.40115 91.41285 

5 91.45797 91.47513 

6 91.52363 91.5767 

7 91.59893 91.59992 

8 91.67218 91.75269 

9 91.70623 91.7239 

10 91.76065 91.81233 

11 91.83773 91.90573 

12 91.9054 91.90605 

13 91.93167 91.94084 
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14 91.94585 91.96542 

15 91.98746 92.04105 

16 92.04838 92.12323 

17 92.06434 92.0663 

18 92.10568 92.16823 

19 92.19964 92.22611 

20 92.20322 92.23684 

21 92.3013 92.31032 

22 92.3666 92.45134 

23 92.38633 92.39262 

24 92.42292 92.49657 

25 92.49899 92.54163 

26 92.58036 92.59411 

27 92.63935 92.64435 

28 92.73369 92.74047 

29 92.79141 92.84708 

30 92.82947 92.83959 

31 92.85652 92.88851 

32 92.93696 92.96875 

33 92.9542 93.00289 

34 92.9824 92.992 

35 93.03596 93.10795 

36 93.08264 93.13328 

37 93.12993 93.19528 

38 93.17929 93.20142 

39 93.20032 93.26431 

40 93.28728 93.31899 

41 93.34116 93.3919 

42 93.42132 93.48197 

43 93.50934 93.52221 

44 93.51024 93.59795 

45 93.54818 93.55528 

46 93.63608 93.66709 

47 93.7323 93.74088 

48 93.77294 93.81162 

49 93.80982 93.87293 

50 93.89908 93.91851 

 

Fig. 8. Comparison of testing accuracy 

6. Conclusion 

The traditional study that focuses on "Machine Learning-

based Predictive Analytics for Blockchain-enabled Internet 

of Things Systems" highlights the intricate relationship 

that exists between machine learning, blockchain 

technology, and Internet of Things (IoT) systems. The 

study has established a platform for future breakthroughs 

in this multidisciplinary subject, despite the difficulties that 

were faced, which included restrictions on the availability 

of data, issues over privacy, and the burden of computing 

overhead. The potential of machine learning approaches to 

boost predictive analytics capabilities in blockchain-

enabled Internet of Things systems has been brought to 

light by researchers via the use of methodical analysis and 

testing. Significant progress has been achieved in the 

direction of enhancing the effectiveness, dependability, 

and safety of decentralized and networked settings via the 

utilization of real-world datasets and new algorithms. In 

spite of this, it is quite clear that further work has to be 

done. It is imperative that future study will concentrate on 

resolving the limits and practical obstacles that have been 

highlighted in traditional investigations. This involves the 

development of solutions that are scalable, protect users' 

privacy, and are capable of functioning efficiently in 

situations with limited resources used for the Internet of 

Things (IoT), all while protecting the integrity and 

transparency of blockchain transactions. In addition, there 

is an urgent need for cooperation across disciplines and the 

sharing of information in order to propel innovation and 

the transfer of technology in this field. Researchers are 

able to guarantee that the insights and conclusions derived 

from their study are converted into practical applications 

and standards that are beneficial to society as a whole by 

cultivating collaborations between academic institutions, 

organizations that regulate the sector, and regulatory 

agencies. It is concluded that testing accuracy is about 94% 

where as training accuracy is 93.84% that is more than 

conventional. The method of data-driven decision-making 

in the digital era that is represented by Machine Learning-

based Predictive Analytics for Blockchain-enabled Internet 
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of Things Systems is a game-changer. Through the use of 

the synergies that exist between machine learning, 

blockchain technology, and internet of things technologies, 

enterprises have the ability to uncover new insights, 

improve processes, and generate value across a variety of 

disciplines. 

7. Future work 

Machine Learning-based Predictive Analytics for 

Blockchain-enabled IoT Systems might transform several 

sectors. As the Internet of Things (IoT) generates massive 

volumes of data from networked devices, machine learning 

and blockchain technology provide interesting predictive 

analytics prospects. First, blockchain-enabled IoT devices 

can analyze vast amounts of sensor data in real time using 

machine learning algorithms to improve predictive 

analytics. These systems may forecast failures, improve 

resource use, and proactively handle maintenance concerns 

by analyzing patterns, trends, and anomalies in IoT data 

streams, enhancing operating efficiency and minimizing 

downtime. Second, blockchain technology's immutability 

and openness improve IoT data reliability, which is 

essential for predictive modeling. Supplier management, 

healthcare, smart cities, and energy management may 

benefit from blockchain-trained machine learning 

algorithms' accurate insights and forecasts.  In addition, 

machine learning and blockchain in IoT systems enable 

decentralized and autonomous decision-making. IoT 

ecosystems may self-regulate with little human interaction 

using blockchain smart contracts and predictive analytics. 

Federated learning using blockchain-enabled IoT devices 

may also protect data. Federated learning lets IoT devices 

train machine learning models locally without exposing 

sensitive data, while blockchain assures training integrity 

and auditability. Machine Learning-based Predictive 

Analytics for Blockchain-enabled IoT Systems will 

improve predictive modeling, operational efficiency, 

trustworthiness, autonomy, and data privacy. 

Organizations may innovate and generate value in many 

applications by combining machine learning, blockchain, 

and IoT technology. These technologies have great 

potential to shape IoT predictive analytics, but scalability, 

interoperability, and regulatory compliance must be 

addressed. 
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