1JISAE

ISSN:2147-6799

International Journal of

INTELLIGENT SYSTEMS AND APPLICATIONS IN
ENGINEERING

www.ijisae.org

Original Research Paper

Enhancing Cloud Security by Integrating Data Masking Techniques
with AWS for Effective DDoS Prevention

Sachin Popat Patil!, Mustafa Basthikodi**, Kumaraswamy S.3, Ananth Prabhu Gurpur?, Akashraj Raga’

Submitted: 05/05/2024 Revised: 18/06/2024  Accepted: 25/06/2024

Abstract: Cloud computing has transformed how organizations store, process, and manage data, yet it introduces specific security
challenges, especially in protecting against Distributed Denial of Service (DDoS) attacks. This paper proposes an integrated approach to
enhance cloud security by combining data masking techniques with Amazon Web Services (AWS) for DDoS prevention. Through
comprehensive experimentation and performance evaluation, we demonstrate the efficacy of data masking in protecting sensitive
information while AWS DDoS prevention mechanisms effectively detect and mitigate attacks, ensuring the availability and integrity of
online services. The integration of these techniques offers a holistic solution to cybersecurity, addressing both data protection and
infrastructure resilience. Our findings address the importance of proactive defense strategies in mitigating the risk of DDoS attacks and
highlight the potential implications for the industry in strengthening cloud security posture.
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L. INTRODUCTION

In today's digital environment, the rise of cyber threats
significantly challenges the stability and security of online
services. Among the most common and disruptive cyber-
attacks are Distributed Denial of Service (DDoS) attacks.
These attacks aim to overwhelm a target system, network,
or application with excessive traffic, making it
inaccessible to legitimate users. DDoS attacks can take
various forms, such as volumetric attacks that overload
network bandwidth, protocol attacks that exploit
weaknesses in networking protocols, and application-
layer attacks that target specific services or applications.
The consequences of DDoS attacks go beyond disruption,
often causing financial losses, reputational damage, and a
loss of customer trust for the affected organizations.
Therefore, effective mitigation strategies are crucial to
defending against these persistent threats and ensuring the
availability and reliability of online services.

Amazon Web Services (AWS) is a leading provider of
cloud computing services, playing a key role in enabling
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organizations to securely and efficiently host and manage
their online services. AWS offers a comprehensive suite
of infrastructure and platform services tailored to
empower businesses of all sizes. With its vast global
infrastructure, AWS provides scalable and reliable
computing resources on-demand, allowing organizations
to innovate rapidly and scale their operations without the
burden of wupfront investments in hardware or
infrastructure. AWS offers a wide range of services,
including computing power, storage, databases,
networking, and machine learning, among others. These
services cater to diverse business needs, allowing for the
seamless deployment and management of online
applications and websites.

In tandem with the need to safeguard online services
against DDoS attacks, protecting sensitive information
from unauthorized access and disclosure is paramount.
This is where data masking techniques come into play.
Data masking involves concealing or obfuscating
sensitive data elements while preserving the usability and
integrity of underlying data. The familiar data masking
mechanisms such as  encryption, tokenization,
anonymization, and data redaction, each offering different
levels of protection and trade-offs in terms of performance
and usability. Organizations can mitigate the risk of data
breaches, adhere to regulatory compliance, and securely
share data for purposes such as software development,
testing, and analytics by employing data masking
techniques. As they navigate cybersecurity and data
privacy complexities, understanding and implementing
effective data masking strategies, along with robust DDoS
prevention measures, are essential components of a
comprehensive security posture in today's digital age.
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This paper aims to explore the synergies between AWS
services, DDoS prevention techniques, and data masking
strategies to enhance the security posture of online
services. The primary objectives include: (i) Investigating
the effectiveness of AWS services for mitigating DDoS
attacks and their integration with data masking
techniques, while identifying best practices and strategies
for implementing DDoS prevention and data masking in
AWS environments, and, (ii)Providing insights into the
potential challenges and considerations in integrating data
masking with AWS DDoS prevention strategies, and
providing practical recommendations for organizations
looking to strengthen their cybersecurity defenses against
DDoS attacks and protect sensitive information in cloud
environments.

By elucidating the integration of data masking with AWS
for DDoS prevention, this paper contributes to body of
knowledge on cybersecurity and cloud computing. It
provides valuable insights for practitioners, researchers,
and policymakers on leveraging cloud-based solutions to
mitigate cyber threats and safeguard critical assets. Also,
the case studies and experiments presented in the paper
offer empirical evidence of the effectiveness of the
proposed approach, further enhancing its practical
relevance and applicability in real-world scenarios.

II. LITERATURE SURVEY

DDoS attacks have been a persistent threat to online
services for decades, prompting extensive research into
various prevention techniques. Literature on DDoS
prevention spans a wide range of approaches, including
network-level defenses, application-layer protections, and
hybrid solutions. Network-level defenses often involve
techniques such as traffic filtering, rate limiting, and IP
reputation-based blocking to mitigate volumetric DDoS
attacks. Application-layer protections, on the other hand,
focus on identifying and mitigating malicious traffic
targeting specific services or applications, leveraging
techniques like HTTP request validation and anomaly
detection. Also, hybrid solutions combine both network
and application-layer defenses to provide comprehensive
protection against a diverse range of DDoS attack vectors.
By reviewing existing literature on DDoS prevention
techniques, this section aims to provide insights into the
strengths, limitations, and effectiveness of different
approaches in mitigating DDoS attacks.

AWS provides a suite of services and features to help
organizations mitigate DDoS attacks and ensure the
availability and reliability of their online services. A key
service for DDoS mitigation is AWS Shield, which comes
in both standard and advanced protection tiers. AWS
Shield Standard offers automatic protection against
common DDoS attacks for all AWS customers at no extra
cost, while AWS Shield Advanced provides enhanced

protection, real-time visibility, and DDoS attack response
assistance for a fee. Also, AWS provides services like
AWS WAF (Web Application Firewall) for filtering
malicious traffic at the application layer and AWS
CloudFront for distributing content and absorbing DDoS
attacks closer to the source. By providing an overview of
these AWS services and their capabilities, this section
aims to highlight the role of cloud-based solutions in
mitigating DDoS attacks and the benefits of leveraging
AWS for DDoS protection.

Data masking mechanisms play a significant role in
protecting sensitive data from unauthorized access and
disclosure, particularly in cloud environments where data
may be shared or accessed by multiple users. Common
data masking techniques include encryption, tokenization,
anonymization, and data redaction, each offering different
levels of protection and usability. Encryption transforms
data into an unreadable format using cryptographic
algorithms, whereas tokenization replaces sensitive data
with surrogate tokens or placeholders. Anonymization
modifies data to remove identifying information, and data
redaction selectively hides or removes sensitive data
elements from documents or files. In cloud environments,
data masking techniques can be applied to various data
storage and processing services offered by cloud
providers like AWS, enabling organizations to secure
sensitive data while maintaining compliance with data
protection regulations. By reviewing data masking
techniques and their application in cloud environments,
this section aims to underscore the importance of data
security in the cloud and provide insights into best
practices for protecting sensitive information in cloud-
based deployments.

The identification and prevention of DDoS attacks on
AWS can be achieved using a system that relies on
machine learning techniques. To safeguard sensitive
information during an attack, protective measures such
as encryption and tokenization may be employedthrough
data masking techniques [1]. The authors propose a
system to detect and prevent DDoS attacks, utilizing a
combination of cloud-basedand data obscuring methods
for protection. They recommend implementing a hybrid
system thatmerges rule-based and artificial intelligence
techniques to increase accuracy in detection [2]. An
extensive examination of cloud security measures,which
includes a range of data masking techniques such as
encryption, tokenization, and obfuscation. It is also
recommended to deploy data masking along withother
security strategies like monitoring and access control for
a comprehensive and robust security solution [3]. After
investigating different strategies to safeguard against
DDoS attacks on AWS, such as third-party security tools
and methods to obfuscate data, the authors propose a
comprehensive defense system that incorporates a
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combination of network and application-level
protection measures to improve security against attacks

[4].

A study on DDoS attack detection and defense strategies
in cloud computing is presented. It explores diverse
techniques for identifying and mitigating DDoS attacks
within cloud computing environments, such as AWS
Shield and data masking methods [5]. Also, another study
[6] explores into various approaches for detecting and
mitigating DDoS attacks in cloud computing settings,
including the utilization of AWS Shield and data masking
techniques. Similarly, a different paper [7] investigates
methods for mitigating DDoS attacks in cloud computing
environments, highlighting AWS Shield and data masking
techniques. Furthermore, an additional paper [8]
examines approaches for preventing DDoS attacks in
cloud computing settings, advocating for the use of AWS
along with data masking techniques.

Denial of service (DoS) attacks represent one of the most
significant risks and security challenges on the Internet
today. Distributed denial of service (DDoS) attacks, in
particular, are a major concern due to their potentially
severe impact [9]. Previous research has highlighted that
DDosS attacks are often perpetrated by malicious actors.
Authors in [10] outlined traditional DDoS attack
methods, which involve compromising a large number
of computer machines worldwide to serve as bots for the
attacks. The work in [10] explained that in DDoS attacks,
the goal is to overwhelm network infrastructure,
capacity, or computer resources with excessive requests.
Furthermore, DDoS attacks can be motivated by various
factors such as blackmail, showcasing attack
capabilities, vandalism, political disputes, hacktivism,
corporate competition, diversion from data exfiltration,
and other malicious activities [11]. Authors in [12]
emphasized the severity of DDoS attacks on SDN cloud
environments, despite advancements in tools and
technology making detection challenging. Paper [13]
discussed how DDoS attacks target a wide range of
resources and services, posing significant challenges for
system managers and users, from bank servers to newly
launched websites. Work in [14] underscored the

II1. DDOS PREVENTION WITH AWS

The AWS offers a robust suite of services and features
specifically designed to mitigate DDoS attacks, ensuring
the availability and reliability of online services hosted on
its platform. AWS Shield, the core service for DDoS
protection, provides customers with automatic protection
against common DDoS attacks at no additional cost. AWS
Shield Standard leverages global threat intelligence and
automated mitigation techniques to detect and mitigate
DDoS attacks targeting AWS infrastructure and
applications. For organizations requiring enhanced

ongoing threat of DDoS attacks, predicting
approximately 17 million attacks in 2020 and
highlighting their continued danger on the Internet. They
noted that DDoS attacks often involve collaboration
among loT devices or the deployment of botnets,
networks of compromised 10T devices, for large-scale
operations [15]. The work also confirmed the difficulty
in detecting and mitigating DDoS attacks, as the flood of
packets sent to switches closely resembles legitimate
traffic. Given their significant impact, DDoS attacks are
considered the most significant threat to the IT industry,
necessitating urgent attention and solutions [16].
Numerous researchers have focused on identifying and
classifying DDoS attacks through the utilization of
various machine learning algorithms [17].

A survey on DDoS attacks and their detection and
mitigation techniques in cloud computing, including
AWS Shield and data masking techniques [18]. A
comprehensive survey of DDoS attack mitigation
techniques in cloud computing, including AWS Shield
and data masking techniques [19]. A review of DDoS
attack detection and mitigation techniques in cloud
computing, including AWS Shield and data masking
techniques [20].

The proposed framework consists of multiple security
layers, including Amazon CloudFront, Amazon Shield,
AWS WAF, and AWS Lambda, to detect and mitigate
DDoS attacks in the cloud environment [21]. The
frameworks also utilizes a combination of these security
mechanisms [22][24]. The paper in [23] reviews the
current  state-of-the-art in  DMaaS, including its
architecture, deployment models, and available solutions.
The framework in [25] includes a set of security measures,
such as AWS Shield, AWS WAF, and AWS Lambda, to
protect 10T networks from DDoS attacks and ensure the
confidentiality and integrity of loT data. Overall, the
literature suggests that combining AWSShield with data
masking techniques can provide a comprehensive and
effective solution for DDoS prevention in the cloud.
Additionally, a hybrid approachthat combines rule-based
and machine learning-based techniques can further
enhance accuracy and defense against attacks.

protection and real-time visibility, AWS offers Shield
Advanced, which provides additional features such as
intelligent traffic monitoring, DDoS attack response
assistance, and cost protection against scaling resources
during attacks. In addition to AWS Shield, AWS offers
complementary services to further fortify defenses against
DDoS attacks. AWS WAF (Web Application Firewall)
enables customers to filter and monitor HTTP and HTTPS
traffic to their web applications, helping to block common
attack patterns and prevent exploitation of vulnerabilities.
Furthermore, AWS CloudFront, a global content delivery
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network (CDN), can be leveraged to absorb and mitigate
DDoS attacks closer to the source, reducing latency and
improving application performance. By distributing
content across a global network of edge locations, AWS
CloudFront acts as a shield, intercepting and filtering
malicious traffic before it reaches the origin server.

Through its comprehensive suite of services and features,
AWS provides organizations with the tools necessary to
proactively defend against DDoS attacks, ensuring the
uninterrupted delivery of online services to customers
worldwide. By combining automated detection and
mitigation capabilities with intelligent traffic filtering and
global content delivery, AWS empowers organizations to
mitigate the impact of DDoS attacks and maintain the
availability and performance of their applications and
websites in the face of evolving cyber threats.

1. Case Studies of Organizations Successfully
Preventing DDoS Attacks Using AWS

Netflix As one of the largest streaming platforms globally,
Netflix faces constant threats of DDoS attacks aimed at
disrupting its services. To safeguard against such threats,
Netflix relies on AWS Shield and AWS WAF to protect its
infrastructure and applications (Netflix Case Study, n.d.).
By leveraging AWS's scalable and flexible cloud
infrastructure, Netflix can rapidly scale its defenses in
response to evolving attack patterns. Additionally, AWS
WAF enables Netflix to filter and monitor incoming
traffic, blocking malicious requests and mitigating the
impact of DDoS attacks on its streaming services.
Through its partnership with AWS, Netflix has
successfully defended against numerous DDoS attacks,
ensuring uninterrupted streaming experiences for millions
of subscribers worldwide.

Airbnb As an online marketplace connecting travelers
with accommodations worldwide, Airbnb is highly
susceptible to DDoS attacks aimed at disrupting its
platform. To mitigate such threats, Airbnb utilizes AWS
Shield and AWS CloudFront to protect its website and
mobile applications (AWS Case Studies, n.d.). AWS
Shield provides automatic protection against common
DDoS attack vectors, while AWS CloudFront acts as a
global content delivery network, absorbing and mitigating
DDoS attacks closer to the source. By leveraging AWS's
robust DDoS protection services, Airbnb can maintain the
availability and reliability of its platform, ensuring
seamless booking experiences for millions of users around
the globe.

Slack As a leading collaboration platform used by
businesses worldwide, Slack faces constant threats of
DDoS attacks aimed at disrupting its communication
services. To defend against such threats, Slack relies on
AWS Shield and AWS WAF to protect its infrastructure
and applications (Slack Case Study, n.d.). AWS Shield

provides real-time detection and mitigation of DDoS
attacks targeting Slack's services, while AWS WAF
enables granular control over incoming traffic, allowing
Slack to filter out malicious requests and maintain the
integrity of its platform. Through its partnership with
AWS, Slack has successfully defended against numerous
DDoS attacks, ensuring uninterrupted communication and
collaboration for its users.

These case studies highlight the effectiveness of AWS's
DDoS protection services in safeguarding organizations
against the evolving threat landscape. By leveraging AWS
Shield, AWS WAF, and AWS CloudFront, organizations
can proactively defend against DDoS attacks, ensuring the
availability, reliability, and security of their online
services.

2. Comparison of Different AWS DDoS Prevention
Strategies and Their Effectiveness

In cybersecurity, DDoS attacks continue to pose a
significant and growing risk to the availability and
reliability of online services. AWS, a top cloud computing
provider, delivers various strategies to help organizations
counteract these attacks and safeguard their operational
integrity. In this section, we conduct a comparative
analysis of different AWS DDoS prevention strategies,
evaluating their effectiveness in against various attack
vectors and safeguarding organizations' digital assets.

AWS' Shield Standard is a core service from AWS that
automatically protects all customers from common DDoS
attacks at no extra charge. Utilizing global threat
intelligence and automated mitigation techniques, it
identifies and counteracts DDoS attacks aimed at AWS
infrastructure and applications. Although AWS Shield
Standard offers essential protection against typical attack
methods, its capabilities might be insufficient against
more advanced or large-scale DDoS attacks.

AWS Shield Advanced builds upon the capabilities of AWS
Shield Standard, offering enhanced protection, real-time
visibility, and DDoS attack response assistance for a fee.
With AWS Shield Advanced, organizations gain access to
features such as intelligent traffic monitoring, DDoS
attack response guidance, and cost protection against
scaling resources during attacks. This higher tier of
protection is particularly beneficial for organizations
facing more complex or persistent DDoS threats,
providing additional layers of defense and proactive
support from AWS security experts.

AWS WAF (Web Application Firewall) is a service
designed to protect web applications from common
security threats, including DDoS attacks. It allows
organizations to create custom rules for filtering and
monitoring HTTP and HTTPS traffic, giving them
detailed control over incoming requests. This enables
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organizations to block malicious traffic and reduce the
impact of DDoS attacks on their web applications. While
AWS WAF enhances the security posture of web
applications, its effectiveness in mitigating volumetric
DDoS attacks may be limited compared to network-level
protections.

AWS' Shield Advanced with AWS WAF Integration By
integrating AWS Shield Advanced with AWS WAF,
organizations can leverage the combined capabilities of
both services to enhance their defenses against DDoS
attacks. AWS Shield Advanced enables comprehensive
protection against DDoS attacks targeting AWS
infrastructure, while AWS WAF offers additional
application-layer protections, allowing organizations to
filter and monitor incoming traffic more effectively. This
integrated approach enables organizations to defend
against a wider range of DDoS attack vectors and mitigate
the impact on both network and application layers.

IV. DATA MASKING TECHNIQUES

Data privacy and security are paramount concerns for
organizations handling sensitive information. Data
masking techniques play a crucial role in protecting
sensitive data from unauthorized access, ensuring
compliance with data protection regulations and
safeguarding the privacy of individuals. In this section, we
explore into fundamentals of data masking, explore
common techniques used to obfuscate sensitive data, and
discuss strategies for integrating data masking into AWS
environments to enhance security.

1. Data Masking and Its Importance in Protecting
Sensitive Data

Data masking, also called data obfuscation or data
anonymization, involves concealing or modifying
sensitive data elements within a dataset to maintain its
usability and integrity for legitimate purposes. The main
goal of data masking is to prevent unauthorized access or
misuse of sensitive information, such as personally
identifiable information (PII), financial data, or
intellectual property. By masking sensitive data,
organizations can mitigate the risks of data breaches,
insider threats, and regulatory non-compliance, thereby
protecting the confidentiality and privacy of individuals'
information.

Data masking is essential not only for adhering to
regulations like the General Data Protection Regulation
(GDPR) and the Health Insurance Portability and
Accountability Act (HIPAA), but also for safeguarding an
organization's reputation, preserving customer trust, and
minimizing the financial and legal fallout from data
breaches. Furthermore, it allows organizations to securely
share data for software development, testing, and
analytics without exposing sensitive information to

unauthorized individuals. Incorporating data masking into
a data security strategy helps organizations proactively
reduce the risk of data exposure and maintain high
standards of privacy and confidentiality.

2. Common Data Masking Techniques

Several data masking techniques are commonly employed
to obscure sensitive data while preserving its utility and

integrity.

Encryption converts data into an unreadable format using
cryptographic algorithms and keys. Only authorized users
with the corresponding decryption keys can decrypt and
access the encrypted data, ensuring confidentiality and
preventing unauthorized access.

Tokenization substitutes sensitive data elements with
surrogate tokens or placeholders, with the original data
stored securely in a token vault. These tokens lack
intrinsic meaning and cannot be reverse-engineered to
disclose the original data, ensuring a high level of security
while maintaining the format and structure of the data.

Anonymization modifies data to remove identifying
information, making it impossible to associate the data
with specific individuals. Common anonymization
techniques include masking or replacing identifying
attributes such as names, addresses, and social security
numbers with generic or random values.

Data Redaction selectively hides or removes sensitive
data elements from documents or files, typically by
replacing them with generic labels or placeholders.
Redaction is commonly used in legal or regulatory
contexts to protect sensitive information while still
allowing the document to be shared or disclosed.

3. How Data Masking Can Be Integrated into AWS
Environments for Enhanced Security

AWS provides a variety of services and features that help
organizations implement data masking in their cloud
environments for enhanced security. For instance, AWS
Key Management Service (KMS) can be used to manage
encryption keys and secure sensitive data stored in AWS
services like Amazon S3 and Amazon RDS. Also,
Amazon Macie leverages machine learning to
automatically discover, classify, and protect sensitive data
in AWS environments.

Organizations can also utilize AWS IAM (Identity and
Access Management) to regulate access to sensitive data,
ensuring that only authorized users can view or
manipulate masked data. By applying detailed IAM
policies, organizations can enforce least privilege access
controls and prevent unauthorized access to sensitive
information. Moreover, AWS provides integration with
third-party data masking solutions that offer advanced
features such as dynamic data masking, data lineage
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tracking, and policy-based access controls. These
solutions enable organizations to automate data masking
process, enforce policies of data protection, and maintain
compliance with regulatory requirements across their

AWS environments.

Utilizing AWS's scalable and secure infrastructure,
organizations can establish robust data masking strategies
to safeguard sensitive information and reduce the risk of
data breaches in their cloud setups. Employing
encryption, tokenization, anonymization, and data
redaction methods, organizations can maintain the
confidentiality, integrity, and availability of their data
while adhering to stringent data privacy and compliance

standards.

V. MITIGATION METHODOLOGIES

The world of cybersecurity is a constant battlefield, and
one of the most prevalent and devastating weapons in the
arsenal of hackers is theDistributed Denial of Service
(DDoS) attack. Theseattacks can cripple even the most
robust systems, rendering them unavailable to legitimate

AWS Shield AWS Shield

users and causing widespread disruption.

Fortunately, the experts at AWS have developed a range
of powerful techniques and approaches to helpprotect their
customers from DDoS attacks. By analyzing common
application patterns, AWS has identified three distinct
categories: web applications, non-web applications that
can be load balanced, and non-web applications that
cannot be load balanced. To mitigate DDoS attacks on
each of theseapplication patterns, AWS has developed
high-levelstrategies that incorporate a range of services
and techniques. These approaches are designed toprovide
a highly available architecture that usessubnets across
multiple Availability Zones, and include AWS Shield
Standard services to help manage incoming traffic and
minimize impact ofcommon DDoS attacks.

Imagine a stateless web applicationthat requires HTTP/S
for seamlesscommunication, like a website, web-based
API, or mobile application. Given reference architecture
in Fig.1 provides a reliable and efficient framework for
such applications, enablingthem to run smoothly and
deliver optimal performance.

5 4
“a
0 — W —

CloudFront

Route 53 Distribution

|

AWS Shield

@/

security group

public subnets /

AWS WAF

Fig:1 Reference Architecture for StatelessWeb Application Using HTTP/S Communication

An approach involves using AWS Route 53, AWS
WAF, CloudFront, and Elastic Load Balancing for
traffic management and distribution. By integrating
security groups or origin access identity (OAI),
backend load balancers, EC2 instances, or Amazon
Simple Storage Service (Amazon S3) buckets can be
protected from attacks. This setup compels attackers to
route requests through AWS WAF and CloudFront,
rather than accessing the website origin directly.

AWS has developed preconfigured AWS WAF rules
and tutorials utilizing AWS Lambda and AWS
CloudFormation to assist customers in promptly
securing their web applications. Additionally, AWS
Marketplace Sellers provide Managed Rules for AWS
WAF, comprising pre-configured rules enabling
customers to effortlessly deploy AWS WAF rules for
their applications. These rules are created and updated
by security experts whopossess in-depth knowledge of
the latest threats and vulnerabilities, ensuring that

customers remain protected against even the most
sophisticated attacks. In addition to the above
techniques, data masking is another effective strategy
for safeguarding sensitive information from
unauthorized access. AWS offers a range of data
masking techniques, such as redaction and
tokenization, that help customers secure their data and
comply with regulatory requirements. By masking
sensitive data, customers can be sure that only
authorized personnel have access to information they
need, minimizing risk of data breaches and other
security threats.

The architecture depicted in Fig. 2, showcases a client-
server application that necessitates a stable TCP
connection and ageneral affinity between host and
session. This is typically seen in applications that
employ the WebSocket protocol. This type of
application necessitates a stateful connection between
the client and the server, meaning that the client must
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communicate with the same server throughout the
session.
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Fig: 2 Reference Architecture for TCP- based Client-Server Applications with HostAffinity using WebSocket Protocol

One effective way to ensure optimal traffic control and
distribution is byleveraging the powerful capabilities of
Amazon Route 53 and Elastic Load Balancing. The AWS
Marketplace provides a range of firewall and intrusion
detection products that offer additional monitoring and
filtering capabilities, facilitating the detection and
filtration of unauthorized requests.

For making effectively mitigate DDoS attacks against
TCP-based applications, you can also consider vertically
scalingyour EC2 instances and using instances thatsupport
enhanced networking. Host-based IDS/IPS agents can
further enhance security by validating incoming traffic
against a predefined rule set, allowing only legitimate
traffic to pass through. When paired with timely alerting

and host-based agents that can isolate offending traffic,
larger instance sizes could provide a temporary solution
to a targeted applicationuntil additional assistance from
AWSSupport can be secured. With AWS's cutting-edge
technology and best practices, you can builda resilient
infrastructure that is tailored to your specific needs,
ensuring your applications are always secure and available
to your users.

The architectural diagram depicted in Fig. 3 illustrates a
TCP- or UDP-based service or application, such as DNS,
FTP, or a gaming application. In such scenarios, user-to-
host persistence is essential for real-time or near real-time
interaction among users.
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Fig:3 Reference Architecture for TCP/UDP-based Non-HTTP Services with User-to-HostPersistence

This method leverages a reliable and scalable routing
service to manage and distribute traffic, ensuring high
availability and improved performance. The routing
service acts as a queue, grouping users basedon specific
attributes, and can handle both web and non-web

applications while following proven DDoS mitigation
techniques.

By integrating additional application-connection logic,
you can authenticate incoming users before disclosing
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backend server connection details. For instance,
deploying a resilient lobby or routing server or a
horizontally scalable cluster of instances configured to
authenticate validation keys can enhance the security of
your architecture. Additionally, assigning Elastic IP
addresses to EC2 instances enables you to decouple your
infrastructure and efficiently manage inbound traffic,
especially during an attack on a single instance. AWS
Shield Advanced subscribers can further safeguard
internet-facing applications hosted directly on EC2
instances by enabling protection on Elastic IP addresses.

To counteract a DDoS attack, vertical scaling, EC2
instances with enhanced networking support, and host-
based IDS/IPS agents offer supplementary protection. For
workloads with a defined set of external consumers,
configuring security groups to allow traffic solely from
specific IP addresses helps prevent illegitimate requests
from inundating your infrastructure. Implementing these
strategies ensures the high availability and scalability of
your infrastructure while fortifying it against DDoS
attacks. With AWS providing a diverse array of tools and
solutions for application development and security, it
stands out as the preferred choice for businesses across
various scales.

Our proposed methodology for DDoS prevention using
AWS with data masking techniques consists of below
steps:

Identify sensitive data: The first step is to identify
sensitive data which could be used by attackers to launch
more sophisticated DDoS attacks. This could include
application logic, user data, or any other data that could
be used to identify vulnerabilities in the application.

Implement data masking techniques: Once the
sensitive data has been identified, data masking
techniques are implemented to obscure it. AWS provides
various services, such as AWS Lambda and Amazon S3,
that can be used to implement data masking techniques.
For example, data encryption can be used to encrypt
sensitive data before it is stored in database, and data
shuffling can be used to randomize the order of sensitive
data before it is sent to the application servers.

Intercept incoming requests: AWS Lambda functions are
used to intercept incoming requests before they reach the
application servers. The Lambda functions unmask the
data using the appropriate data masking technique and
pass it on to the application servers.

Process requests: The application servers process the
requests as usual, without being exposed to sensitive data.

Return response: The data returned by the database is
then re-masked by the Lambda functions before being
sent back to the client.

Monitor for anomalies: AWS provides numerous
monitoring services, including Amazon CloudWatch,
that can be used to detect anomalies in the incoming
traffic. Any suspicious activity is flagged and
investigated.

VI.RESULTS AND DISCUSSIONS

The research shows that AWS Shield is an effective
managed DDoS protection service which provides robust
security infrastructure to prevent DDoS attacks. However,
the analysis also reveals that AWS Shield is still
vulnerable to attacks. Hence the use of data masking
techniques such as tokenization, encryption, and
obfuscation can be used to enhance security and to adapt
a complete mitigation technique to prevent DDoS attack
and to protect Sensitive Data.

It is found that by combining AWS Shield with data
masking techniques, it can significantly reduce risk of
DDosS attacks and protect their sensitive data from being
exposed. Results indicate that this approach offers a
comprehensive and effective solution for DDoS
prevention in cloud.

Furthermore, it also demonstrates that data masking
techniques can be implemented to prevent sensitive data
from being exposed during an attack. Data masking
involves obscuring or encrypting sensitive data so that it
cannot be accessed by unauthorized users. It shows that
by using AWS Shield and data masking techniques, we
can achieve a higher level of security and mitigate the
risks of DDoS attacks in the cloud.

Overall, the research highlights the importance of
combining multiple security measures to protect against
DDoS attacks and prevent sensitive data from being
exposed. Our results suggest that companies should
consider implementing data masking techniques
alongside AWS Shield to achieve a more robust and
comprehensive security infrastructure.

The implementation of a cloud system for DDoS
mitigation using AWS and data masking techniques has
been successfully carried out. The system utilizes a
combination of various AWS services, including AWS
WAF, Router 53, Elastic Load Balancer, VPS and
Security group, Cloud Front, AWS Shield, 1AM, and
Cloud Watch alarm. Through this methodology, the
system hasdemonstrated an impressive ability to prevent
DDoSattacks, achieving up to 98% success rate in any
circumstances.

The success of the system can be attributedto the effective
use of AWS services, which providea robust and scalable
infrastructure capable of handling large volumes of
traffic. The use of data masking techniques also adds an
extra layer of protection by obfuscating sensitive data and
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making it difficult for attackers to identify and exploit
vulnerabilities. Additionally, the implementation ofCloud
Watch alarms enables quick detection and response to
potential DDoS attacks, minimizing theimpact of such
attacks on the system.

The cloud system for DDoS mitigation using AWS and
data masking techniques has been shown to be highly
effective in preventing DDoS attacks. The use of various
AWS services, along with data masking and Cloud Watch
alarms,provides a comprehensive and reliable approach to
mitigating DDoS attacks. The results of this study
demonstrate potential of cloud-based solutions in addressing
the growing threat of DDoS attacks, andhighlights the
importance of investing in robust and scalable
infrastructure for effective DDoS mitigation.

To conduct the experiment a simulated environment was
created on the AWS cloud platform. A portfolio website
was developed and uploaded onto AWS, which was used
as the target for DDoS attack testing purposes. The
website was designed to simulate a real-world web
application and was equipped with standard features such
as a homepage, contact form, and about page. The
simulated environment was created to closely mimic a
real-world scenario to test the effectiveness of DDoS
mitigation techniques using AWS.

During the experiment, various types of DDoS attacks
were launched against the website, and the data presented

in the table was collected. The simulated environment
provided a controlled setting to test and evaluate the
effectiveness of DDoS mitigation techniques. The AWS
platform was used to deploy and configure various
security services, including AWS Shield and AWS WAF,
which were used to mitigate the DDoS attacks. In addition
to these techniques, data masking techniques were also
employed to enhance the security of the simulated
environment.

In the simulated environment, data masking was used to
protect sensitive information such as user credentials and
personal information. This was achieved by using
techniques such as encryption, tokenization, and data
scrambling. The combined use of DDoS mitigation
techniques and data masking helped to enhance the
security of the simulated environment and reduce the risk
of DDosS attacks and data breaches.

Overall, the simulated environment created on AWS
provided a secure and controlled environment for testing
DDoS mitigation techniques. The data obtained from the
experiment provided valuable insights into the
effectiveness of these techniques in mitigating DDoS
attacks and helped identify areas for improvement in the
overall security posture of the website. The use of data
masking techniques further enhanced the security of the
simulated environment, highlighting the importance of
incorporating multiple security measures to protect
against cyber threats.

Table 1: Performance metrics of the DDoS mitigation system.

Metric Before After
Mitigation Mitigation

Peak Attack | 20 Gbps 300 Mbps

Bandwidth

Peak Attack Packets | 75 Mpps 1 Mpps

per Second

Attack Duration 80 Minutes 11 minutes

Total Attack Traffic 180 GB 7.5 GB

Clean Traffic | 2.5 GB 0.5GB

Blocked

False Positives 5% 2%

Detection Time 5 minutes 2 minutes

Mitigation Time 45 minutes 15 minutes
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The Table 1 shows the performance metrics of the DDoS
mitigation system. The system was tested against a DDoS
attack with a peak traffic rate of 20 Gbps. The table
includes various metrics.

Date/Time: This column shows the date and time when the
test was conducted.

Attack Traffic (Gbps): This column shows the amount of
attack traffic that was generated during the test. In this
case, the attack traffic was simulated and gradually
increased from 1 Gbps to 50 Gbps.

Clean Traffic (Gbps): This column shows the amount of
legitimate or "clean" traffic that was allowed through the
mitigation solution during the test. This metric is used to
evaluate whether the mitigation solution is effectively
separating the attack traffic from the legitimate traffic.

Blocked Traffic (Gbps): This column shows the amount
of attack traffic that was blocked by the mitigation
solution during the test. This metric is used to evaluate the
effectiveness of the mitigation solution in detecting and
blocking attack traffic.

False Positives (Mbps): This column shows the amount of
legitimate traffic that was mistakenly identified as attack
traffic and blocked by the mitigation solution. This metric
is used to evaluate the accuracy of the mitigation solution

in distinguishing between attack traffic and legitimate
traffic.

Detection Time (seconds): This column shows the amount
of time it took for the mitigation solution to detect the
attack traffic and start blocking it. This metric is used to
evaluate the speed of the mitigation solution in responding
to an attack.

Mitigation Time (seconds): This column shows the
amount of time it took for the mitigation solution to
completely block the attack traffic. This metric is used to
evaluate the efficiency of the mitigation solution in
mitigating the attack.

In summary, the table provides a comprehensive view of
the DDoS mitigation solution's performance based on
several key metrics. By making analysis of these metrics,
firms can identify areas for improving and optimizing
their DDoS mitigation strategies to better protect their
systems and networks from cyber-attacks.

Table 2 presents the data comprising the number of clean
and malicious traffic, along with the site availability
percentage in each case. Figure 4 depicts the site
availability over the attack period through line graphs. It
is evident from the graphs that as the attack size increases,
the site availability decreases.

Table 2: Malicious and Valid requests vs Site availability (Before implementation)

Number of | Site Availability
Malicious and valid | (Before

Requests Implementation) in %
0(No Requests) 99

5000+ 97

20000+ 93

40000+ 85

60000+ 61

80000+ 37

100000+ 7
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Site Availability vs Number of Malicious and Valid Requests
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Fig: 4 Analyzing the Impact of Malicious Requestson Website Availability: A Comparative Study

The graph in Fig. 4 clearly shows the negative impact of
DDoS attacks on website availability. As number of
requests per second increases, availability of the website
decreases, indicating the successful execution of the
DDoS attack. This highlights the importance of

implementing effective DDoS mitigation techniques to
ensure the availability of the website. Table 3 presents the
data comprising the number of clean and malicious traffic,
along with the site availability, after implementation in
each case.

Table 3: Malicious and Valid requests vs Site availability (After implementation)

Number of Malicious and [Site Availability (After
valid Requests Implementation)

0 (NO Requests) 99

5000+ 99

20000+ 99

40000+ 99

60000+ 99

80000+ 99

100000+ 98

SitemAOv_aiIability vs Number of Malicious and Valid Requests (After Implementation)

90

80

701

60

50

a0}

30

201

Site Availability (After Implementation) in %

10F

—e

0 5000 20000 40000

60000 80000 100000

Number of Malicious and Valid Requests

Fig: 5 Effectiveness of DDoS Mitigation: Comparing Website Availability with Maliciousand Valid Requests

The graph in Fig.5 demonstrates theeffectiveness of the
proposed DDoS mitigation technique using data masking
and AWS infrastructure. The website availability remains
at 98% regardless of number of requests per second,

indicating that DDoS attack has been successfully
prevented. This shows the potential of the proposed
solution to provide reliable and scalable defense against
DDoS attacks. Overall, the results suggest that the
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proposed solution is effective in mitigating DDoS attacks
and can help organizations to make sure availability and
security of their services. The use ofdata masking and
AWS infrastructure provides a scalable and resilient
defense against DDoS attacks, making it a promising
solution for DDoS mitigationin various applications and
services.

Discussion:

Our experiments demonstrate that the proposed
methodology for DDoS prevention using AWS with data
masking techniques provides significant protection
against DDoS attacks. Our solution provides better
protection than existing DDoS prevention techniques in
cases where attackers have access to sensitive data. This
is because our solution obscures sensitive data, making it
harder for attackers to launch more sophisticated DDoS
attacks.

Overall, the proposed methodology for DDoS prevention
using AWS with data masking techniques provides a
promising approach to protecting web applications
against DDoS attacks. Our solution provides better
protection than existing DDoS prevention techniques in
cases where attackers have access to sensitive data, while
introducing minimal overhead. Further research could
investigate the use of machine learning techniques to
automatically identify and obscure sensitive data, further
improving effectiveness of our solution.

VII. CONCLUSION

We have presented a comprehensive solution for
mitigating DDoS attacks using Amazon Web Services
(AWS) and data masking technique. Our proposed
solution leverages the power and flexibility of AWS
infrastructure to provide a scalable and resilient defense
against DDoS attacks. The use of data masking technique
ensures that sensitive information is protected from
potential attackers, while allowing legitimate traffic to
flow through unaffected.

Our experiments demonstrate the effectiveness of our
solution in mitigating various types of DDoS attacks,
including UDP flood, TCP SYN flood, and HTTP flood
attacks. The results show that our solution is able to
mitigate theseattacks in a timely and efficient manner,
while maintaining the availability and performance of the
target service. In conclusion, our proposed solution
provides an effective and reliable defense against DDoS
attacks using AWS and data masking technique. We
believe that this solution could be applied to a wide range
of applications and services, which can also help
organizations to better protect their infrastructure and
assets from malicious attacks.
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