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Abstract: The cloud computing has the potential to completely transform healthcare by lowering costs, increasing accessibility, and
improving user experience. Healthcare practitioners required to efficiently and reliably communicate data at any time, from anywhere, in
order to appropriately monitor patients and make choices on their requirements. When it comes to cloud-based data interchange and
outsourcing, patients' electronic health records' security and confidentiality are top priorities. In the medical field, maintaining patient
privacy is crucial, even if it is standard procedure to give patient information to other parties.

To address this security gap and offer secured access to medical and healthcare information, this study suggests a secure healthcare
framework that runs in the cloud. This article specifically enhances the Ciphertext Policy Attribute Based Encryption (CP-ABE) technique
by adding two more modules that work to provide both fine-grained access control and data privacy and integrity. Encryption and hashing
systems are made easier by it. We compare the proposed framework to those that have utilized the CP-ABE approach before. It
demonstrates the product's enhanced security capabilities for protecting medical records. It is important to consider data security
requirements such as privacy, integrity, and fine-grained access control when proposing solutions for ensuring data sharing in the cloud.
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Introduction easier to maintain thanks to cloud computing, which
allows for excellent monitoring of resource management
and system administration (infrastructure). Despite the
many benefits, cloud computing faces a significant
security risk. Especially susceptible to several security
flaws are the frameworks that have been utilized by
medical services specialists or end-clients. It is because
the irresponsible entity's disclosure of sensitive medical
information is intolerable. In addition, consumers may
feel a loss of control over their data if it is kept in the
Cloud, which may live anywhere and outside territorial
boundaries ([1,2]). Another problem with security is the
need for healthcare and medical organizations to have a
transparent agreement with their CSP, which should
address all security concerns. Methods for controlling
access and ensuring security are part of this. Cloud service
providers (CSPs) often fail to adequately inform their
customers about the security risks and requirements
associated with renting cloud computing resources. As a
result, improving security services for Cloud users and
CSP requires data integrity and privacy mechanisms that
The utilization of distributed computing in medical enable fine-grained access control [3,4].

services can possibly improve service delivery by
lowering execution costs. Healthcare services are also

A new way to effectively supply IT services is via the use
of cloud computing, which offers revolutionary
computing capabilities. Cloud computing has the potential
to improve Quality Of Service (QoS) in several industries,
including healthcare and medicine. Electronic health
records (EHRs) have essentially revolutionized the
healthcare industry by facilitating better data storage,
accessibility, sharing, and cooperation among medical
professionals. Everything from a patient's medical history
to their test results, prescriptions, diagnostic procedures,
and physical examinations are all part of the electronic
health record. The Health Insurance Portability and
Accountability  Act (HIPAA) has made the
recommendation to secure and preserve the data and
documents since the majority of these records are vital and
private. As previously said, there are several unnecessary
advantages to hospitals and medical organizations that
may be realized by using cloud computing for healthcare
services.

Healthcare and Medical in Cloud

Healthcare providers and medical practitioners, including
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and pharmaceutical costs, providers might reduce
operating expenditures from a business perspective. At the
same time, they need to address government requirements
to improve healthcare quality and implement a unified
operational standard for healthcare [15].

On the other hand, patients want services, particularly
from online merchants and financial institutions, to be
available around the clock, therefore it's imperative that
providers meet this expectation by providing services that
are both quick and of high quality. At the moment, people
are eager to take an active role in their healthcare
management, which has increased the requirement for a
framework that can give conclusion, data, and therapies.
By way of illustration, patients would greatly benefit from
a web-based service that allows them to have continuous
two-way communication with  their  healthcare
practitioners, particularly in the lead-up to, during, and
after any medical operation [6].

Given the current situation, in order to fulfill the needs of
their patients as well as a dynamic commercial climate,
healthcare providers must immediately start the process of
migrating their 1T infrastructure from on-premises
systems to the cloud. Although it may first seem like a
fantastic concept, using cloud computing in healthcare
really causes a lot of issues. Though worries over the
security and privacy of sensitive data kept in the cloud
have grown in recent years, cloud computing is becoming
more and more popular as a way to enhance healthcare.
Numerous factors, such as data loss or leakage, phishing,
account or service hijacking, and an unknown risk profile,
put cloud data privacy and integrity at risk [7]. Protecting
Cloud-Based Medical Records and Healthcare
Information Enabling end users to manage access to data
stored on the cloud servers with encryption techniques is
a practical approach for medical and health organizations
to prevent data leaks, ensure secure transfer, and guard
against other security risks.

Users are able to encrypt data using the encryption
technique, which guarantees that only the owner of the
key can decipher it ([8,47,48]). However, this standard
encryption solution is unable to provide one-to-many
encryption, which is essential in a cloud sharing scenario.
One-to-many encryption allows several users who have
the decryption key to decode the data after only one
encryption by the data owner. To solve this issue and
prevent unauthorized users from accessing the Cloud, a
control access mechanism that permits one-to-many
encryption should be implemented. The suggested method
[9] by the author allows for one-to-many encryption and
is based on attribute-based encryption (ABE). The
foundation of this plan is an innovative patient-centered
architecture for managing who has access to PHRs kept
on semi-trusted cloud servers.

Applications in E-Health record on Cloud systems

The expression "e-wellbeing distributed computing”
portrays the utilization of distributed computing to work
on quiet consideration; this sort of distributed computing
gives chances to defeat specific deficiencies of clinic data
frameworks. Healthcare services may be greatly enhanced
if patients have 24/7 access to their medical records.
Medical records may be accessed using cloud computing,
which helps enhance healthcare facilities. Data breaches,
assaults, and thefts may happen more easily on the cloud
because of the shared and open nature of the environment
in which cloud computing is often run. The healthcare
business is hesitant to use cloud computing technologies
due to security concerns. Because of the potential for
hackers to get access to patient medical information,
healthcare professionals are wary about cloud computing.
People do have legitimate worries about security and
privacy [10,46].

If healthcare providers and consumers are to have more
faith in cloud computing, the companies providing the
service need resolve security issues. It has been shown in
research that an increasing number of healthcare
administrations are planning to use cloud computing
services. Nonetheless, as shown earlier, the healthcare
business has found many uses for cloud computing,
especially in the realm of administration. Because of the
functional difficulties of conveying clinical benefits, the
medical care business is extremely confounded [11].

Dissimilar stakeholders with diverse interests and sector-
specific traits comprise the healthcare business.
Consequently, there are many facets to cloud computing
as it pertains to healthcare, and its implementation via
healthcare institutions can only be guaranteed under
certain conditions. Many important issues related to these
situations should be thought about before putting
distributed computing frameworks right into it. Settling on
an execution decision without cautiously thinking about
the components that will determine it might cause
complications and impede the healthcare industry's
efficient use of cloud computing. An enormous UK
hospital, for instance, lost £8.6 million and temporarily
interrupted medical services due to an ill-informed choice
to implement cloud computing [12].

By making available to users innovative protocols that
were previously unimaginable, e-health cloud computing
platforms are radically altering the healthcare sector. The
innovative foundation of contemporary health systems
will be e-health cloud computing solutions. One study that
looked at healthcare security was that of Ambarkar and
Shekokar [13]. The benefits of utilizing e-wellbeing
distributed computing stages to further develop
diagnostics in various applications were discussed by
Farahani et al. [14]. In order to facilitate a more efficient
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recovery, doctors may use data-driven treatment regimens
made possible by cloud computing equipment. In order to
power e-health distributed computing frameworks,
individual wellbeing the board, and information
disclosure, Abouelmehdi et al. [15] utilized enormous
information.

They looked at the pros and cons of privacy and security
technology in relation to e-health cloud computing
platforms. When assessing healthcare cloud computing
systems, factors such as cloud software, cloud service
delivery, and healthcare cloud administration could play a
role. To solve healthcare problems, they advocated using
a cloud computing strategy. A comprehensive analysis of
the existing research on healthcare data privacy and
security issues[16]. The limits of healthcare designs were
also studied by Semantha et al. [17], who reviewed the
existing literature on privacy design in healthcare and
categorised them. In addition, they highlighted vital
research paths for future progress.

The Factors Influencing the Cloud Computing System
Adoption

1)Cloud Management

Management considerations, such as the need to integrate
and share data as well as keep costs down, are a key factor
in the rise of cloud computing. When it comes to software
as a service, for example, businesses typically buy
adaptation updates and pay month to month programming
charges in light of the quantity of clients, in this way
diminishing data innovation costs and data mix.. This is
just one example of how implementing a cloud computing
system can lead to significant savings. The more money a
system saves with cloud computing, the more effective the
system is. Consequently, healthcare organisations may
avoid the hazards of product redundancy and the
constraints of conventional software licencing models by
paying licence costs on a monthly basis, allowing them to
prolong the product lifespan of software [44].

In addition, service providers provide limitless, pay-as-
you-go client services that may be adjusted on the fly by
constructing virtual resource pools for maintenance,
adoption, design, and integration of customisation
infrastructures, all while saving customers money. You
won't have to spend money on data storage devices,
administration, maintenance, easy information exchange,
or any other gear when you use the cloud services. Clients
would be tasked with resolving these management issues
in the absence of cloud services. Consequently, while
evaluating cloud the board capabilities for e-health
distributed computing frameworks, it is urgent to consider
data incorporation, simple data trade, and cost adequacy
[18].

1) Cloud Service Delivery

Reliable services are produced by cloud computing
systems that consistently maintain high quality. In
addition, system security is closely linked to programming
innovative work, testing and troubleshooting, and
framework dependability since framework engineers
underscore that data security is connected with the
probability of accomplishing information stockpiling
security and framework solidness. Distributed computing
administration frameworks in medical care are susceptible
to hackers, viruses, and data theft since they rely on
network architectures. As a result, e-health cloud
computing system evaluations must take testing and
debugging, software R&D, and system stability extremely
seriously [49].

11)Cloud Security

Data integrity, access control, and confidentiality were
our primary concerns. The data breach risk increases
when data is delegated to the cloud since many parties will
have access to the data. The potential for data breach
grows in proportion to the proliferation of connected
devices, apps, and stakeholders. Ensuring the consistency
and accuracy of health data given to or acquired by a
system is crucial for maintaining integrity. No
modifications should be made to this data in any way. A
highly reliable e-health cloud is essential. No mistakes
should be made in the e-health cloud data or services.
Only a designated medical professional or a third party
with proper authorization will be able to access a patient's
medical records according to this policy. Concerns about
access and control security have prompted a plethora of
proposed solutions. The majority of healthcare cloud
computing solutions use attribute-based or role-based
access restrictions [19,45].

IV)Cloud Software

An e-health cloud computing system's software
mechanism is the center of whatever service it offers. The
healthcare sector places great importance on software
scalability, cloud-based medical image exchange, and
user-friendly interfaces. High user satisfaction can be
achieved by healthcare cloud computing systems when
the following requirements are met: software should be
easily configurable and scalable; Patients and healthcare
professionals should be able to manage system operations;
and all software should be designed with the healthcare
environment in mind. As this feature could centre on
urgent care, cloud-based medical picture interchange is
essential. As a result, health information systems should
have structures that allow for the fast and accurate transfer
of medical records and the categorization of crucial
patients' medical data or photos, so that personnel can
effectively identify and treat crises [20,21].
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After reviewing the literature, consulting with experts,
and having extensive conversations with healthcare
industry administrators and researchers, we were able to
separate the security and cloud computing features of e-
health cloud records into four primary categories: cloud
software, cloud administration, cloud service provisioning
and cloud security. Three factors influence cloud
management: cost-effectiveness, ease of information
interchange, and knowledge integration. Three factors
affect the delivery of cloud services: system stability,
software development and research, and testing and
debugging. Transparency, data integrity, and access
control are the three pillars upon which cloud security
rests. Software scalability, software ease of use, and cloud
computing for medical image interchange are the three
aspects that influence cloud software. This research aimed
to shed light on the aspects that matter most in achieving
the targeted financial and commercial performance by
examining the interrelationships between different
components and estimating their relative importance [22,
23].

Setup Algorithm

A Input to the setup procedure is a security
parameter, and outputs are a master key and a public
parameter key. An algorithm for generating keys will use
both of these as inputs. The setup technique uses Bilinear
Pairing to obtain a public key, which is then utilized by
Attribute Authority.

B. Key Generation The Duty to Generate Keys is
Carried Out by the Attribute Authority. An operation will
be performed on the inputs of user characteristics, public
parameters, and master key in order to construct a secret
key. As time goes by, the data user will utilize this secret
key to decipher the encrypted message.

C. Hashing The SecHC module that was just added
is this one. Using a mathematical function, the hashing
method produced a hash value from the user's input. It was
used to check whether a file was intact after being
transmitted. By using the MD5 method, this module will
hash the access policy characteristics [31,32]. In
comparison to other algorithms, MD5 is very efficient and
runs quickly (as stated in reference 33). Soon after the
hashing operation is completed, the ciphertext and hashed
value are sent to the cloud.

D. Data Encoding Here, the algorithm accepts the
Data Owner's inputs and generates ciphertext. An method
for encrypting data into an unintelligible form is the
Advanced Encryption Standard (AES). The data owner
will provide the ciphertext and hashed value to a cloud
service so that other users may access them [34,50].

E. Covert Access Policy By default, Cloud storage
for ciphertext also includes the access policy in a readable
format, according to conventional CP-ABE. So, policy
privacy is compromised since anybody may decipher the

ciphertext and discover the access policy. Therefore, an
access policy concealing scheme that is created and put
into place in Secure Health record to provide fully
disguised access policies is a solution to this issue. In this
module, attributes' names and values are converted into
abstract notions using the Logical Connective Operator.
Then, this worthless value will be sent to the cloud
together with the hashed value and ciphertext. [35].

F. Uncovering Secret Access Policy Data A user
can't access or download a file from the cloud unless they
first extract the concealed access policy. This section will
carry out the opposite operation of the previous one,
transforming the concealed access policy from an empty
string of values back into an actual access policy. Hashing
verification will be carried out once the access policy has
been extracted.

G. Validation of Hashing To verify the
authenticity of the ciphertext and access policy, a hashing
verification approach can be employed. Ensuring the
integrity of the sent ciphertext is the responsibility of this
module. This section requires the user to execute an
algorithm (a hashing verification method) in order to get
access to the policy [36]. After downloading from the
cloud, if the hash value of the access policy is the same as
before, then the file is an exact replica. The next step is for
the user to access the decryption module. On the other
hand, the procedure will terminate if the values differ.

H. Deciphering Once the hashing verification
procedure has generated a genuine hashing value, the
decryption module may begin. Decryption schemes
generate messages by taking ciphertext, a public
parameter, and a secret key as inputs [37,38].

Data Security Requirement Analysis of e Health care
record

Concerns about data privacy, secrecy, and integrity have
arisen as a result of organizations exchanging patient
records on the cloud, which is a major concern in the
healthcare industry. Based on this need, the Sec HC
framework was created to address and fulfil Cloud
security requirements [39]. This is how the security
requirements analysis is laid out.

Data Privacy

Entire privacy is safeguarded by the suggested
architecture. By using the encryption technique, it
safeguards users' privacy. The proposed architecture made
use of the encryption algorithm of the CPABE scheme to
provide data privacy in a secure health Cloud. Users may
ensure the confidentiality of their electronic health records
by storing them in the cloud in an encrypted format with
a concealed policy. Part B: Ensuring the Originality of
Data The suggested system employs the hashing method
to safeguard data integrity against tampering, deletion, or
fabrication[40]. Accurate data storage on the cloud
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requires only reliable information, and consistent results
are possible with outsourced data that has not been altered,
destroyed, or otherwise interfered with. The system will
encrypt all health records and medical information, and it
will hash all policies pertaining to access. The purpose of
this hashing procedure is to verify that the ciphertext kept
in the cloud has not been altered in any way. The
decryption operation will fail if the ciphertext is altered in
any way. Performing this procedure validates that the
suggested architecture provides a means to safeguard
information in a protected health Cloud environment [41].
Access Control

No two people using a healthcare cloud will ever have the
same level of access to patients' data. The level of
involvement or specialization of the user determines the
extent to which this permission is granted. As a result, the
architecture guarantees that each user will have unique
access rights established by the policy and enforced by the
attribute authority. This framework's usage of the CP-
ABE scheme allows for very granular control over who
has access to what. This implies that in order to get the
necessary information, all the characteristics need to be
compatible with the help of user access policy framework
[42,43].

Conclusion

In an era where data breaches are occurring more often,
cloud computing has to offer a security solution to protect
sensitive data and transactions. Data transfers are shielded
with this technique from data modification and
eavesdropping. Here, we create the secure healthcare
framework by refining the Ciphertext Based Encryption
technique.

Both consumers and suppliers in healthcare and medical
organizations may benefit from this, since it enhances the
security and privacy of the Cloud. By providing a granular
approach to access control, the secure healthcare
framework ensures that sensitive medical and healthcare
data remains private and uncompromised. The CP-ABE
scheme, which combines old and modern parts, is
responsible for providing it.

Fast decryption and a completely concealed access policy
are features of such components. This framework satisfies
the criteria for safeguarding the availability and
confidentiality of medical records, according to the study
of security requirements. Real medical and healthcare data
will soon be able to be managed in a cloud environment
via the proposed framework.
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