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Abstract: Elliptic Curve Cryptography provides high level of security using the concept of number theory. It is specialized field of
engineering which deals with the design and development of detailed engineering plan and design which is similar to the other engineering
activities but the added advantage is to protect it from misuse. It is more secure as compared to RSA. Such new techniques avoid the
various operations related to the sender and receiver. We have discussed Point Addition, Finite Field, Smooth Elliptic Curves are Groups

and Trapdoor Function etc. The various notorious attacks are impractical for proposed hypothesis.
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1. Introduction

In a network security area, whenever end user request to
access server's service, end user must have to pass network
authentication. In this altered security schemes are used to
check if the user has exact access rights to use authentication
and authorization services. When user try to access services
on the server, message transmission between server and user
must kept safe and secure. To secure the communications
between user and server they use a session key agreement.

To secure the network communication remote user
authentication scheme proposed and also other schemes
proposed to increase network security, functionality and
network capacity. Fig. 1 illustrates Elliptic Curve
Cryptography. Fig. 2 depict point addition using Elliptic
Curve Cryptography. Fig. 3 exemplifies various operations
using Elliptic Curve Cryptography.
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Fig. 2 Point Addition using Elliptic Curve Cryptography
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Fig. 3 Operations using Elliptic Curve Cryptography
2. Literature Survey

Kumari, S., Karuppiah, M., Das, A.K. et al. have
investigated various authentication schemes. But this paper,
is only susceptible to various attacks and said scheme unable
to provide security against various attacks [1].

Alavalapati Goutham Reddy, Ashok Kumar Das, Vanga
Odelu, Kee-Young Yoo. In this paper they enhanced
security features by implementing the smart card based on
elliptic curve cryptography, that handled various attacks and
provided clock synchronism [2].

Reza Azarderakhsh and Arash Reyhani-Masoleh In this
paper they have analysed the data flow and designed
architectures that implement point multiplication on binary
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Edward and generalized Hessian curves. They have
investigated various techniques to remove data dependency
and reduce latency of point multiplication [3].

Shehzad Ashraf Chaudhry, Khalid Mahmood,Husnain
Nagvi,Muhammad Khurram Khan. In this paper they
provide various schemes to handle numerous attacks related
to the patient data only [4].

Shehzad Ashraf Chaudhry, Khalid Mahmood,Husnain
Nagvi,Muhammad. In this paper they are work on less
number security attacks and unable to handle attacks to
system [5].

Alowolodu O.D, Alese B.K,Adetunmbi A.O., Adewale O.S.
In the present paper they proposed elliptic curve
cryptography techniques to secure the cloud network with
various attacks schemes [6].

Lara-Nino, Carlos & Diaz-Pérez, Arturo & Morales-
Sandoval, Miguel. They proposed new schemes for network
security using elliptic curve cryptography and minimize the
network security key size for better system performance [7].

Jagadish Thiruvayipati. The proposed method in this paper
they provide security schemes to handle various attacks and
implemented security key using cryptography techniques
with smaller size encryption key pair in the cloud network
environment [8].

Dindayal Mahto and Dilip Kumar Yadav.In this paper they
provide performance dissimilarity with key security
techniques and analyzed it with various network security
key size and performance evaluation in different network

[9].

Xuegin Zhang, Baoping Wang, Wenpeng Zhang. In the
proposed paper they handle remote authentication schemes
for multiple server systems and handle various security
attack in multiple server environment with cryptography
techniques [10]

Saru Kumari, Marimuthu Karuppiah, Ashok Kumar Das,
Xiong Li, Fan Wu & Neeraj Kumar. They provide various
security technigues to handle network security attacks. But
the proposed schemes are not able to handle different types
of network attacks [11].

Jiaging, Zhongwang Hu, Yuhua Lin. Have investigated
security methods mobile networks and handle various
mobile network attack using security algorithms [12].

The authors only analysed that Small size, high security and
other features characterize ECC [16]. They only discussed a
few advantages. In [17], they only proposed a fast and
configurable hardware accelerator for NIST P-256/-521
ECC. In [18,19] they only analysed ECC is better than RSA.
In this [18], they only targeting ECC multiplication only and
they only analysed that RSA and ECC in WSNSs. In [20],
they only analysed that RSA and ECC in comparative

manner. In [21], they only analysed that RSA and ECC
compared the efficacy in terms of security among the well-
known public key cryptography algorithms. In [22, 23], they
Simulate results and visualized in a way that clearly depicts
which algorithm is most suitable and in [23] they worked
only in ASCII values. In [24], they only analysed that ECC
and HECC. In [25, 26 and 27], they only present a point
multiplication processor over the binary field GF (2233).

Table 1 Record of Elliptic Curve Cryptography

Referenc | A| Confid | Dat | Identi | Co | A
es v| entialit | a ty ntr | ud
a y Inte | and ol | it
i grit | Acces
S | y S
r. a Mana
N b geme
0 i nt
| (1AM
| )
t
y
1. [27] X X X X X X
2. [26] X X X X X X
3. [25] X x X X X X
4. [24] X X X X X X
5. [23] X x X X X X
6. [22] X X x X x x
7. [21] X X X X X X
8. [20] X x X X X X
9. [19] X x X X X X
10. [18] X X X X X X
11. [17] X X x X x x
12. [16] X X x X X x
13. [15] X X X X x x
14. [14] X X X X X X
15, [13] X X X X X X
16. [12] X X X X X X
17. [11] X X x X X X
18. [10] X X X X X X
19. [9] X x x X X x
20, [8] X x x X X x
21. [7] X X X X X X
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22. [6] x X x X x x
23. [5] X X X X x X
4] 4] N x x x | x
25, [3] X X X X x x
26, [2] X X X X x x
27, [1] X X X X x x
* [PI<]umar et|v| Vv v v v |V
al.

3. Proposed Work

In compliance to the proposed work, we have analyzed that
no such scheme is secure. In essence, no secure scheme is
impractical against various attacks.

Table 2 Record of Elliptic Curve Cryptography

ST Scheme Available
No

1. [27] X
2. [26] x
3. [25] x
4, [24] x
5. [23] X
6. [22] X
7. [21] X
8. [20] x
9. [19] x
10. [18] x
11. [17] x
12. [16] X
13. [15] x
14, [14] X
15. [13] x
16. [12] X
17. [11] x
18. [10] X
19. [9] x
20. [8] x
21. [7] x
22. [6] X
23. [5] X
24, [4] x
25. [3] x
26. [2] x
27. [1] X
* [Kumar et al.] v

In this research paper we may use ECC. As ECC provides
more security as compared to earlier authentication
algorithms. ECC provides more security for all kind of
prime numbers. We may apply multiserver authentication

scheme using ECC. We have tested and analyze the
performance for the following guessing attack, reply attack,
insider attack, DoS attack and dictionary attack. The
proposed scheme is impractical against various attacks.

* [Kumar et al.]

1.2
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Fig. 4 Record of Elliptic Curve Cryptography
4. Simulation Analysis and Evaluation

A. Communication cost
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Fig. 5 Communication Cost versus Attribute Vector
Dimension for proposed scheme

B. Time cost of individual client

Fig. 6 Time Cost

C. Time cost Key generation for time taken for proposed
scheme
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Fig. 7 Key generation for time taken for proposed scheme

D. Throughput

THRCOGHPOT

100 0000

Fig. 8 Throughput for proposed scheme
Table 3 Record of Elliptic Curve Cryptography

Sr No EC/WC IK (bit)
1. Curvell74 251
2. Curve25519 255
3. Curve383187 383
4, Curve41417 414
5. Curve448 448
6. E-521 521
IK (bit)
1.
Curvell74
600
. - 400 2.
’ i Curve25519
5. 3.
Curved48 Curve383187
4.
Curve41417

Fig. 9 Record of Elliptic Curve Cryptography over Finite
Fields using EC/WC

The Fig. 8 depicts the d=300 values for EC/WC (Edwards
Curve or Weierstrass form), which provide the enhanced
results for the proposed hypothesis i.e. multiserver server
authentication scheme. In Table 3 represents record of
Elliptic Curve Cryptography over finite fields using
EC/WC. The Fig. 10 depicts ECC over finite field
usingeC/WC.

BRUTE FORCE ATTACK

The brute force attack is about to check all possibilities until
you find the correct one

REPLY ATTACKS
The replay attack is to misdirect the recipient.
DoS ATTACK

DoS attack is to refute the authentic user access from
NUMErouUs resources.

DICTIONARY ATTACK: In this attack uses a dictionary
of common words to identify the user’s password and try to
access to the system.

INSIDER ATTACKS

Insider attacks occur when an employee uses their
authorized access to intentionally or inadvertently harm an
organization by stealing, exposing or destroying its data.
However, negligence is something you can actively work to
avoid. This article will help you gain a better idea of how a
negligent insider threat originates and what can be done to
prevent an attack from costing your company millions.

|
+1

Fig. 10 Elliptic Curve Cryptography over Finite Fields
using EC/WC

Elliptic Curve Cryptography over finite fields using EC/WC
with no samples are provided in Table 4.
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Table 4 Elliptic Curve Cryptography over finite fields that
using EC/WC with no samples displays
Name of malware Label | Num | Descriptio POp-UP .
ads in
ber of n ]
Samp various
browsers.
les
Virtool:Win32/Ceelnje | Ceelnje | 630 Used to Trojan:Win32/Skeeyah | Skeeya | 978 It depends
. h on the
ct ct inject ,
malicious us.er s
. mistake as
code into i
it can't
other
N spread on
applicatio .
. its own. It
ns which
can have
keep
L access to
running in
. personal
windows . .
informati
Ransom:Win32/Grandc | Grand 792 Seeks on that it
rab Crab ransom to provides
decrypt to the
data hacker.
which has - -
been TrojanDownloader:Win | Upatre | 990 It
. 32/Upatre download
especially
S and
Encrypted .
installs
for such
purposes other
malicious
PWS:Win32/Zhot Zbot 821 Can steal programs
important or
banking componen
credential ts onto the
s by form device.
rabbin
Sn q g Virtool:Win32/Obfusca | Obfusc | 992 It has
tor ator been
browser ted
keystroke §ncryp
logging in  order
not to be
PWS:Win32/Farelt Farelt 836 A kind of detected
keylogger easily
used to which can
steal be in the
email form of
credential popups,
S, user ads, etc.
names, - -
Adware:Win32/Betters | Betters | 1205 | It displays
passwords
urf urf lots of
and stored .
advertise
account
. . ment,
informati .
on underline
’ d words
PUA:Win32/DomalQ Domal | 978 It is an which
Q advertisin show
g platform
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popups in system
various gets
browsers. booted.
Worm:Win32/Mira Mira 1347 | It has the Total | 1521
potential 7
of
creating
various Elliptic Curve Cry&;zrizhn\:;J(;frecr):lsr!tr:;:zlsc.is using EC/WC —
copies of
itself like
a
polymorp o oo o0 oo 15000
hic worm
TrojanWin32/Occamy | Occam | 1353 | It targets Fig. 11 I.Elliptic Curve Cryptography over Finite Fields
using EC/WC — using Number of Samples
y the core
system of 5. Conclusion
windows In this research paper we used the proposed hypothesis
Virus:Win32/Neshta Neshta | 1369 | A kind of using ECC. ECC provides more security over RSA. We
virus have tested and analyze the performance of secure multi-
which server password authenticated key agreement scheme using
gathers DLMECC for the following guessing attack, reply attack,
informati insider attack, DoS attack and dictionary attack. The
on from proposed scheme is impractical against various attacks.
the Acknowledgements
system by
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