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Abstract: The personalized experience that people want and that organizations strive to provide relies heavily on recognizing and
identifying individual users. Recent paradigm shifts in biometric system design have prompted the need for more thorough testing
procedures, particularly in mobile settings where user input is less constrained by physical space, which might have a significant impact
on system efficiency. In order to gather data for testing and design, testing methodologies include thinking about how user-system
interaction affects system performance as a whole. In addition, we lay out the present obstacles and future directions for research on
biometrics systems interface.
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1. Introduction decision-making procedure [9]. Passwords and PINs are
insecure because they are easy to guess, distribute, copy,
or steal [10]. Traditional verification Dictionary,
observation, and replay attacks are only a few of the many
prevalent types of attacks that may compromise 24
schemes [11]. The majority of botnet-based attacks, like
Mirai, that affect many IoT devices still have weak
passwords as their root cause [12]. A number of usability
concerns also exist with them [13], such as the fact that

The integration of intelligent sensors, actuators,
sophisticated communications, fast computing, and Al in
HCT has the potential to revolutionize our daily lives and
the way we do business. Almost every industry is already
using some kind of Internet of Things technology [1].
Through the use of security-sensitive services provided by
Internet of Things (IoT) applications, smart, integrated

systems are improving resource efficiency and quality of i . =
they impose an excessive cognitive burden on users and

that, for more recent Internet of Things (IoT) end-points,
they are ergonomically inefficient. Thus, re-evaluating
human-to-things recognition approaches for IoT
ecosystems is necessary; behavioral biometrics offers a
suitable substitute for addressing the shortcomings of
traditional authentication methods.

life in a wide range of industries, including transportation,
energy, entertainment, education, food, banking,
healthcare, and energy. The basic needs to prohibit real-
time data access directly from IoT-enabled smart devices
deployed in IoT ecosystems are user authentication,
access control, key management, and intrusion detection,
according to Bera et al. [2]. Research has shown that
application-layer attacks on the Internet of Things are 2. Literature Review
notoriously difficult to identify and counter [3, 4]. At the

i ) These days, biometric identification is commonplace in
end of the day, customers and society stand to lose a lot if

. . A many places, including banking [14], ABS systems [15],
security breaches in loT networks occur [5]. Maintaining

CIA in the system requires strong and easily-understood
Authentication, Authorization, and Accounting (AAA)
methods for apps that connect people to IoT ecosystems,
also known as IoT apps. Passwords, Personal
Identification Numbers (PINs), and tokens are still used
by many Internet of Things (IoT) ecosystems as user
authentication methods [6]. Despite this, traditional
(knowledge- and token-based) identification methods
have problems with usability and security [7, 8].

home automation systems [16], and mobile device
authentication. Researching biometric systems from an
HCI vantage point is now pertinent due to the increasing
prevalence of biometric applications. Researching human
reactions to biometric technologies is essential for
figuring out how these systems and gadgets interact with
users. In addition, new biometric situations and devices
have brought many new problems that need to be re-
engineered in order to solve them. This includes the need
for new or adapted authentication algorithms that work

Traditional authentication methods also often use a binar . . . ..
y with certain devices, sensors, and modalities, among other
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Technology, Mangalayatan University, Aligarh, UP, India alternative biometric modalities to traditional ones, such
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forehead recognition[18] or facial drawings [19] among
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many others. Biometrics on mobile platforms have
spurred many of the aforementioned advances. Since
smartphones, tablets, and laptops are now ubiquitous in
our everyday lives, there is a greater need to secure access
to these devices. This is especially true when it comes to
storing sensitive data like contacts, emails, and calendars,
as well as while making online purchases and bank
transfers. The perfect multifunctional computer device,
these gadgets are so simple to lose or have stolen because
to their inherent mobility and ever-growing capabilities.
The usage of biometrics to secure smartphone access has
recently surpassed that of PIN and password. Users are
protected from assaults like shoulder surfing and don't
even need to memorize passwords with biometric systems
[20]. In addition to lowering the cost of deploying
authentication systems, the existence of capturing sensors
incorporated on the device itself has encouraged the use
of biometrics in mobile platforms [21]. In addition to
being able to make phone calls, the microphone on every
mobile device may also be used for speech recognition.
Most of these gadgets also include a touchscreen and a
camera, so you can use them to verify your signature or
face. Fingerprint and iris sensors have been integrated into
mobile devices recently, enabling the usage of these
biometric authentication methods. Users' experiences with
biometric sensors may change when new use cases and
biometric modalities emerge, which might impact the
system's overall effectiveness. While algorithms have
long been thought to have a significant role in
performance rates, several other variables, including
environmental conditions, biometric sensor quality,
changes in biometric sample characteristics, and user-
system interaction, all play a role [22], [23].

To further understand consumers' perceptions and
preferences, Zimmermann and Geber [24] examined their
interaction with several authentication mechanisms in
2017. Using eight distinct technologies—a written
password, a graphical password, gesture recognition,
fingerprint recognition, face recognition, iris recognition,
voice recognition, and ear shape recognition—35
individuals were asked to verify their identity in the
experiment. A Sony VAIO laptop equipped with a
fingerprint sensor, a microphone, video cameras, two
displays (one for collecting biometric data via the
FaceLAB system and another for providing feedback as
they worked), and a connection to the system were all
components of their workstation. Users were asked to rate
the security of the various schemes at the conclusion of
the work. The findings demonstrate that participants still
favored biometrics over passwords due to its uniqueness
and immutability, regardless of their familiarity with
passwords.

Research out of the University of Surrey was one of the
first to focus on making biometric systems more user-
friendly [25], [26]. Through a series of trials, individuals
who are visually impaired were able to utilize a tiny
camera to snap selfies with the use of aural feedback,
following pre-established instructions. In light of these
results, it is clear that proper HCI design and alternate
feedback design based on the auditory cue are crucial. As
part of an accessibility test, NIST also looked at visual
impairments to see how people with vision loss utilize
fingerprint systems [27]. Ten volunteers submitted their
biometric data to the sensor three times for the research.
With the use of a tone and a textured surface, participants
were able to find the gadget and correctly place their
fingerprints on it. The research found that auditory tones
helped participants locate the scanner, and with the
exception of one, everyone could use the textured surface
to determine their right-hand position. The first research
including the elderly was published in 2013 in the book
Age Factors in Biometric Processing [29] by Sasse et al.,
which included the chapter "Usable Biometrics for an
Ageing Population" [28]. Researchers, developers, and
operators of biometric systems have both possibilities and
disadvantages as a result of aging, which are covered in
this study. This study's key takeaway is that there's a
window of opportunity for well-designed biometric
recognition systems due to the existing authentication
solutions' poor accessibility and usability. To help persons
with disabilities use automated teller machines (ATMs)
(via fingerprint and signature), Sanchez-Reillo et al. [30]
released a biometric recognition prototype in 2013. The
fingerprint sensor was linked to a portable device using
USB, and the user interface was modified to conform to
the "Accessibility requirements suitable for public
procurement of ICT products and services in Europe"
standard (EN 301 549). The authors assert that their
method is flexible enough to accommodate the unique
needs of individuals with disabilities. Additional research
has assessed the usability of accessible smartphone
applications for those with impairments (reviewed in
[31]). As a result of low fingerprint quality (fingerprints
deteriorate with time), the results demonstrate subpar
fingerprint  performance. Results for signature
identification, however, are competitive with state-of-the-
art methods. According to the authors, the majority of the
participants were already acquainted with signing. The
writers of these publications reach the conclusion that,
given the diversity of current accessibility challenges, it is
very difficult, if not impossible, to create applications that
are accessible to all users. So, according to their results,
specific topic features are crucial for an accessible design
that is both convenient and user-friendly.
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3. Method And Results

A software framework that incorporates biometric input
(like fingerprint data) while prioritizing usability,

accessibility, and user experience design is the essence of
the strategy. This framework should also aim to make the
software easy to use for all users.
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Fig 1 : Input Image used in this study

Feature Shape for Convolutional Neural Networks

CNN s specifically depend on the input form and structure
to address the characteristics of the received information.
There is a hint on the aspect of the data supplied to the
network. For image data, this data set can include the
dimensions and the breadth of the image together with the
quantity of the colour channels like RGB for coloured
pictures. It is necessary that the architecture of the
communication network should be designed to
accommodate different forms of data, depending of the
input form of data affects the handling and processing of
the data within the network.

How Input Shape Matters

CNNs are very much affected by the input shape while
processing the data. These formats of data are created to
simulate all significant aspects of data in more than one
dimension and the format of the input influences how the
learning in the CNN occurs. For instance, if the input
pictures are three color channels with a size of 224 x 224,
then the network needs to be designed in a format of
tensors, which are of the form (224,224,3). To feed the
network and have it work to extract features and perform
tasks such as picture categorization or even identification
of an object in the picture, the input shape has to be well
defined.

Topology for Convolutional Neural Networks

A layered architecture that follows a linear pattern is the
most common CNN arrangement and design with layers
that follow the sequence of the data flow. This structure
generalized all layers and the input tensor is the same with
all layers as the output tensor. This sequential architecture
helps in the design and the implementation of the network
as well. The frequently used CNN layers are; the fully
connected layer, the pooling layer as well as the
convolutional layer; various layers undertake different
transformation and analysis of the data.

Coupled Tensors for Input and Output

Layers of a sequential convolutional neural network
(CNN) architecture take in tensors as inputs and produce
tensors as outputs. Because the roles and contributions of
each layer are obvious, this simple method facilitates
network management and troubleshooting. While the
network's lower levels are responsible for extracting
simple properties like edges and textures, the higher layers
combine these information to identify objects and patterns
with more intricate details. One of the main reasons why
CNN s are very good at image processing is because of this
hierarchical feature extraction.
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Fig 2: Final representation of this study
Table 1: Sequential Model

Layer (type) Output Shape Param #
conv2d (Conv2D) (MNone, 101, 94, 32) BO6
(None, 101, 94, 32) (None, 50, 47, 32) 0D}
conv2d_1 (ConvZD) (None, 48, 45, 64) 18496
max_pooling2d_1 (None, 24, 22, 64) 0 g2D)
(MaxPoaoling)
conv2d_2 (Conv2D) (Mone, 22, ), 64) 36928
Total params 56320 (220.00 KB)
Trainable params 56320 (220,00 KB)
MNon-trainable params 0 (000 Byte)

Level One Convolutional Layer picture. With this setup, the network can start learning and

This first layer of the network where a Conv2D identifying the basic picture elements.

implementation is used forms this layer. Dominantly, this Feature and Shape Maps for Output
first lutional 1 is utili in th f . . . .
1St convolu 1.ona ayet 1's utt 1z'ed e Process N The sizes of the output feature maps differ with the input
feature extraction from the input picture. In this layer the

. ) . picture sizes after the convolution operations are carried
32 3x3 pixel convolutional filters operated on the input
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out. Specifically, the feature maps was resized from the
input dimension of 199?794 pixels down to 101?94. The
convolutional method usually leads to such decrease
which may be due to padding schemes or filters involved
in it. However, the depth which is proportional to the
quantity of feature channels is higher and goes up to 32.
By getting 32 different feature maps out, it is seen that the
dimension has improved to contain the input image edges,
textures, and other peculiarities.

Opt for Convolutional

First, 32 filters move over the fragments of the input
picture while calculating dot products additionally during
the process of convolution. Feature maps that distinguish
different parts of the picture with certain features are
produced by this method. The filters are thus aimed at
selecting diverse aspects for features like texture, pattern,
and edge that are further useful in understanding the
images.

Learned Parameters

The layer is composed of 896 parameters, all of which
correspond to weights and biases for the convolutional
filters. All of these are learned by the network while being
trained. It is actually through these weights that the filters
are defined to respond to different visual features, while
the output from the convolutional operation is further fine-
tuned using the biases. Training the network to optimize
these parameters enhances its performance, making it
better at extracting useful characteristics from input
photos.

Key Performance Metrics Overview of

The attached metrics for your study show that the
recommended system is excellent in performance. There
are four vital metrics when it comes to comprehending and
making an evaluation on a classification system or a
machine learning model; the F1-score, recall, accuracy,
and precision.

Accuracy

Accuracy An important validation set of the model. With
99.22%, the model is also very close to the system that
classifies the huge input numbers correctly, which will in
effect make results from the system trustable and will
contribute positively regarding user satisfaction. Precision

Precision

Precision measures how accurate the model's positive
predictions are. It is just amazing how this system can
differentiate between what is to be expected as a positive
and what is actually positive, as it holds a 98.24%
precision level. This means the model is very sure to be
correct in making a positive prediction for any use cases
that pose high negativity on false positives.

Bring to mind

Recall would explain how the model performs on finding
all real occurrences because it is sensitive to the true
positive. The model would have good effectiveness if it
has an approximate 98.87% recall rate of capturing the
real major positive instances. High recall in applications
where it needs comprehensive detection would ensure that
the system captures all major positive instances.

First-Level Scoring

The F1-score is then the harmonic mean of the two values
and thus gives a balance between recall and accuracy to
evaluate two measures. An Fl-score of 98.56% would
mean the system maintains a balance between the two
measures without letting any one of them be too high or
too low. Any application where both recall and accuracy
affect the net performance must ensure this balance.

Relationship to human-computer interaction and product
design

These metrics shed light on performance of the system in
real-world scenarios, which is a property important for
HCI and design methods. High system accuracy and
balanced precision and recall can be interpreted as
suggesting reliability and that user demands are
effectively met. A system that classifies its input correctly
and makes fewer mistakes is likely to please consumers.
On that basis, the system may gain users' trust and
confidence, proving to be a robust and user-friendly
solution.

Conclusion The design, functionalities and user
experiences of the software systems can further branch out
with the amalgamation of the HCI concepts, very well
imbibed programming tools and state-of-the-art
considerate graphical design techniques. Developers,
however, can derive high-end feature creation, system
acceleration, and faster iterations and refinements—all
these are very well possible with the modern frameworks,
libraries, and technologies that developers can use.

It's interesting, easy, and provocative to use interfaces
following HCI principles. Impressive metrics of your
research demonstrate how vital such evidence is for high-
performance results in the area of study. These metrics
answer how proficient the system is in fulfilling the user
requirements and enhancing their software usage.

Even at the very frontiers of technological advance,
developing new, user-centered software solutions will
always require the wedding of HCI with complicated
programming tools. This way, systems can be developed
that meet, but also help in the prognosis of continuously
changing needs of stakeholders and users, ensuring
efficiency and relevance in this dynamic environment.
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4. Conclusion

The research is focused on the construction of a more
advanced framework in order to improve interactions
between users and digital systems. One will show in this
research that good performance of the system can be
achieved using pre-trained state-of-the-art convolutional
neural networks with near-perfect metrics in recall,
accuracy, and precision. These results make the
framework more generalizable and resilient compared to
the most conventional bimodal fingerprint recognition
methods.

It is important to apply advanced machine learning
methods while making a trustworthy, easy-to-use
computer interface. Showing how the framework can
improve interaction efficiency and user experience, this
article calls for the adoption of cutting-edge technologies
that would propel future developments in the industry. The
methodology is an integral part of making efficient
systems that could adjust to the evolving demands of its
users.
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