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Abstract:With the emergence of new digital India and the shift towards digital payments globally, fraudsters are finding ways to defraud
financial institutions, resulting in loss of public money. Electronic payments have their own disadvantages. As the number of users increa
ses, credit card fraud also increases at the same rate. Some people's credit card information may be collected without the owner's permissi
on and used in fraudulent transactions. The problem of finding a credit card is to understand how many credit card frauds have occurred

using historical credit data and create ML models. The resulting pattern is used to determine whether a new transaction is fraudulent. The
model will then incorporate blockchain technology to ensure its success. Banking will be safer in the future. This will make fraud detecti
on faster and more accurate.Credit card fraud costs thousands of dollars each year. Therefore, fraud detection is important for financial in
stitutions to reduce their losses. The strategy presented in this article is an attempt to minimize financial losses. Additionally, the solution

introduces the idea that the system will prevent fraud before it enters the blockchain.
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1. Introduction

Fraud can be defined as fraudulent or illegal acts committe
d for the purpose of obtaining money or personal wealth. T
his is a practice of increasing inequality. We get insights fr
om valid or invalid payment information to make decisions
. Many parameters include IP addresses, geographic locatio
n, historical transaction patterns, and patterns to identify su
ch events. According to the World Payments Report, total
noncash transactions increased by 10.1% from 482.6 billio
n in 2015 to 482.6 billion in 2016. Therefore, noncash tran
sactions are expected to increase in the future. Fraud, whic
h is dangerous for financial institutions, is also on the rise.
During this global pandemic, most people are spending mo
ney without spendingmoney.Therefore, such a research pla
tform needs to be established within a few years in order to
reduce the losses of banks and financial institutions.

1.1. Machine Learning in Credit Card Fraud Detection

Machine learning provides machine “learning capabilities.
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” Without explicit warning, machines can use previously re
ceived data and evaluate it in more detail. These features ar
e useful for detecting credit card fraud. This makes it possi
ble to successfully use machine learning algorithms in the
banking industry to identify risky transactions. More than a
million transactions occur every day, and each transaction
must be verified to be valid. To achieve this goal, the syste
m can be trained to distinguish fraud from non-

fraud. This is usually done by giving it data from past trans
actions (especially data from fraudulent transactions) so th
at all future transactions can be classified as normal or susp
icious. Those who are not suspicious will be separated for f
urther examination.

1.2. Blockchain

A blockchain is a growing list of data, called blocks, that ar
e cryptographically linked together. Each block contains th
e cryptographic hash of the previous block as well as the ti
me.Variable data (usually represented as a Merkle tree). Bl
ockchain is designed to prevent data transfer. It is an open,
decentralized ledger that efficiently and permanently recor
ds transactions between parties.

Blacklist: Uses artificial intelligence and machine learning
models to detect behavior or illegal elements in assets/data/
transactions flowing into the blockchain, even inside or out
side the blockchain.

White List: Banks have control over all credit cards they is
sue, when the credit card expires or is stolen, the bank can
use technology to protect the value of the credit card throu
gh confirmation.
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Fig 1: Structure of Blockchain. [5]

1.3. Valid information

A data set is a set of interrelated data. We use random data

in this article.
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2. LITERATURE SURVEY

Table:1.1 Literature Survey

und. The time and price of the delivered products do not ch

using

r Rai, Rajendral

Paper Title Author 'Year of Idea/Methodology/ Features Gap ldentification
Publication [Concept
Credit Card Fraud [E.M.S.W 2021 This project includesa  [Due to its intermediary Paper was more
Prevention Using . scaling mechanism to parties, the proposed inclined towards
. Balagolla; . Lo
Blockchain [5] blockchain because the  |blockchain with fraud
W.P.C ) . . Smart Contracts
current projects have a  |detection technology will
Fernando; lack of scalability. help to prevent fraudulent based system %
R.M.N.S . [credit card transactions. present in
Furthermore, the solution Ethereum
Rathnayake; incorporates proactive  [The authors suggest a blockchain but a
M.J.M.R.P anomaly detection to solution (B-Box.com) in  |generalized
Wijesekera; A. detect fraudulent credit  which credit card solution wasn’t
card transactions, with theftransactions are modelled onjpresent.
N. Senarathne; system blocking frauds  ja blockchain, allowing for
K.Y. before they enter the decentralized and verified
Abeywardhana blockchain. credit card processing with
an accredited set of
computing nodes.
Detecting Michal 2019 \We can use the idea \We use supervised learning [The paper was
Fraudulent Ostapowicz, presented in this paper to |approaches to detect based on accounts
/Accounts Kamil create a fraud detection  fraudulent accounts on the |present on
on bikowski flow for our project. Ethereum blockchain in this Blockchain Ledger
Blockchain: article. and not in
A The paper had used 13 particular Fraud
Supervised different explanatory detection for Credit
Approach [9] \variables used in Ethereum |(Card.
Blockchain and processed
them via random forest,
SVM, XGBoost algorithms.
Credit Card Fraud [S P Maniraj, [2019 Focused on analysing and [On the PCA transformed  [Based on outliers’
Detection using  |Aditya Saini, pre-processing data sets  [Credit Card Transaction method and now
Machine Swarna Deep as well as the deployment [data, author used the Local |more advanced
. Sarkar of multiple anomaly Outlier Factor and Isolation |methods are
Learning and Data . . . .
Science [3] Shadab detection algorithms Fore_st'algorlthm based on favailable
Ahmed outlier's
approaches and the work of
'Weng — Fu's research
article.
Fraud Detection in |Arun 2020 Use of NN, along with  [Compared Neural networks, [Used  Neural
Credit Card Data Kuma| unsupervised learning.  auto encoders, local outlier |Networks, which is

bit complex and
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and Blockchain for
Fraud

Detection
: Employing
Artificial
Intelligence in the
Banking
Sector[22]

Silaparasetty

Blockchain technology
with ML generated model

transactions with introduction
of Block Chain

Unsupervised Kumar factor, isolation forestand |might result into
Machine Learning [Dwivedi kNN delay in detection.
Based Scheme [20]
Credit card fraud |Donglin li 2019 The author has tried the [The fusion model has the  [The model doesn't
identification based algorithms lasso logistic  |highest prediction accuracy [focus on over

on algorithm & XGBoost  jamong both non defaulting (fitting and

algorithm. And then and defaulting user, hence underfitting
unbalanced data set . . .
. combined to form the has a good extrapolation.  [scenarios.

on fusion model .
[21] fusion of both.
Supervised Samidha 2020 \Various Machine learning|ldea of Using Supervised  [The model was
Machine Learning |[Khatri supervised technique and unsupervised learning  very basic and was
IAlgorithms Aishwarya were applied on the together. Used Major focused in applying

for Credit |Arora dataset to tackle the Supervised learning one algorithm at a
Card Fraud problem of credit card  flgorithms and then time rather than

. Arun Agrawal . . -

Detection: fraud proceeded with the one with [combining two

A highest accuracy. plus for better
Comparison [1] performance
Research 'Wen-Fang YU [2009 The author has applied  [First step towards CC fraud [The technique

on Credit [Na Wang outlier algorithm to detect|detection using Models. which was used
Card Fraud the credit card fraud Mathematically proved was too old and
Detection Model outliers. Had a strong base  |accuracy was also
Based on Distance and was best of its time. too low with 90%
Sum [2] las compared to

another algorithms

Machine Learning [Vinita 2018 The Author has applied [Tried to secure the Banking  |--------

The Literature Survey talks about various papers which
having similar research .It shows the papers with title,
Author Details, year of Publication, idea/Methodology/
Concept used by the authors , features extracted. From this
literature survey various gaps were identified to forecast the
problem definitions and highlight gaps on which
methodology can be applied to remove gaps and improve

results.

3. Architectural Design
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Fig 2: Module Diagram
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Fig 4: Fraud Detection Model in Action (1)
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Fig 5: Fraud Detection Model in Action (2)
4. Research Method

Use either SI (MKS) or CGS as primary units. (Sl units are
strongly encouraged.) English units may be used as
secondary units (in parentheses). This applies to papers in
data storage. For example, write “15 Gb/cm? (100 Gb/in?).”

An exception is when English units are used as identifiers in
trade, such as “3%:-in disk drive.” Avoid combining SI and
CGS units, such as current in amperes and magnetic field in
oersteds. This often leads to confusion because equations do
not balance dimensionally. If you must use mixed units,
clearly state the units for each quantity in an equation.

The Sl unit for magnetic field strength H is A/m. However,
if you wish to use units of T, either refer to magnetic flux
density B or magnetic field strength symbolized as poH. Use

the center dot to separate compound units, e.g., “A-m?.”

Surveying students and researching data before beginning t
o develop and propose a new credit card fraud module.
Reviewed approximately 25+ pieces of information about a
dvertising in newspapers and received 128 responses to the
survey.

Detection of credit card fraud often relies on inconsistent i
nformation. Another idea is to convert unbalanced data int
0 balanced data and then use the distribution model. It focu
ses solely on unsupervised learning followed by supervised
data distribution. Group, categorize and segment data to fi
nd patterns and detect fraud.

Most current systems use outlier algorithms with 90% accu
racy. When monitoring standards have been used recently.

1. The data set may have a lot of room for improvement. A
s mentioned before, the accuracy of the algorithm increases
as the data set size increases.

2. However, this must be supported by the bank itself.

3. Fraud is a huge problem in the credit card industry and h
as become even more serious as electronic money transfers
have become.

Popular. Therefore, the opportunity to improve the model
will help the financial ecosystem.

4. The information is not balanced, meaning most transacti
ons are not fraudulent, making it difficult to detect fraud.

5. Blockchain can reduce transaction times and create a sec
ure ecosystem.

5. Benefits

Be aware of the different meanings of the homophones
“affect” (usually a verb) and “effect” (usually a noun),
“complement” and “compliment,” “discreet” and “discrete,”
“principal” (e.g., “principal investigator”) and “principle”
(e.g., “principle of measurement’). Do not confuse “imply”
and “infer.”

Machine learning is a common choice for fraud. In this pro
ject, we tried to integrate with blockchain. For now, we use
blockchain to store transaction information and time. Fore
nsic institutions can use this special entry into the blockcha
in ledger for audits.

As it can be seen in Fig 5 “Fraud Detection Model in Action
“which give a clear idea about the techniques been used to

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2024, 12(4), 28012807 | 2804



detect fraud through bank serves while proceeding with
payment transaction.

Table I: Comparison between Consensus Methods [22]

consensus algorithms

characteristics

PoW PoS DPeoS PBFT RAFT
Syztine fanit 50% 50% 50% 33% N/A
tolerance
cuish fault 50% 50% 50% 33% 50%
tolerance
verification speed 100s <100s <100s <10s <10s
throughput( TPS) 100 1000 <1000 <2000 10k
scalability strong strong strong weak weak

The table below clearly shows the characteristics of
Byzantine fault tolerance, Crash fault tolerance,
Verification speed, throughput ( TPS) and Scalability. And
compared in terms of Consensus algorithms ( PoW, PoS,
DpoS, PBFT, RAFT).

Guidelines for Graphics Preparation and Submission
Proposed system is similar with Bitcoin technology for
ledgers, Proof of Work is the best consensus method to
choose.

6. Graphics Preparation and Submission Proposed

Fig 6a. Homepage of Credit Card fraud Detection
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Fig 7: Sample Datasets

Enter the 30 feature values

0.704137811 -0.276624458 0.717183338
-0.116790314 -0.842908629 0.86992873
~1.172601746 1.081514085 -0.105476561
-0.29684094 -1.208014057 11149880991
015992316 -0.834077052 -0.551104588
-0.445583043 0.578707279 -0.048044627
1.036923936 -0.989675985 -0.148633715
0.344637459 0.897329008 -0.250355395 ~

Predict

Fig 8: Input Cell

Validation Completed.
According to our model, the provided
transaction is NOT a Fraud transaction.

Retest

Fig 9: Model Results

¥ credit Card Fraud Detection

Fig 11: Addition of a Transaction to a block
7. Distribution and version control

We will use Heroku (https://www.heroku.com/), a platform
as a service, to deliver our project. We use Flask (micro w
eb application) to make the web application and Gunicorn
as the web server interface.

We use GitHub for version control and push the fork from
Heroku.
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8. Conclusion

Decentralization, stability, security and immutability are so
me of the features of blockchain. With the advancement of
technology, blockchain has become increasingly popular in
many areas. Combining the power of blockchain with mac
hine learning will help detect fraud. Theproject module is s
hown in Figure 2. The main components have been comple
ted and tested. TheProject has completed its cloud deploym
ent. The scope of the project can be expanded to research g
oals and research as a whole.

9. Future Scope

Scammers, phishers, hackers, and other organizations are a
lways looking for opportunities to steal your credit card inf
ormation. The accuracy of the model can be improved by a
dding more information; this can be done by working with

banks.

Blockchain implementation and machine learning are chall
enging for us and we are currently in the early stages of the
blockchain technology space.

Since Blockchain requires a lot of effort, new systems will

be developed in the coming years and using blockchain at t
his scale will be both cost-

effective and environmentally friendly.

The development of new recommendation algorithms may
also affect the feasibility of the proposed strategy.

9.1. Appendix

Credit Card Fraud Detection Using Machine Learning and
Blockchain DOI
Link: https://doi.org/10.22214/ijraset.2023.52214
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