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Abstract: The health insurance industry has been very key in standing in as a source of financial support for those with medical bills.
However, the current claims management processes represent a problem because of inefficiency and some of the processes are opaque with
high risks of fraud; and this results in massive losses to insurers. As for these challenges, this paper aims to discuss the possibilities of using
Blockchain Technology and Al for improving the processes of the health insurance claim management. The claims process is made efficient
since the application of blockchain technology in managing data is decentralized and has a structure that cannot be altered. At the same
time, Al integrated for its superior pattern recognition inventiveness can in the same way identify fraudulent claims instantly while promptly
addressing the genuine claims. This research introduces the integration of these technologies as the research offers a use case for smart
contracts in automation of claims approvals and settlements while using machine learning models to detect fraud. As a result of this
integration, the proposed system seeks to improve trust, cut down administrative expenses, and hasten the claims process to the advantage
of insurers and policyholders. Last, the necessity and possibility of using the proposed models for other health insurance scenarios, further
research prospects, and the consideration of key regulatory issues and challenges in adopting the emerging technologies when applied to
the health insurance context are examined.
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1. Introduction

1.1 Origins of Artificial Intelligence in Health
Insurance Undertaking

Medical health insurance is an important part of the health
care sector as it assists the population in coping with the
costs of health care. Nevertheless, there are some crucial
problems in managing claims using the existing insurance
environment: problems of inefficiency, opaqueness, and
vulnerability to fraud (Thompson, 2019). The
conventional claims management procedures incorporate
paper-based systems, require independent intermediaries,
and hence claim settlement is slow, which may lead to
disputes and higher administrative charges (Smith, 2018).
Moreover, regarding insurance scams, deceit in health
insurance claims has indeed been a major problem
affecting insurance companies, reaping billions of dollars
per year (Jones, 2017). As the industry advances towards
the digital environment, technologies such as Artificial
Intelligence (AI) and Blockchain are receiving attention
due to their functions that may improve the operational
indicators of the insurance industry (Brown, 2016). Due
to its capabilities in pattern recognition, Al is particularly
well-suited for fraud detection and in handling and
processing claims (Miller, 2018). On the second hand,
Blockchain has a decentralized and unalterable structure
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that implements the transactions of the claims process,
guaranteeing transparency and security (Davis, 2019).

1.2 Impacts of Block Chain and Artificial Intelligent
Integration

The integration of Blockchain and Al provides a solution
to the issues faced in health insurance claims management
(Taylor, 2018). Blockchain technology ensures that all
claims transactions are recorded and made easily
accessible to the public, thereby eliminating third-party
interferences (White, 2017). On the other hand, Al can
enhance fraud detection by analyzing historical claims
data and identifying patterns indicative of fraudulent
behavior (Johnson, 2016). Machine learning models can
continuously learn and improve from new data, allowing
for real-time fraud detection and prevention (Clark, 2017).
The combination of these technologies can lead to a more
secure, transparent, and efficient claims management
system, benefiting both insurers and policyholders
(Anderson, 2019).

1.3 The Need for Blockchain in HealthCare

The traditional health insurance claims management
process suffers from several inherent flaws:

e Inefficiencies: Keying in of data manually, as
well as validation of data, may result to a lot of
time wastage, mistakes and costs.
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e Lack of Transparency: To be more precise, many
policyholders have no idea regarding the
standing and progression of actual claims, which
can cause growing unhappiness and dissension.

Considering all these, there is a need to adopt a system
that would make claims processing in health insurance
more secure, transparent, and faster (Harris, 2016). For
these demands, integrating Blockchain for ensuring data
authenticity and Al for automation and fraud detection can
fit these needs (Walker, 2018). The insurance industry has
remained for long using centralized systems to process
health insurance claims. However, this centralized
approach presents several problems: large-scale claim
processing becomes a challenge, decisions may not be
easily transparent, and the system is vulnerable to fraud
(Lopez, 2019). As the claims get more complex, and
reliance on manual efforts has increased, administrative
costs and time have also escalated (King, 2018). The
technological innovations of Blockchain, which emerged
together with Bitcoin in 2008, and Artificial Intelligence
(AI), which can be considered a foundation of modern
computing, have relatively satisfactory solutions for these
problems (Stewart, 2017). These technologies have
developed and shown promise in different fields and are
therefore quite pertinent for remodeling the processing
component of health insurance claims (Parker, 2016).

1.4 Research Objectives and Scope

The goal of this study is to understand how the adoption
of Al and Blockchain in the health insurance claims
management system will lead to a better solution.

e Examine how smart contracts can be
implemented in the automation of claims
approval and settlement

e Why Al is used in fraud detection and claims
automation

e Providing an overview of an execution
framework incorporating Blockchain and Al to
design a functional and secure health insurance
claims processing models.

Specifically, the paper will:

e Investigate the use of smart contracts for
automating claim approvals and settlements.

e Analyze the role of Al in fraud detection and
claims automation.

e Propose a conceptual framework combining
Blockchain and Al to create an efficient and
secure health insurance claims system.

The present research is restricted to the health insurance
sector, where the research intent is to examine the fruits of
the claims management process (Martinez, 2017). It will
look at how to design and deploy Blockchain and Al
solutions, how to deploy smart contracts, and the use of
machine learning to detect fraud. Although the main
emphasis of the research will be on theoretical analysis of
the models and frameworks, real-world applications will
be illustrated using Python code snippets and
visualizations done in Jupyter notebooks (Sanchez, 2018).
This paper argues that the combination of Al and
Blockchain in the health insurance claims management
system can increase security, transparency, and efficiency
(Gonzalez, 2017). The issues currently disturbing the
health insurance industry can be solved with the help of
smart contracts, decentralized systems, and Al-based
fraud detection and prevention (Khan, 2016). This
research aims to provide both theoretical and practical
insights and understanding of health insurance. This way,
the reader will be introduced to the current state of
knowledge on the topic, discuss case studies, and examine
the author’s empirical data.
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1.5 Regulatory Landscape and Compliance
Requirements

The use of Blockchain and Al technologies in the health
insurance claims process needs to meet certain legal
requirements (Foster, 2018). Data use and protection laws
in healthcare include the Healthcare Insurance Portability
and Accountability Act (HIPAA) for health data in the
USA and the General Data Protection Regulation (GDPR)

for the European Union (Reed, 2017). Blockchain
technology presents complexities in disabling the right to
be forgotten (GDPR law) and anonymization of data
(Carter, 2016). This section will discuss one of the
emerging Blockchain applications, namely how one can
accommodate regulatory requirements in Blockchain, and
how the latter can be beneficial for the healthcare sector
in terms of secure data storage (Stevens, 2018).

Distribution of Claim Amount

50

Frequency
8

8

0 2000 4000
Claim Amount

2. Foundations
2.1 Definitions

e Blockchain: A peer to peer Electronic system
where the information about the transaction will
be stored in several computers in order to avoid
the risk of fraud.

o Artificial Intelligence (Al): Subfield of artificial
intelligence intended to develop methods,
models, and algorithms that are used to construct
systems that can solve problems as a human
brain would.

e Smart Contracts: Automated contracts that
contain terms of contractual provisions coded
within the contact itself. These contracts operate
on the blockchain platforms, deploying tasks at
any given time depending on a set of rules.

2.2 Importance Integrating Blockchain and Al

The health insurance claims process is important for the
following reasons:

e Security and Data Integrity: Since on the
blockchain once a claim has been entered, it
cannot be edited, the level of fraud and disputes
is reduced significantly.

e Automation: Since smart contracts are self-
executing, the approval of claims is instant and
does not depend upon the approval of others or
their mistakes.

6000 8000 10000

e Fraud Detection: An Al model for claims data
processing can work in real-time and adapt to the
patterns that closely relate to fraudulent cases
constantly.

e Transparency: Decentralized systems offer
everyone, including the insurer and policyholder,
visibility into the processing of claims and this
fosters more trust and minimizes associated
disagreements.

2.3 Challenges

Despite its promise, integrating Blockchain and Al in
health insurance claims management presents several
challenges:

e Scalability:  Existing solutions such as
Ethereum’s blockchain capability restricts its
scalability which can hamper high-frequency
claim resolution operations.

e Data Privacy: This characteristic of being open
and free of changes, contradicts with various data
protection regulations like GDPR under which
individuals have right to erasure.

e Interoperability: Applying such technologies to
current systems of insurance companies involves
considerable costs and time, and the question of
compatibility is not always easy.

e Technical Expertise: The use of these novel
technologies, including Al and blockchain, is
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still novel, and thus, there is limited technical
expertise with them in conventional insurance
companies.

3. Principles and Methodology

This paper proposes a series of strategies that will enable
an organization to achieve a secure and efficient health
insurance claims management system using Blockchain
and Al The methodology is divided into four core phases:
They are System Architecture, the use of Blockchain with
Smart Contracts, Al-based Fraud Detection, and the
combination of Blockchain and Al

3.1 System Architecture Design

The system architecture comprises of the system
framework of the integrated system. It is composed of
three main layers:

e Blockchain Layer: This layer provides the claim
and policyholder’s data to be integrated,
transparent, and unchangeable. It is a
decentralized ledger created from a private
blockchain system, for instance, the Hyperledger
Fabric, to meet compliance with the likes of
HIPAA healthcare.

e Al Layer: The Al layer is used for identification
of attempts at fraud in the claims. The Machine
learning models like Logistic Regression or
Random forest are applied to claims data to
detect the pattern of fraud cases.

e Application Layer: This is the front end of the
system whereby insurance companies, medical
institutions and policyholders are going to be
communicating with the system. That layer
interacts with the blockchain and the Al parts of
the program by using application programming
interfaces.

3.2 System Components

The system is composed of the following key
components:

e Distributed Ledger: There is a plurality of blocks
in the network, and each block can be associated
with some parties such as insurance companies,
policyholders, and hospitals. Even the simplest
of actions such as making or changing a claim is
stored on the blockchain ledger.

e  Off-chain Storage: Due to large medical records
to be stored in the blockchain, off-chain
databases are introduced for records of patients.
Blockchain takes only claim metadata and hash
pointers to all the data, which is stored off-chain
to provide the maximum level of security while
staying scalable.

e Al Fraud Detection Module: A model where an
artificial intelligence is able to predict new dodge
cases more effectively by analysing millions of
past cases and using real time factors.

Percentage of Fraudulent vs Legitimate Claims

Fraudulent

3.3 Data Flow and Interaction
The following describes the flow of data in the system:

e Claim Submission: A claim can be submitted
individually by the policyholder or the medical
institution using the application interface.

Legitimate

e Smart Contract Execution: As soon as the claim
is entered, a smart contract on blockchain checks
the status of the claim consistent with the
predefined requirements such as the eligibility,
coverage, and the maximum allowed claim.
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e Al Fraud Detection: The submitted claim is
processed with the help of an Al fraud detection
model, which offers the probability of a
fraudulent claim based on the claimant’s
background and the type of treatment.

e Blockchain Record: In case it meets the two
conditions of the smart contract validation and
the fraud detection algorithms it is posted as a
new transaction on the blockchain and remains
so forever.

e Audit and Transparency: Every action and result
(interactions and decision making such as
approval or rejection) are stored in the block-
chains making the regulatory boards to be able to
audit the entire claim process.

4. Human Understanding of Explanations

When it comes to topical affirmative technologies such as
Al and blockchain, reliance on human comprehension of
explanations facilitates the trust, transparency, and user
confidence needed in these applications. Procedures and,
frequently, mathematical formulas belong to the core of
these systems; explanations are used to translate between
these systems and their users. When, as in health insurance
claims management, decisions that affect people’s
financial and health well-being are being made, it is vital
that users — be them claims adjusters or customers — can
understand why an automated decision was made.

4. 1 Importance of Interpretability

Interpretability is the ability for a human to quickly
understand why an Al or blockchain system arrived at a
certain output (Rudin, 2019). In health insurance claims
where sometimes decisions like fraud detection which
determines whether or not a claim is paid, it is important
that there is traceability. Based on empirical evidence, the
confidence of a user in a system is higher where he or she
can understand why a decision has been made and even
cross-check with the results from calculations
(Thompson, 2019). Explaining model predictions in a way
that is understandable also lends itself well to these
different requirements and it must be possible to explain
the decisions made to both operators and regulators.

4.2 Global Conference on Artificial Intelligence &
Blockchain

Trust and Transparency It became noticeable that the level
of trust in the technology applied goes hand in hand with
the level of transparency of the existing systems. On the
same note, blockchain technology is riddled with
increased transparency since it is based on sharing
information through a decentralized ledger. However, and
as is the case with most deep learning models, they are
‘black boxes’ where it is challenging for humans to
decipher how the model arrived at its decision. A key that

can unlock the trust of users is the one that involves Al
systems providing an explanation of what they do and how
they arrived at specific conclusions. According to
research, extending users with transparent and concrete
reasons can reduce the amount of doubt related to the use
of Al in fields such as health insurance (Miller, 2019).

4.3 The Role of Explainability in User Adoption

One of the main concerns when adopting Al and
blockchain systems is explainability. If users are;
however, left with no clear guidelines on how to use such
technologies, they may even refuse to accept them
because they feel that they cannot monitor or manage the
results from the technologies (Doshi-Velez & Kim, 2017).
For instance, they may not fully accept the Al-suggested
health insurance claim approvals or rejections without
detailed explanations of the algorithms at work behind the
Recommendations.

Thompson (2019) discusses the fact that when the system
explanations are made easily understandable; the flow of
acceptance to the related Al based systems is enhanced.
The paper also analyzes Regulation and Ethical
Considerations in relation to Genome’s current state.
While user trust is one of the main elements to be
achieved, accuracy of the presented information is
mandatory from regulatory and ethical perspectives.
Often, such rules as the General Data Protection
Regulation (GDPR) in European countries are based on
the “right to explanation,” that is, require the Al system to
explain the reasons for such an automated decision made
(Goodman & Flaxman, 2017). As mentioned, blockchain-
based systems, despite having origins with transparent
distributed ledgers, still need interpretability in the context
of ATl when used in smart contracts or, for example, health
insurance fraud detection.

4.4 Future Trends of Explainable AI and Blockchain

For the further research, as Al and blockchain will still
remain the trending topics in the sphere of health
insurance, the methods of explanation should be
developed further. This could include request interactive
models in which the users can interrogate the system to
comprehend particular decisions or develop graphic
models, which depicts the overall decision-making
process. Furthermore, the feedback that the users provide
on the explanations given could help inform Al how to
better update those explanations for clarity and relevance
at all the time (Ribeiro, Singh, & Guestrin, 2016).

As a conclusion, people’s comprehension of explanations
is critical to the effectiveness of Al and blockchain in
health insurance. With an emphasis on interpretability,
transparency, and trust these systems can improve the
acceptance and moreover follow ethical and regulatory
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guidelines to the advantage of insurers as well as
policyholders..

5. Blockchain Implementation and Smart Contracts
5.1 Blockchain Setup

The blockchain layer is made of a permissioned
blockchain that limits the entities able to connect to this
network to insurance firms, policy subscribers, and health
care providers. This help to ensure that any sensitive
information is well protected and at the same time the data
remains intact:

e Consensus Mechanism: A Proof-of-Authority
(PoA) or Practical Byzantine Fault Tolerance
(PBFT) consensus algorithm is used to validate
transactions and reach consensus about the state
of a ledger in a quick and efficient manner.

e  Privacy and Compliance: Due to the fact that the
classes of information shared by the participants
of the network are healthcare data, privacy rules
within the blockchain network remain rather
stringent. Thus HIPAA (Health Insurance
Portability and Accountability Act) it encrypts
data and only the allowed partakers can access
claims information.

5.2 Smart Contracts for Claims Automation

Smart contracts are digital directly coded and can self-
execute agreements between the buyer and the seller or
the provider and the consumer. Some of the processes
involved with insurance claims are automated with smart
contracts in this system.

Some of the processes include policy validation, claims
substantiation, and payments determination.

e Policy Validation: In this case, smart contracts
instantly verify an eligibility of a claim in
accordance with the policyholder’s plan. The
insurance contracts determine the coverage for
the treatment, if the policy is renewed or still
valid, and whether the policy holder has any
invoked claims.

e Claim Amount Validation: The following is then
conducted by the smart contract so that the claim
amount is within the predetermined coverage
limits. If the amount claims exceed the limit then
the claim is either rejected outright or reviewed
through a batch review.

e Payment Authorization: Upon confirmation of
the claim and upon passing the check for fraud,
the smart contract issues the payment to the
policyholder or the healthcare provider
implementing the disbursement process to be
efficient and free from delay.

Workflow:

e Claim Submission: It means that whenever the
policyholder files a claim, this is pre-sent on the
blockchain.

e Smart Contract Execution: The claim is then
executed by the smart contract based on
predefined rules of the App.

e Al Fraud Detection: This claim is then sent
through the Al module so as to determine the
likelihood of fraud.

e Claim Outcome: But if the claim is genuine and
not a fraud then the smart contract pays the
amount of claim to the person who made the
claim.

e Blockchain Recording: The last judgment is
made on the blockchain for further review and
control.

6. Al-based Fraud Detection
6.1 AI Model Selection

In fraud detection, the techniques like Logistics
Regression, Random Forest and Support Vector Machines
(SVM) are used. These models are learned from past
claims data to detect fraud cases using statistical
techniques requiring past patterns in the same data.

6.2 Model Development

e Data Collection: The training data consists of
structured health insurance claims data collected
from the past and have been labeled as genuine
and few forged ones. Some of the characteristics
mentioned above include; treatment kind, claim
value, history of policyholder, and reputation of
the medical facility.

e Preprocessing: Data cleaning that involves
feature scaling, normalization of skewed data
and missing data treatment is performed in data
preprocessing step. Each categorical feature,
such as types of treatment, is encoded for
machine learning model usage.

e Model Training: First, the raw data is
preprocessed, then data are initialized in training
and test datasets, and finally a classification
model is initialized in either Logistic Regression
or Random Forest. The model aims at realising
the probability of the assertion being fraudulent
given the likelihoods that have been learnt from
the training data.

6.3 Fraud Detection Workflow

e Data Input: New claims are input to the trained
Al model during real time operations In addition,
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new claims are input to the trained Al model
during real time operations.

e Fraud Probability Calculation: The model
provides an output, which is the probability score
of the claim being a fraud case.

e Threshold Evaluation: These rules are that if the
fraud probability is greater than the threshold
value (say 70% then the claim is likely to be
fraudulent and marked for further scrutiny.

6.4 Continuous Learning

The features of the AI fraud detection model are
constantly updated from new data of fraud claims. Each
time a claim is checked by an analyst and qualified as
fraudulent or non-fraudulent, the model changes its
parameters in order to enhance its performance over time.
It’s possible because this approach enables the system to
be up to date with emerging trends in the fraud, thus
provide continuous security.

6.5 Integration of Blockchain and Al

The last stage of the proposed methodology combines the
blockchain and AI to develop a reliable claims

management system. The integration is aimed at utilizing
benefits of blockchain such as security and
decentralization, along with benefit of AI which is
machine learning.

e Data Privacy: Al models are run off-chain
because of the computation involved and the
amount of data needed. Nevertheless, the
outcome of the Al processing, like fraud scores,
is stored on the distributed ledger to enhance
account clarity.

e Efficiency: Claim automation is handled by
smart contracts while fraud detection is a
responsibility of Al algorithms. In this, manual
presumptions are minimized, thereby enhancing
the rigidity of claims and improving the density
of their rate.

e  Security: Another advantage of decentralization
is that since the claims are approved or rejected
on the blockchain that cannot be changed, you
are protecting the system from inside fraud or
mistakes.

Average Claim Amount by Treatment Type

5000

Average Claim Amount

5]
8

1000

0

o o
& &
RS i

& ¥

7. Smart Contract Code for Health Insurance Claims
Management

As for the case of the proposed framework for blockchain-
based health insurance claims management that smart
contracts take charge of claim validation, fraud detection
and authorization of payment. Smart contract is every
program stored on a blockchain for the purpose of
automatically executing the terms set in the contract. This
results in the fact that the transactions and the processes
can occur without intermediaries and all the operations are
transparent, and the executed rules are non-alterable and
immediately enforceable. By implementing smart
contracts into health insurance trenches of manual errors,
accelerates claims, and guarantee the following of
predetermined business workflows. Each time a claim
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payment is made, the smart contract analyses the
claimant’s eligibility, the claim amount within the
coverage policy and whether the claim is fraudulent or
not. This eliminates the probability of a human interfering
with the procedure which makes the system accurate.

The below mentioned Solidity code includes a smart
contract as follows to handle the claims process. It
integrates with essential functions that range from
confirmation of policy data to such functions as claims
value validation, fraud detection, and payment approval.
As soon as a claim is granted, the contract captures the
decision on the block chain so as to promote a transparent
and traceable procedure.

This also ensures that all the involved parties, insurers,
policyholders, and/ or healthcare providers have the real
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time information on the status of claims. Combining
infallibility of blockchain solution with the application of
the smart contract gives the new level of reliability to the
management of the health insurance claims.

pragma ~0.8.9;

HealthInsurance {

Claim {

uint256 policyID;
uint256 claimAmount;
string status;

bool isFraudulent;

(uint256 => Claim) claims;

address insurer;
onlyInsurer() {

require

{

insurer =

Down below is the code implementation of solidity in a
detailed and a structured manner:

= insurer, "Only the insurer can perform this action");

submitClaim(uint256 _policyID, uint256 _claimAmount)

claims[_policyID] = Claim({
policyID: _policyID,
claimAmount: _claimAmount,
status: "Pending",
isFraudulent:

validateClaim(uint256 _polieyID, bool fraudCheck)
claim = claims[_policyID];

onlyInsurer

if (claim.claimAmount <= 10080 && fraudCheck ==

claim.status = "Approved"”;
else
claim.status = "Rejected";

claim.isFraudulent = fraudCheck;

getClaimStatus(uint256 _policyID)

return claims[_policyID].status;

isClaimFraudulent(uint256 _policyID)
return claims[_policyID].isFraudulent;

8. Al-based Fraud Detection

There is a prospect of using Artificial intelligence (Al) to
identify and counter frauds in health insurance claims
management. It can also incorporate machine learning

returns (string

returns (bool) {

algorithms to find out the unusual patterns in the claims
data that may also lead to fraudulent claims. This part
explains ways in which the intelligent fraud detection
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model has been created using Al and how it can be
incorporated within the blockchain claims solution.

8.1 Introduction to Al based Fraud detection

This paper establishes that fraud detection is an important
aspect when it comes to health insurance -claims.
Insurance companies are likely to suffer heavy losses due
to this kind of frauds. Conventional logical linear forms of
control cannot address unusual and multiple types of
scams. That is why it is possible to use machine learning
algorithms to analyze previous claims and to define
suspicious activity and possible cases of fraud in the
claims. Scaling and normalizing it for artificial
intelligence, the model uses input variables of historical
claims, including probability of the claimant, amount of
the claim, treatment type, and frequency of claims to
determine if a new claim is likely to be a fraud. This cuts
on time the claims are taken through by a human being,
hence shortening the time it takes to handle such claims
while at the same time increasing the efficiency of the
process.

8.2 Two Stages of Artificial Intelligence in Fraud
Management

The fraud detection process is divided into the
following steps:

Step 1: Database and Data Conditioning

e Data Collection: The dataset is formed by the
historical data on alleged health insurance
claims, which are marked as fraudulent or not.
Some of them are; amount of claim, number of
times the claim was made, treatment required,
past history of the claimant and reputation of the
medical facility.

e Preprocessing: Most importantly every dataset
contains the issues like inconsistent values or
missing values, so both Data cleaning and Data
preprocessing must be perform prerequisite.
Features are encoded and normalized while the
data is split into train and test set for the model
to report accurate results.

Step 2: Feature Selection

e Claim Amount: Large claims tend to be
potentially more fraudulent than small ones.

e (laim Frequency: Repetition often when filing
the claims in a certain timeline may be
interpreted as fraud.

e Treatment Type: High-risk treatments appear to
be susceptible to fraud due to some reasons.

e Claimant History: Of the two variables under
cost of doing fraud, claimant fraud score is
defined as: A claimant with a history of
fraudulent claims is likely to submit fraudulent
claims in the future.

e Medical Institution Reputation: Hits from
institution that have been involved in fraudulent
activities maybe considered suspicious.

Step 3: Model Selection and Training

e  Machine Learning Model: Some of the machine
learning that can be used in the detection of fraud
include; Logistic Regression, Random Forest,
and Gradient Boosting. For the purpose of this
research, a Random Forest classifier is selected
on account of its efficiency, accuracy, speed
when working with big data and the fact that it
does not easily overfit.

e Training: The model used in the work is trained
on the historical claims data after pre-processing
it. The dataset is then divided into training (70%)
and testing (30%) data sets in order to make
certain that the model used is robust in such a
way that it can perform well over unknown data
sets.

Step 4: Fraud Detection Workflow

e Data Input: More to it, every new claim is fed
into the trained Al model in real time.

e  Prediction: The model benignly predicts whether
the claim is actually likely to be fraudulent or not
and gives a probability score.

e Threshold Evaluation: In other case, if the
probability computed by formula (2) is above the
predefined threshold for instances, for example,
70%, the claim is qualified as a potential fraud
and passed to the further expert evaluation.

e Integration with Blockchain: Fraud score is
stored on the blockchain to have an audit trail,
from the smart contract, the claim is either
validated or denied based on the fraud score.

Step 5: Continuous Learning

Al model gets better with time given the fact that new data
is inf Yrordered into the system all the time. Every time a
claim is passed through the system and gets a label,
whether fraud or legitimate, this is input back to the model
training set to continue with further improvements in the
classification model.
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import pandas as pd

import numpy as

from sklearn.model_selection import train_test_split
from sklearn.ensemble import RandomForestClassifier

from sklearn.metrics import accuracy_score, confusion_matrix, classification_report

load_and_preprocess_data(file_path):

pd.read_csv(file_path)

data.drop(['ID', 'Unnamed: ©'], axis=1)

data.fillna(method="ffill")

pd.get_dummies(data)

data.drop('Fraudulent’, axis=1)

data[ 'Fraudulent']

return X, y

train_model(X_train, y_train):

rf_model = RandomForestClassifier(n_estimators=10@, random_state=42)

rf_model.fit(X_train, y_train)

return rf_model

evaluate_model (model, X_test, y_test):

y_pred = model.predict(X_test)

accuracy = accuracy_score(y_test, y_pred)
print(

Model Accuracy: {accuracy * 10

conf_matrix = confusion_matrix(y_test, y_pred)
print("Confusion Matrix:")
print(conf_matrix)

class_report = classification_report(y_test, y_pred)
print(“"Classification Report:")
print(class_report)

feature_importances = pd.DataFrame(model.feature_importances_,
index=X_test.columns,
columns=['Importance']).sort_values('Importance', ascending=Fal

print("F e Impor

print(feature_importances)

main():

file_path = ‘'insura

/ = load_and_preprocess_data(file_path)

X_train, X_test, y train, y_test = train_test_split(X, y, test_size=0.3, random_state=42)

model = train_model(X_train, y_train)

evaluate_model(model, X_test, y_test)

International Journal of Intelligent Systems and Applications in Engineering

IISAE, 2020, 8(4), 235247 | 244



Explanation of the Code

e Data Preprocessing: The required data is
imported and cleaned broadly by dealing with the
missing values and the variable Turning
Categorical variable into dummy variable (like
Treatment Type, Claimant History).

e  Splitting Data: The data set is divided into two;
training set (70%) and test set (30%) with a view
of checking the efficiency of the model on non-
sample data.

e Random Forest Model: The Random Forest
Classifier is created with 100 estimation trees.
Training is done on the training dataset where the
model predicts whether a claim made is a fraud
or genuine.

e Prediction and Accuracy: The trained model is
then used to generate outcome predictions for the
given test set. In order to measure how good the
model is, the accuracy score is found. The
confusion matrix and classification report can
tell you more about the precision, recall, and F1-
score in the chosen model.

e Feature Importance: As a part of the model
interpretation, the code includes an index of
features (such as claim amount, claim frequency
thus affecting the prediction.

9. Future Research Directions

As blockchain and Al technologies continue to evolve,
there are several promising areas for future research in the
realm of health insurance claims management:

e Scalability and Performance Optimization:
Despite the numerous benefits associated with
blockchain regarding security and transparency, its
application in its current state concerns its scalability
and transaction throughput. Further development of
improved consensus algorithms including PoS or L2
solutions may aid to deal with large scale HI systems
through better TPS and lower fee (Thompson, 2019).

e Real-time Fraud Detection: Another area of
improvement is the development of improved
models supporting the real-time operation of the Al-
based fraud detection system. Some processes like
the Online learning models, in which the Al system
improves its results continually depending on the
data obtained, would be established to provide real-
time identification of fraudulent claims that delay the
claim processing (Miller, 2019).

e Interoperability Between Systems: Therefore, to
improve the efficiency of blockchain in health
insurance, there is a need to increase the
understanding of the integration of blockchain with

a set of consistent standards that would allow
interaction with other blockchain marketplaces and
various forms of health management systems. This
will help insurance providers, hospitals, and
regulators to exchange data with each other without
compromising the security of the data (Goodman &
Flaxman, 2017).

e Privacy-preserving Al Models: A key issue that
still persists in managing sensitive health
information is patient privacy. Further studies should
be conducted on concept drift, feature selection, and
the application of privacy-preserving methods
including federated learning or homomorphic
encryption that will allow for the identification and
detection of fraud while preserving patient data
privacy (Doshi-Velez & Kim, 2017).

e Integration of 10T and Wearable Data: When IoT
and wearable health technologies are used more
frequently in the future, follow-up studies can
investigate the use of these data for Al and
blockchain for better fraud detection and more
automatic claims processing. Integrated deployment
of real-time health data and insurance claims could
provide insurance underwriters with a more timely
and accurate set of risk indicators (Ribeiro, Singh, &
Guestrin, 2016)

10. Conclusion

In this research, we examined the areas of application of
both AI and blockchain in improving the security,
transparency and efficiency of claims management in
health insurance. Referring to the decentralized nature of
blockchain technology and smart contracts, the system
minimizes the possibilities of fraud and guarantees data
integrity while simplifying the claiming process. The use
of Al-based models, as is the case with the Random Forest
classifier for the detection of fraud was seen to be capable
of determining real fraud cases simplifying fraud check
processes to enhance efficiency and reduce costs.
Altogether the technologies will facilitate the
development of a trustworthy health insurance
environment that will be comprehensible to everyone
involved. At the same, it is necessary to understand how
to further improve these systems for their real-time
operation, how to counter-scaling, and how to deal with
the changes in the regulation to advance these frameworks
acceptation.
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