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Abstract: Currently data privacy is a big challenge for relational databases and data warehouses. Data privacy concerns
are extremely critical in today’s data driven world due to data privacy regulations like Global Data Protection Legislation
(GDPR). Data privacy in relational databases and data warehouses is typically implemented using row and column level
security. Currently most of the databases and data warehouses do not support row and column level security and very few
of the databases and data warehouses support it in a very customized or specific way. This paper discusses an approach
that can be used to achieve data privacy for relational databases and data warehouses in a generic and integrated way. A
generic and integrated data privacy layer is proposed in this paper. This generic and integrated data privacy layer will
provide row and column level security using rules and policies that can be defined at user, group or role level and will

work with relational databases and data warehouses.
Keywords: relational, privacy, generic

I. Introduction

Data privacy has always been a challenge for relational
databases and data warehouse. Row and column level
security features are not available in many relational
databases and data warehouses. Database management
system providers and Data warehouse providers have
been trying to provide customized solutions for solving
data privacy challenges

Even if a database management system or data
warehouse supports some limited capability for
supporting row and column level security for data
privacy, the implementation is customized and specific.
There is no generic data privacy mechanism available
that can work with all the existing relational databases
and data warehouses.

Data privacy regulations like Global Data Protection
Legislation (GDPR) govern the way in which we can
use, process, and store personal data (information about
an identifiable, living person). GDPR also makes it
mandatory to have data privacy mechanisms in place for
securing users’ personal data.

The main purpose of our work is to provide a generic
approach that can be used to achieve data privacy for
relational databases and data warehouses.

This paper is organized as follows. Section 2 contains
the literature review. Section 3 explores the problem
domain and mentions privacy challenges in relational
databases and data warehouses. Section 4 explains the
proposed solution and proposed system architecture.
Section 5 discusses the experimental analysis of the
implemented methodology. Section 6, summarizes the
conclusions and mentions about future work
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Il. Related Work

K. Shirudkar and D. Motwani [1] have discussed about
Big data security challenges and have mentioned that it
has become a major issue and concern due increasing
volume and velocity of data being ingested in big data
systems. Big data security has its own set of challenges
due to the huge volume of data; current security
mechanisms are slow and sometimes not effective for
big data domain.

Duygu Sinanc Terzi et al. [2] have mentioned that it is
very difficult to store big data and analyze it with
traditional applications and it has challenging privacy
and security problems. They have also provided
categorization of various big data security and privacy
studies. Extra requirements are needed for security and
privacy in data gathering, storing, analyzing, and
transferring for Big data.

V. N. Inukollu et al [3] have presented the security
challenges related with Big Data systems for both
traditional data centers and cloud-based environments.
Cloud computing plays a critical role in protecting data,
applications and related infrastructure  using
technologies, policies, and big data tools. Cloud
computing and big data applications are likely to
represent the most promising new frontiers in
computing.

Yuan Tian [4] has mentioned current data security
measures for bit data including — Authentication,
Authorization, Data protection and auditing at
preliminary level. Top 10 challenges for Big data
security is also mentioned along with a proposed
intelligent security model for achieving best big data
security.
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Anjana Gosain & Amar Arora [5] have compared the
various security aspects of traditional data warehouse
systems including — Encrypted data, Audit control,
extendibility, platform independence model security,
transformation, creation of platform specific model,
Query/View/Transformations support and integration of
multi-platform data.

Eduardo Ferna'ndez-Medina et al [6] have discussed
about need for specifying security measures from the
early stages of the data warehouse design and enforcing
them due to the sensitive data contained in data
warehouses. Traditional access control models for
relational databases based on columns and rows of tables
are not appropriate for DWSs. Security and audit rules
defined for data warehouses need to be specified based
on the multidimensional modeling used to design data
warehouses. They also presented an Access Control and
Audit (ACA) model designed to represent major
confidentiality and audit aspects in the conceptual
modeling of data warehouses

Rahul Kumar Sharma & Dr. Vivek Kapoor [7] have
proposed a data authorization framework to implement
row and column level security in Hive. An integrated
approach is provided to enhance the security of
Hive/Hadoop for achieving row and column level
security.

K. Michael and K. W. Miller [8] have discussed about
key challenges of big data is to preserve individual
privacy. Our digital footprints, that we leave behind,
could denote unique aspects about ourselves when
analyzed. Those unique aspects would otherwise go
unnoticed, akin to digital DNA.

Fabian Prasser et al [9] mentioned that careful
consideration is needed in privacy protection
mechanisms for pooled data or when data is re-used for
secondary purposes. They have also mentioned data
anonymization is an important protection mechanism
and suggested expert-level anonymization
methodologies that can be integrated with ETL
workflows

Janos Mezaros [10] has mentioned one of the most
important changes in data privacy regulations - General
Data Protection Regulation (GDPR) [18] where the aim

Application
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In this architecture there are multiple components at
service layer like applications, services, lambda, or step
functions and ETL jobs in a data center or over cloud

is to protect data privacy in an online environment.
GDPR requires stronger consent to protect the data
subjects and introduced new rights, such as the right to
be forgotten and data portability.

Curt Cortner et al [11] have described methods that
provide multilevel and mandatory access control for a
database management system. The access control
techniques provide access control at the row level in a
relational database table.

I11.Problem Domain

Data privacy mechanisms are very crucial for relational
databases and data warehouses. There is a dire need to
have generic data privacy mechanisms that can work
with relational databases and with data warehouses.
Data privacy can be achieved by row and column level
security. The row level security includes allowing or
denying access to specific subset of data in data set based
on users’ role or group. Column level security can be
achieved by mechanisms like full/partial/custom data
masking, nullifying, hashing and encryption.

The current mechanism of supporting row and column
level security in most of the relational databases is
through views. The relational databases and data
warehouses that don’t support views are not able to
provide row and column level security. Even for the
relational databases and warehouses that support views,
supporting row and column level security through views
is a cumbersome and not scalable approach as separate
views would be required for each user/role for which
row and column level security is required.

IV.Proposed Solution

We thus put forth a proposal to have a data privacy
framework that be used with the relational databases
including Oracle, PostgreSQL, MySQL and with the big
data warehouses like Hive. The framework will support
the row and column security mechanisms for data
privacy mentioned above and it will be generic so that it
can work with both relational databases and data

warehouses
The current architecture of enterprise application is as
shown below -

DynamoDB

Data Warehouse

that can interact with variety of relational databases like
Oracle/MySQL, Dynamo DB or data warehouses
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including big data warehouses like Hive at the data
access layer.

We propose to have a generic integrated data privacy
layer in between that is placed between the service layer
and data access layer -

AWS

Data
Privacy

Application
Gateway

Service— | Generic
Integrated

Framework

|

Data Warehouse

Data privacy rules
and policies

This generic integrated data privacy layer will use the
data privacy rules and policies stored in an isolated data
store and will ensure data privacy at row and column
level.

The generic data privacy layer can be implemented as a
database driver that can intercept the queries from
service layer and can look into a data store that stores
data privacy rules and policies and apply the row and
column level filters based on access given to the user or
user group or user role and return the filtered data to the
service layer.

Following steps will be followed in the call from service
layer to data access layer to get data from relational
databases or data warehouses —

1. Service layer sends a query to the data access layer
for retrieving some data as requested by user or
application

2. The query is sent to the database driver. The generic
data privacy layer is already integrated with the database
driver

3. The database driver checks the user, user group and
user role and fetches the data privacy rules and policies
applicable for this user from a separate data store that
stores the data privacy rules and policies

4. The database driver filters the rows and columns in
the dataset returned by the relational database or data
warehouse.

a. It will remove any rows for which the current user
does not have access.

b. For columns multiple options like full masking,
partial masking, nullifying, hashing, encryption etc. will
be provided so that the column value is not visible for
any columns to which current user does not have access.
It is also proposed that the query execution time will be
used as a performance metric for the generic integrated
data privacy layer and the degradation in query
execution time should not exceed more than 10%.

V. Experimental Analysis
To be done

VI.Conclusion and Future Work

The current work has emphasized the need for a generic
and integrated approach for achieving data privacy for
relational databases and data warehouses. This approach
checks for row and column level security based on user,
role, or group.

The suggested approach to implement the generic
integrated data privacy layer is to implement it as a
database driver for various relational databases and data
warehouses.

The next steps are to implement a reference
implementation of database driver for relational
database (MySQL) and for a data warehouse (Hive) and
provide a working implementation of this approach.
Functional testing will be done to ensure that row and
column security based on user, role and group are
working.

Also, performance testing would be done to ensure that
the degradation in query execution time would not be
more than 10%.
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