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Abstract: 10T devices present critical security challenges due to the exponential fall of the number of devices.
The existing traditional models have failed in a dynamically changing threat environment and Zero Trust
Architecture (ZTA) has come into being. To achieve this, this paper presents a lightweight Zero Trust based and
blockchain integrated model for 10T ecosystems that enhances authentication, trust evaluation, anomaly detection

while at the same time minimizes resource overhead.
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I. INTRODUCTION

Internet of Things systems cause a revolution in the
industries but also generate a huge number of
vulnerabilities because of device heterogeneity and
perimeter restrictions. A possible way out of this
scenario is Zero Trust Architecture (ZTA), wherein it is
based on the ‘never trust, always verify’ principle. This
paper looks into implementing ZTA in loT
environment with authentication  enhancement,
blockchain verifier and anomaly detection techniques.

Il. RELATED WORK
Zero Trust in 10T Security

The exponential growth of the Internet of Things
(1oT) has led to serious security issues on existing
permutation-based security models. The legacy models
for these environments are being designed for static
network conditions which are a stark contrast to those
of the dynamic and distributed nature of 10T networks.
Furthermore, 10T devices are generally too resource
constrained with limited computational power, memory
and the operating system capabilities, highly
susceptible to cyber-attacks [1].

From the trend of Zero Trust Architecture (ZTA), it
is possible to infer that ZTA is an interesting paradigm
to improve the security of loT. Unlike typical
traditional security models in which you assume trust
within a given defined perimeter, Zero Trust stands on
the basis of “never trust, always verify.” A core
requirement for this approach is that authentication
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must be strict, authorization is continual and based on
least privilege access controls, so that no entity is ever
implicitly trusted whether inside or outside the
network. In terms of ZTA in 0T security, network
micro segmentation is a critical component for isolating
important critical resources and therefore limited the
risk associated with later movement in case of a breach

[2].

Zero Trust has been considered in several studies as
a lead to 10T security. The device authentication and
trust management problem has been studied with
cryptographic techniques by researchers; secure key
exchange mechanisms are of great importance [3].
Moreover, intrusion detection has been investigated
through the use of machine learning based approaches
related to enhance intrusion detection and how Al
based classification techniques are effective in
detecting unauthorized access attempts. Although this
brings with benefits, the heterogeneous nature of the
devices and the requirement of the overburden security
solutions that can work with lightweight devices are the
hurdles to Zero Trust implementation in loT
environment.

Authentication and Access Control

Zero Trust in 10T security consists of authentication
and access control. In Zero Trust framework, there is
no ‘once’, the authentication is ongoing instead of
being once. Traditional credential-based authentication
such as passwords and certificates are not sufficient for
IoT systems owing to its vulnerabilities. For this
reason, researchers proposed other authentication
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methods like mutual authentication protocols,
blockchain based validation of trust and lightweight
cryptographical schemes for resource constrained
devices [4].

A proposed study promulgates a blockchain
augmented Zero Trust for improving security in 10T
networks. This component detects anomalous user
behaviour with the blockchain component as the
immutable ledger of storing access requests. The fact
that it is a decentralized approach makes it less prone to
single points of failure and increases transparency in
authentication process. Introduced blockchain has
additional computational overhead for real-time loT
application.

Further, machine learning techniques have been used
to provide extra authentication assurance in Zero Trust
0T environment. The researchers have evaluated the
efficacy of such algorithms as Random Forest and
Decision Tree for classifying the IoT devices in
encrypted traffic and have demonstrated the high
accuracy in their identification [5]. These methods are
challenged by adversarial attacks designed to create
obfuscations in a device’s identity, which require the

development of more resilient classification
techniques.
Access  control  mechanisms along  with

authentication help enforce the Zero Trust policies
beyond authentication. We propose the application of
Software Defined Networking (SDN) in Zero Trust loT
environments to effectively improve the access control
[6]. The centralized policy ensures policy enforcement
and its ability to segment network segments reduces
attack surface and improve the security posture.

Threats and Challenges

Although Zero Trust provides a solid security
concept for 0T, it is not an easy task to implement it.
The first one is the resource constraints of 10T devices
that often do not have enough computational power to
run sophisticated security protocols. In order to tackle
this problem, it has been suggested that adopting
lightweight cryptographic techniques should be able to
support secure communication with little additional
processing overhead.

In addition to the diversity of the 10T services, the
evolving threat landscape makes deployment of Zero
Trust in loT environments even more complicated.
Doing so has made cyberattacks on 10T devices more
and more sophisticated, and adversaries are using

machine learning techniques to bypass detection [7].
Data obfuscation techniques were used to attempt to
study the effectiveness of such techniques in preventing
users using these 10T devices to classify them, and the
results showed that whilst some machine learning
models were able to achieve high accuracy in
classifying 10T devices their effectiveness in
classifying them following obfuscation techniques was
significantly less. Clearly, this shows the necessity for
adaptive security which is capable to fight against
adversarial tactics.

The complexity of Zero Trust policies for the large-
scale loT deployments is also another challenge. When
compared with traditional networks, 10T ecosystems
are not so homogeneous; it is a collection of many
different kinds of devices, with many different security
capabilities. A Critical Success Factors (CSF)
framework was applied in a study to guide
organisations to successfully roll out Zero Trust by
defining the identity ~management, network
segmentation, visibility, and automation dimensions. In
these insights, enterprises that are considering
implementing Zero Trust approaches have a very good
guide of what to do and what are the guidelines [8].

Additionally, the integration of Zero Trust occurs
with cloud based 10T infrastructures further add to the
situation. Over time, however, as both cloud computing
and edge computing have emerged, traditional security
models have become obsolete as such distinctions
between internal and external networks have become
much hazier. To mitigate security risks in such cloud
integrated loT environment, continuous monitoring and
adaptive policy enforcement has been emphasized in
the research work. Proposed to improve performance of
real time anomaly detection and response is the use of
Al driven threat intelligence.

Future Directions

Because ZT is not straightforward to deploy in an
lIoT network, future research should aim to optimize
security mechanisms with regards to scalability,
efficiency, and adaptability. Tomorrow, one of the
avenues that would be promising would be moving Al
driven Zero Trust framework based on machine
learning for dynamic risk assessment and autonomous
policy enforcement. The combination of Al can
amplify the sense of finding anomalies, forecasting the
attack on security and adjusting the security policies in
real time.
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The need to enable a zero trust 10T also pushes us to
develop decentralized identity management solutions
for Zero Trust loT. There has been a scrutiny of
Blockchain and Distributed Ledger Technologies
(DLT) for their potential in being secure and
tamperproof source of verification independent from
centralized identifiers [9]. There are a number of

subsequent studies to be done as to how scalable such.
solutions are, especially in large scale loT deploymentf

where performance and latency matter.

3.

Also, the advent of hardware security mechanisms is

a possible direction for further increasing Zero Trust i
loT. Hardware operation of cryptographic operationg;

and secure key storage can be provided with Trusted
Platform Modules (TPM) and secure enclaves and
boost the security of 10T devices [10]. Nevertheless,
such solutions have to be adopted widely, and one of
the reasons for this, bears in mind, is industry standards
along with cost effective implementation procedures.

The last is that regulatory and complianc®
frameworks will need to be updated to support the ZJ
adoption inside 10T ecosystems. Combining Zero Trust
principles with 10T quality practices, as well as formin®
optimal security standards that strike a balance between
security and innovation are needed to be achieved
through the collaboration between policymakers and
industry  stakeholders to reach strict security
requirements.

It is a paradigm shift towards moving away from
traditional perimeter-based model by adopting Zero
Trust Architecture adoption in 10T security. With Zero
Trust, the authentication is enforced to be continuous,
networks are segmented and granular access control
enforced to provide a robust defense for the 10T devices
evolving threats. While implementation is stifl
challenging given resource constraints, complexity qf
policy management and existence of adversarial threat,
it is necessary to address those challenges. It is thougft
that future improvements in Al, blockchain ang
hardware security mechanisms will help with the take
up of Zero Trust among loTs. With its growing research
in this area (domain), it is critical for organizations and
policymakers to team up in defining secure, scalable
and resilient Zero Trust infrastructure for the connected
world.

I1l. PROPOSED MODEL

In order to address the security vulnerabilities that
lie within 10T ecosystems efficiently, we formulate an
improved Zero Trust loT Security Model (ZTISM)
focused on continuous authentication, dynamic access

control, and micro segmentation. To be applicable in
the resource constrained loT devices, this model
integrates lightweight cryptographic techniques and
blockchain based trust verification.

The proposed ZTISM consists of five key
components:

Identity Management System
Policy Decision Engine

Policy Enforcement Points
Continuous Authentication Module
Blockchain Trust Registry

After the device and user that is part of 10T network
authenticates themselves to the Identity Management
System, the Policy Decision Engine dynamically
governs the user's access, based on real time trust
assessment from the Blockchain Trust Registry.

u = user identity
d = device identity

t = timestamp,
Behavioral analytics, device health and environmental
parameters are constantly updated using to create an is.

The formula is that the trust score T(u, d, t) is
computed:

Tu,d, t) =a *B(u,d, t) +p*H(d, t) +y*Lu t)
+0*Aw, d t) eq. (1)

Where:

B(u, d, t) = Behavioral trust score based on activity
patterns

H(d, t) = Device health status

L(u, t) = Location-based risk factor

A(u, d, t) = Authentication success/failure history
a, B, v, 8 = Weighting coefficients satisfying:

eq. (2)

Consequently, a simple threshold policy
determines the dynamic access control:

o+p+y+o=1

If T(u, d, t) > 0 then Allow Access else
Deny Access eg. (3)

If 0 is a preset, controlled dynamically on basis of
network risk level.

Furthermore, access requests are permanently saved
in the Blockchain Trust Registry with the following
data
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Block = { RequestID, Timestamp, UserID,
DevicelD, AccessResource, Action, Result }

eq. (4)

Hash(Block_n) = SHA-256(Block_n-1 ||
BlockData_n) eg. (5)

SDN principals are used to apply a concept called
micro segmentation. Fine grained segments are used in
the network and controls of access are enforced at
segment boundaries by the Policy Enforcement Points.
The Continuous Authentication Module (CAM) finally
does use machine learning based anomaly detection
algorithms such as Random Forest classifier to monitor
device and user behaviour as they perform an active
session. S_anomaly(u, d, t) is computed and used to
determine an anomaly score:

S_anomaly(u, d, t) = f(Activity Features,
Historical Baseline) eg. (6)

Specifically, this function uses the learned
classification function f based on the device activity
profiles. A forced re authentication or a forced session

termination is triggered if S_anomaly(u, d, t) exceeds a
set threshold. Through the use of this model, Zero Trust
principles are therefore applied to the highly dynamic
and heterogeneous 10T environment such that ongoing
risk assessment and adaptive access continue based on
real time trust metrics.

IV.SIMULATION RESULTS

The effectiveness of the proposed Zero Trust loT
Security Model (ZTISM) as well as the practical
feasibility of the same was also validated through a
comprehensive  simulation study. A  100-node
heterogeneous devices 10T testbed was formed based
on environmental sensors, smart meters, surveillance
cameras, etc., and applied to a smart city. They were
grouped into logical domains, traffic control, utilities
and public safety and environmental monitoring, public
services. Thanks to this segmentation, it was possible
to implement micro segment strategies with a view to
their realistic implementation while respecting the
principles of Zero Trust.

Trust Evaluation Time per Access Request
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100
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20+
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Fig.1. Trust Evaluation

To be resources constrained compatible, lightweight
cryptographic operations Elliptic Curve Digital
Signature Algorithm (ECDSA) has been used to design
the authentication and trust management system.
Immuturebility and transparency of access logs was
maintained on a Hyperledger Fabric based private
blockchain network with the use of the Blockchain
Trust Registry. A Random Forest classifier was used to
detect anomalies in machine learning-based anomaly
detection on application for this work, deployed to the

Continuous Authentication Module (CAML) on user
and device behavior in active sessions.

The average process for building dynamic trust via
dynamic analysis consumed about 120 milliseconds per
access request. Under normal running conditions, legit
devices and users had 98.7% authentication success,
and with little delays, high reliability without delays of
user experience. The trust scores were modified
dynamically to the device and user behavior changes
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based on the fundamental _never trust, always verify
Zero trust principle.

Authentication Success Rate

Failed Authentication

Successful Authentication

Fig.2. Authentication Success Rate

The dynamic access control system demonstrated
strong ability to separate between access attempts from
trusted and potentially malicious clients. With an FAR
of 1.8% and an FRR of 2.4%, the system achieved the
desired performance. An underlying tradeoff between
the security strictness parameter 6, which we use to
tighten when seeking security, and usability was found,
as the FAR decreased even more than before and only
slightly increased the FRR.

The integration of Blockchain was to make sure that
all access request were recorded immutably. Storing an
access transaction on the blockchain required an
average of 350ms in write latency while measuring
180ms in verifying a stored transaction. With about 4.5
MB storage requirement per 10,000 recorded
transactions, the storage requirements were reasonable.
While blockchain storage and verification times were
only slightly higher than traditional centralized logging
system, yet we provided maximum integrity
guarantees, and that is an essential requirement for Zero
Trust environment where tamper proof auditability is
paramount.

Another important part of the simulation was
focused on anomaly detection performance. With 30
days of normal device activity log data used to train the

Random Forest classifier, classification achieved an
accuracy of 93.2%, precision of 91.5%, recall of 90.8%.
Precision and recall were balanced and detection was
effective as the F1 score of 91.1% indicated. When
simulated adversarial activities were carried out (such
as device impersonation, unauthorized firmware
modifications and location spoofing), anomaly
detection system was able to flag 94 percent of
incidents after they began occurring within 400
milliseconds. It allowed for prompt mitigation actions,
which in the case of a given session, might include
session termination or re-authentication challenge, a
factor which further contributes to the overall resilience
of the network.

The practicality of the proposed model was assessed
for its actual resource overhead sustained by the model,
and importantly, the model was shown to require little
additional resource over an existing model.
Collectively  using  lightweight  cryptographic
operations, trust computation and anomaly monitoring
increased CPU utilization by about 6% and
approximately 10 MB per additional memory per
device. As the modern loT devices, with mild
specifications, could carry this overhead without
sacrifice in performance, the model was proved to be a
viable option for real-world deployments.
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In general, the simulation showed the feasibility and
efficiency of the model proposed to extend the Zero
Trust Architecture to 10T ecosystem. The system took
advantage of the continuous trust evaluation, an
immutable logging based on blockchain, micro
segmentation, and machine learning driven anomaly
detection which are designed to sacrifice only modest
computational cost in the name of improving security.

Yet, the findings revealed that the latency incurred by
blockchain operations should be optimized in ultra-low
latency loT such as autonomous vehicles or critical
industrial control systems. The limitation of off chain
storage with knowledge of the validity of data on chain
was identified as a potential area for future work using
hybrid solutions which use blockchain anchoring for
off chain storage.

False Acceptance Rate vs False Rejection Rate
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Fig.3. False Acceptance and Rejection Rate

This proposed Zero Trust loT Security Model
successfully countered principal security issues in
connected networks via continuous verification,
dynamic access control, and resilient audit scheme.
Combining the necessary security needed in Zero Trust
principles with the limitations of 10T environments, it
is constraining the practical security solution for the
I0T spaces of tomorrow.

V. CONCLUSION AND FUTURE WORK

To prove how a Zero Trust model could be applied
to 10T security, this research was performed. In our
lightweight approach, we managed to achieve strong
authentication and low use of resources. Future work
will explore the fusion of federated learning for
distributed trust evaluation to a scaled-up version of a
blockchain to support large scale deployments of the
10T given both the high detection accuracy and the low
latency.
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