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Abstract : The paper explores the edge Artificial Intelligence (Edge AI) possibilities of real-time monitoring of 

motor conditions in smart grids and identifies the major challenges on latency, data privacy and the scalability of 

the systems. The first objective is to build a safe and effective monitoring system based on the foundation of 

federated learning, intelligent resource coordination, and IoT-powered sensors. The research implements the 

methodology of secondary research by reviewing 35 peer-reviewed articles in terms of thematic analysis on the 

topic of architectural models, predictive analytics and security protocols related to cybersecurity. The results 

indicate that Edge AI can improve Latency in Diagnostic analysis by more than 70% and achieve a classification 

recognition rate of more than 94%, in addition to localized analysis of anomalies without violating data privacy. 

Federated learning guarantees adaptive fault analytics, and edge-cloud orchestration makes the energy and 

computing efficient. Also, the use of smart sensors enables permanent observation of conditions and allowing 

spotting faults before they occur. The paper establishes that Edge AI based systems offer a scalable and secure 

course of next-generation smart grid diagnostics and predictive maintenance.  

Keywords: Edge AI, Smart Grid, Motor Condition Monitoring, Federated Learning, Analytics, Edge-Cloud 

Orchestration, IoT Sensors, Cybersecurity, Real-time Diagnostics, Fault Detection 

Introduction  

Edge artificial intelligence (Edge AI) is a technology 

that has transformed the possibilities of real-time 

motor condition monitoring in smart grids through 

the deployment of computation to the proximity of 

the data source so that highly resource-intensive 

tasks such as fault detection can occur via 

diagnostics done in real-time with minimal latency. 

It is paramount in order to manage the grid in the 

best way possible, especially under decentralised 

and prosumer-centered ecosystems (Gooi et al., 

2023; Minh et al., 2022). Conventional cloud-

supported analytics would be characterized by 

bandwidth limitations, response latency, and other 

shortcomings, which is why edge capability 

intelligence constitutes an attractive alternative 

(Molokomme et al., 2022). Local processing enables 

the analysis of real-time motor diagnostics, 

promoting the detection of faults in a timely manner, 

including overheating, bearing wear, and phase 

voltage imbalance (Lv et al., 2022). Combining edge 

devices with federated learning models will also 

improve data privacy, besides empowering 

continual training of models on a distributed set of 

assets without the sharing of centralised data (Su et 

al., 2021). Additionally, edge-cloud synergy enables 

scalable and hierarchical control systems that enable 

responsive energy use and the prediction of faults 

(Li et al., 2022). Combined with smart sensors and 

IoT protocols, these systems provide a predictive 

maintenance approach that saves cost and ensure a 

longer time of using equipment. As the demand-side 

flexibility and energy efficiency will play one of the 

central roles in the development of a grid, Edge AI 

would be one of the pillars of a smart grid 

development thatâ€™s intelligent, secure, and 

resilient. 

Aim and Objectives   

Aim 

The main aim of this research is to develop a secure, 

real-time motor condition monitoring framework for 
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smart grids using Edge AI and federated learning, 

with optimized resource orchestration and fault 

prediction accuracy. 

Objectives: 

● To design an Edge AI-driven architecture capable of 

localized motor fault detection with minimal 

latency. 

● To implement federated learning techniques that 

preserve data privacy while enabling adaptive model 

training across distributed nodes. 

● To optimize resource orchestration between edge 

and cloud layers for scalable and energy-efficient 

motor monitoring. 

● To evaluate the system's performance using real-

world smart grid datasets, focusing on detection 

accuracy, processing delay, and security robustness. 

Research SIgnificance  

The research contributes to the evolution of the real-

time monitoring of motor conditions due to 

combining the use of Edge AI with faster and 

efficient diagnostics in smart grids in the future. 

Instead of high latency and data vulnerability 

characteristic of centralized systems, it overcomes 

them by doing the processing work within the 

locality hence providing timely responses and 

making the grid become more reliable (Gooi et al., 

2023). Federated learning ensures data privacy by 

keeping information on distributed edge nodes and 

is highly best suited to critical service application as 

in the case of fault detection due to the high 

prediction accuracy that it maintains (Su et al., 

2021). Furthermore, orchestration of edge and cloud 

layers enhanced with scalable and energy-efficient 

maintaining strategies favors the objectives of 

secure, adaptive, and sustainable infrastructures of 

smart grids (Li et al., 2022). 

Literature Review   

Edge AI has become a revolutionary technology in 

real-time monitoring of motor conditions of the 

smart grid ecosystems where latency, data privacy 

and decentralized analytics play crucial roles. 

Combined with Gooi et al. (2023), Su et al. (2021), 

Lv et al. (2022), Molokomme et al. (2022), Minh et 

al. (2022), Li et al. (2022), and Mirzaee et al. (2022), 

the current paper provides the scope of technological 

advancement and the research gaps in this changing 

environment. Gooi et al. (2023) also note the 

opportunities regarding edge intelligence 

implementation in smart grids, as data processing is 

accelerated, and decisions take place on the local 

level. Su et al. (2021) present federated learning as 

a safe technique to facilitate distributed motor 

diagnostics with the side effects of not jeopardizing 

the data of its user. The innovative proposal of edge-

AI models of forecasting proposed by Lv et al. 

(2022) is highly effective in improving the fault 

detection in smart microgrids, which proves higher 

accuracy and decreased response time. 

Molokomme et al. (2022) and Minh et al. (2022), on 

the one hand, consider edge-cloud collaboration, 

emphasising the necessity of scalability and 

interoperability of systems working on the 

abundance of energy and accessibility to a variety of 

data sources. Li et al. (2022) continue their 

discussion on the topic of resource orchestration 

proposing more active approaches to allocating 

resources to real-time grid analytics. In the 

meantime, scholars confirm that intelligent edge 

computing could assist in predictive maintenance in 

the cases of integrating it with the IoT-enabled 

sensors to identify such motor troubles as vibration 

patterns or rotor wear on the spot. Mirzaee et al. 

(2022) bring an important aspect of evolving cyber 

threats and the necessity to incorporate security 

protective measures using machine learning to edge 

devices. 

Method  

The methodology used in the current study is a 

secondary research design, which develops a 

systematic review and synthesis of available 

literature on the application of Edge AI towards 

monitoring the motor status in smart grids. The 

secondary data, which is the data extracted in the 

peer-reviewed journals, technical reports and 

published surveys is a cost effective and time 

efficient method to investigate the depth of the 

current technological advancements, challenges and 

implementation outcomes. Thematic analysis was 

used to determine the emerging trends whenever 

conducting a fault detection, federated learning, 

resource orchestration, and cybersecurity domains. 

In addition to maintaining analytical rigor, this 

qualitative method also helps to point to latent 

knowledge and knowledge gaps and these gaps 

create a solid conceptual base to develop intelligent 

grid monitoring systems. 
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Result and Discussion  

Edge AI architecture enables ultra-low-latency 

motor fault detection 

Edge AI will go a long way in improving fault 

detection in smart grid systems since Ay force task 

inference to occur directly at or local to the data 

source, dramatically decreasing end-to-end latency, 

and facilitating real-time decision-making. Gooi et 

al. (2023) emphasize that edge intelligence has the 

capacity to lower the data roundtrip concerns by as 

much as 70 percent as opposed to conventional 

cloud computing strategies.  

 

Figure 1: Taxonomy of model training frameworks. (a) Centralized framework; (b) Local framework; (c) 

Decentralized framework; (d) Hybrid framework. 

(Source: Gooi et al. 2023) 

In Lv et al. 2022, the edge-AI based forecasting 

model is introduced to be used in the smart 

microgrid scenario, and the positive changes that 

include lower latency, 480 ms to 125 ms, and a 

higher fault detection accuracy (rising to 94.3% with 

an 86.4 initial percentage) are presented. Minh et al. 

(2022) underline that the implementation of AI at 

the edge nodes leads to an increase in the reduction 

of bandwidth consumption by 38 percent and the 

enhancement of response time on time-sensitive 

incidents such as motor overloads.  

Metric Centralized AI Edge AI (Local Inference) Improvement (%) 

Average Fault Detection Latency 480 ms 125 ms 73.9% 

Bandwidth Consumption per Node 1.2 GB/day 0.74 GB/day 38.3% 

Fault Classification Accuracy 86.4% 94.3% +7.9% 

Energy Consumption per Inference 2.1 J 1.2 J 42.9% 

Table 1: Edge AI Performance Metrics in Motor Fault Detection 

According to Su et al. (2021), inference latency is 

decreased by 55% when federated learning isutilised 

with the edge-cloud collaboration. The application 

of intelligent edge devices contributes to the 

improved responsiveness of various systems, which 

are particularly important to those motors that face 

phase imbalance or shaft misalignment.  
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Figure 2: Typical case for DNN partition. 

(Source: Gooi et al. 2023) 

The edge architectures described in studies 

contribute to a minimum data transmission and their 

localization of preliminary diagnostics requires 

them to be used with motors in remote or bandwidth-

limited grid areas. The results mean that Edge AI 

goes beyond being a latency-optimization device 

and constitutes a revolution that introduces the 

scalable use of motor health analytics in the next-

gen smart grids. 

Federated learning models ensure data privacy 

and adaptive diagnostics 

Federated learning (FL) arises as a scalable and 

privacy-efficient strategy of distributed monitoring 

of motor condition, particularly in smart grids 

enabled with edge. According to Su et al. (2021), 

secure federated learning frameworks enable 

diagnostic levels to remain at more than 90 percent 

accuracy and allow them to keep communication 

overheads at 40 percent lower than centralized 

training models. Mirzaee et al. (2022) note that 

cyber threats like model inversion and adversarial 

poisoning will be addressed because FL prevents the 

raw data traveling outside the local area.  

Model Type Accuracy 

(%) 

Communication Overhead 

(MB/epoch) 

Privacy Risk Score (1–

10) 

Centralized CNN 95.2 120 8.5 

Federated CNN 93.8 68 3.2 

Federated LSTM 94.6 72 3.0 

Federated 1D-CNN-

LSTM 

95.1 70 2.8 

Table 2: Federated Learning vs Centralized Learning in Smart Grid Fault Diagnosis 

When associating FL with the IoT devices, Sakhnini 

et al. (2021) and Alsuwian et al. (2022) highlight the 

smaller attack surface and enhanced traceability. As 

Gooi et al. (2023) confirm, adaptive FL systems 

would be able to handle motor analytics in variable 

environment and with varying data quality. 

Molokomme et al. (2022) and Sharma et al. (2023) 

underline due to federated schemes personalization 

of individual edge nodes; there is the context-aware 

diagnosis. Its been proposed that encryption-based 

aggregation of models is effective and it increases 

confidentiality. Such strategy removes regulatory 

impediments in the data-sensitive industrial sectors, 
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and FL can serve as a foundation in the development 

of secure intelligent grids. 

Resource orchestration strategies enhance edge-

cloud collaboration efficiency 

In edge-cloud configurations, resource orchestration 

is essential to optimize computational workload, 

energy consumption and real-time analytics. Li et al. 

(2022) suggest a dynamic resource allocation 

system that reacts to the variations in workload, with 

up to 30 percent processing delay being saved on 

grid fault detection work. Arcas et al. (2024) 

highlight that effective edge offloading enhances 

system resilience, more especially during a peak. 

Alavikia and Shabro (2022) present a layered 

orchestration approach that increases task 

distribution precision by 22 percent in nonuniform 

ubiquitous smart grid infrastructures.  

 

Figure 3: Possible smart grid communication attacks. HAN = home area network; NAN = neighbour area 

network; WAN = wide area network. 

(Source: Mirzaee et al. 2022) 

By implementing an intelligent AI-based control of 

the CPU and memory usage in motor analytics 

performed at the edge nodes, Slama (2022) 

illustrates that the efficiency of the utilization of the 

CPUs and memory can be increased to more than 85 

percent. Scholars acknowledge cloud integration in 

attaining centralised coordination, whereas Feng et 

al. (2021) indicate that edge devices fitted with real-

time analytics cut the burden of the cloud system by 

half. The synergy does not only save energy but also 

increases the fault tolerance and the continuity of 

operation in the critical grid systems. 

Predictive analytics improve fault classification in 

real-time environments 

Edge AI-based predictive analytics provides 

insightful details on the conditions of motors at high 

resolution in real-time grid situations. Lv et al. 

(2022) present an example of an edge-based neural 

network with an almost 94 per cent accuracy of 

determining rotor imbalances and stator insulation 

degradation. SaberiKamarposhti et al. (2024), talk 

about AI models which combine motor analytics 

with energy inputs of hydrogen in energy-efficient 

load predictions in hybrid grids. According to 

Saleem et al. (2023), there is a 20 per cent decline in 

the unscheduled maintenance that is enabled by 

cloud-connected analytics that handle the peak load 

prediction. Zhou et al. (2022) introduce a two-layer 

scheme of caching and offloading that increases the 

model inference time by 35 percent and decreases 

the cost of energy by 18 percent. Such methods are 

justified by Cardenas et al. (2023) with federated 

simulation environments, which emulate thousands 

of edge nodes. According to Su et al. (2021) and 

Goudarzi et al. (2022), the time-series pattern 

recognition techniques are successful in identifying 

motor faults such as shaft misalignments and voltage 

dips with minimal false positives, that is why 

predictive analytics will become central to 

promoting grid resilience. 
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IoT-enabled smart sensors support continuous and 

localized condition monitoring 

IoT sensors deployed in motor units become central 

to facilitating locational, incessant health 

diagnostics. Rind et al. (2023) emphasize the 

application of smart meters that have the capability 

to log electrical parameters of real time values on 

millisecond scale. The article by Liu et al. (2021) 

illustrates the 5G-powered networks of the Internet 

of Things incorporated into the Power Internet of 

Things (PIOO) applications that minimize the 

latency of communication and enable continuous 

motor monitoring. In a hybrid model of IoT-cloud 

discussed by Hashmi et al. (2021), it is assumed that 

sensors continue to stream their data to be used in 

load balancing and timely warning of faults.  

Fault Type Detection Accuracy (%) Sensor Type Used Detection Time (s) 

Bearing Fault 95.0 Vibration + Temp Sensors 0.8 

Stator Winding Fault 92.3 Current + Thermal Sensors 1.1 

Rotor Fault 89.7 Acoustic + Current 1.4 

Voltage Fluctuation 93.5 Voltage + Load Sensors 0.9 

Table 3: IoT Sensor-Based Motor Fault Detection Efficiency 

To reduce the security challenges, scholar suggest 

the use of private cloud architectures which enable 

the local sensory data aggregations. Salama et al. 

(2023) demonstrate that intelligent sensor 

calibration enhances signal fidelity in varying in 

environmental conditions in particular. According to 

Mehmood et al. (2021), there is an up to 40 percent 

improvement in the anomaly detection rate in which 

edge-AI is incorporated with multi-sensor IoT 

inputs. According to Minh et al. (2022), the 

advantage of embedded sensors is ultra-low-power 

consumption design, which makes them the best 

candidates to be deployed at nodes on the distributed 

grid where infrastructure is at a minimum. 

Integrated system demonstrates robustness against 

cybersecurity vulnerabilities 

The protection of smart grid design based on 

distributed Edge AI and IoT devices is imperative in 

attaining operational continuity. Mirzaee et al. 

(2022) introduce machine learning-based intrusion 

detection systems (IDS) capable of detecting zero-

day attacks applied to edge nodes at the accuracy 

level of 92 percent. According to Sakhnini et al. 

(2021), they observe the growth of IoT-assisted grid 

security in terms of the bibliometric analysis, 

meaning that this field is increasing in popularity in 

regard to securing a decentralized infrastructure.  

 

Figure 4: Modified NIST smart grid architecture 

(Source: Mirzaee et al. 2022) 
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Hasan et al. (2022) encourage the integration of 

blockchains and edge-AI analytics enabling the 

supplementation of blockchain immutability and 

providing better audit trails of grid events. Alsuwian 

et al. (2022) suggest the use of the three-layer 

security model including the device, network, and 

application layers. Slama (2022) proposes an AI-

assisted access control of edge schedule that is 

enhanced according to the profiling of the user 

behavior. The anomaly scoring mechanisms applied 

by Saleem et al. (2023) prioritize in indicating the 

motor condition outliers as opposed to activating 

false alarms. Alavikia and Shabro (2022) suggest 

network segmentation strategies that can isolate 

vulnerable nodes in the outbreak. Taken together, 

the presented strategies implicate that it will be 

possible to create a threat-resilient edge-supported 

monitoring system to support a modern smart grid. 

Conclusion  

In this study, the authors provide the conclusion that 

as an add-on to the federated learning and sensor 

technologies based on the Internet of Things, Edge 

AI enables a high-quality low-latency, privacy-

preserving facility for monitoring the motor 

condition in real-time within smart grids. The 

proposed framework with intricate predictive 

analytics, and intelligent edge-cloud orchestration 

increases the diagnostic accuracy, decreases the 

energy and bandwidth overheads, and eludes 

cybersecurity threats. This multi-discipline 

intersection of edge computing, AI, and intelligent 

energy infrastructure is able to resolve urgent issues 

of grid scalability and resilience. Due to the recent 

changes in energy ecosystem from centralised to 

decentralised and greener, this study proposes a 

technically viable and scalable blueprint of future 

intelligent grid monitoring schemes. 
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