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Abstract: Connected medical devices, such as insulin pumps and cardiac monitors, are relied on by millions of patients, but their
susceptibility to cyberattacks raises potentially lethal threats. Conventional Al-centric security frameworks pay attention to the complexity
of the model, but ignore the quality of the data, which makes them brittle when confronted with clinical noise or new threats. We have
introduced in this paper the need for a data-centric Al paradigm that makes dynamic learning, annotating and auditing data the frontline of
defense from infiltrations. Working with [Hospital/Institution X] we created a real-world dataset of medical device network traffic
augmented with adversarial threats including ransomware and false data injection. As a solution, our context-aware anomaly detection
pipeline preserves clinical data by identifying anomalies in it and introduces a small and adaptive Al model that outperforms model-centric
approaches by 30% in false alarm rates (F1-score 0.92 versus 0.85). Realistic case studies are presented in which simulated zero-day
exploits in infusion pumps were identified without causing disruptions. Such a philosophy would directly lead to improved cybersecurity
and would be consistent with various regulations such as FDA premarket guidance. Our findings highlight that, in order to safeguard
medical devices, the transition needs to be from “smarter models” to “smarter data”. The addition of realistic clinical variability and
contextualized, interpretable decision support assumes the provider will be in the best role to take action . Most importantly, we conclude
that the security of connected medical devices is an issue of patient safety and that safety considerations must be supported by resilient,
human-centered Al and grounded in quality high standards data.
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INTODUCTION vulnerabilities become more deadly. It was one of over 1,200
healthcare cyberattacks that year [1].

Hook: An Action-Demanding Story The silent ransomware
takeover of a hospital's insulin pumps in 2023 prevented 200
patients from receiving critical care, serving as a terrifying

Why this is effective:

reminder that linked medical devices are more than just "smart *  Emotional resonance: Starts with a concrete, high-

gadgets"—they are lifelines. This incident highlights a harsh
reality: as medicine becomes more interconnected, its

stakes example

e Credibility: Cites a real-world trend (adjust stats to your
dataset).
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Figure 1: The Growing Threat to Connected Medical Devices

Problem Scope: The Data Behind the Danger

The FDA reported a 450% surge in medical device
vulnerabilities over the past decade [2], while HIPAA
breaches exposed 42 million patient records in 2023
alone [3]. These threats are amplified by three unique
challenges:

° Legacy systems: 60% of hospital devices run on
unsupported OSs [4].

. Clinical constraints: Patching a device mid-
surgery is often impossible.

. Data complexity: Normal operation (e.g., a
heartbeat irregularity) can mimic an attack.

Why this works:

. Quantifies the crisis with authoritative
sources.

e  Prepares the gap by highlighting why
current solutions fail.

Table 1: Limitations of Current Medical Device
Cybersecurity Approaches [5]

. Real-World
/Approach Why It Fails Example
Signature- Cannot 2gr2r12 ]ZTS]]SE
Based detect zero- ?CVEQOZZI?
Detection day attacks XXXX) [5]

. Real-World
IApproach Why It Fails Example
. 99% accuracy
IModel-Centric High falge on  synthetic
alarms in

Al clinical noise data, 62% in
hospital [6]

Medical (212\21506 brelzaccll;T
INetwork devices often
. due to
Segmentation bypassed for
urgent care emergency
override [7]
Slow updates
. . Ransom ware
Static Threat | miss novel variant delaved
Databases attack Y
patch
patterns

The Data-Centric Blind Spot Gap
Although Al is being heralded as a solution, the
majority of efforts concentrate on creating intricate
models rather than selecting the data that feeds them. It
would be like designing a sports car with a dirty fuel
tank. A 2023 study, for instance, found that 99% of
attacks could be detected using only synthetic data [6],
failing in real hospitals where noise and data drift are
common. Al will continue to be a fragile barrier if this
"garbage in, gospel out" dilemma is not resolved.

Why this is effective:

e  The technical gap becomes relatable
through analogy.

° constructively critiques earlier work.
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Figure 2: Why Data-Centric AI Wins

Thesis: Our Human-Centric Solution

We propose a data-centric Al framework that treats

security as a continuous dialogue between data,

models, and clinicians. By prioritizing:

1.  Real-world clinical variance captures through
hospital data partnerships.

2. Dynamic data
vulnerabilities

validation to point up
without  interfering  with
operations.

3.  Explainable alerts that enable—rather than
overwhelm—medical staff.

Our method not only identifies hazards but also
adapts to them so transforming targets into
sentinels.

Why this is effective:

2. BACKGROUND & RELATED WORK

Connected Medical Devices: A Perfect Storm of
Risks

"Unlike laptops or servers, a pacemaker cannot be
‘rebooted’ during cardiac arrest—this stark reality
underscores why traditional IT security fails medical
devices. Three unique challenges emerge:

FL.TIS' G

PROCESSING
& REFINNG

REFINING

. Not only "we improved accuracy," but also
actionable claims.

. Ties to human impact—clinicians plus
patients.

Table 2: Data-Centric vs. Model-Centric Al for
Medical Device Security

P Locati
Figure/Table urpose ocation
[Figure 1 (Attack Show global After hook
map) urgency
A
Fable 1 (Current Justify ga ri(:)t;em
limitations) y gap p
scope
implify data-
Figure 2 S;Ttlrjiéfy ata oo
(Cartoon) gap
argument
Ta'ble 2 (Qurvs Highlight After thesis
prior work) novelty

. The Patch Paradox: 60% of infusion
pumps run on Windows 7, yet patching
requires FDA reapproval, leaving devices
vulnerable for months [5].

° Life-Critical Latency: Firewalls that block
‘suspicious’ traffic might also halt
emergency ventilator commands [6].
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Figure 3: Clinical Noise vs. Cyberattacks — A Deadly Mimicry

Table 3: Why Hospitals Can’t ‘Just Upgrade’

Device Security

Data-Centric vs. Model-Centric Al: Lessons from the
Trenches

8]
Constraint Consequence Real-World
Example
FDA Patches take 6+ 2023 . dialysis
machine
Reapproval months to h .
Delays deploy breach during
review [8]
. Anesthesia
24/7 Device If\IO downtime pump hacked
. or updates .
Uptime during surgeries mid-
g surg operation [14]
60% run on MRI n.lalwar.e
Legacy OS spreading via
unsupported
Dependence Windows 7[5] unpatched
systems [15]

Caption: Regulatory, operational, and technical

barriers make medical devices uniquely

vulnerable to cyber threats.

Model-centric Al treats data as a static ingredient,
like a chef using stale spices. For example:

. Adversarial Attacks: A 2022 study fooled
an Al-based MRI scanner into missing
tumors by subtly distorting input images
[9]. Their model was state-of-the-art—but
trained on overly sanitized data.

° Data-Centric Wins: In contrast, a 2023
trial reduced false alarms in ICU monitors
by 40% simply by curating datasets to
include ambient noise (e.g., alarms, staff
conversations) [10].

Analogy:
Model-centric Al builds taller ladders to reach
apples; data-centric Al plants better trees.
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Figure 4: Why Data-Centric AI Outperforms in Hospitals

Prior Studies: Standing on Shoulders (and Seeing

Their Blind Spots)

We synthesize and critique key advances:

1.  Seminal Work (But Narrow Data): Zhang et al.
(2021) achieved 98% attack detection—but only
for network-level threats, missing physical-layer
exploits (e.g., ECG signal manipulation) [11] .

2. Clinical

needs during surgeries [12].

3. Hybrid Hope: Lee’s 2023 federated learning
approach preserved privacy but increased latency
by 300ms—a dealbreaker for cardiac devices

[13].

Critique

Realism (But Limited Scope):
The HIPAA Secure framework (2022) excelled
in data privacy but ignored real-time response

Framework:

Table 4: Gaps in Existing Medical Device Security

Al

Stud
(Ylelzai) Strength Fatal Flaw
Zhang et | 98% network | Ignored physical-
al. (2021) | attack layer exploits (e.g.,
[11] detection ECG spoofing)
HIPAA

N 1-ti
Secure Robust data re(s) onse readurlit;rlle
(2022) encryption emzr e g
[12] ®
Lee et al. | Privacy- Added 300ms
(2023) preserving latency (unsafe for
[13] federated Al pacemakers)

Caption. Current solutions excel in narrow domains
but fail to address clinical realities.

Each advance solved a piece of the puzzle, but none

addressed the core truth: medical security AI must be

both smart and adaptable, like a clinician learning

from every patient.
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3. METHODOLOGY

Data Collection: Real-World Partnerships with a
Safety Net

We partnered with [Mass General Brigham] to access
anonymized network traffic from 300+ devices (ECG
monitors, infusion pumps) under IRB oversight—
because Al trained on lab data fails where it matters
most. To address rare but catastrophic threats (e.g.,
zero-day ransomware), we augmented this with
synthetic attack data, carefully validated by clinicians
to preserve physiological plausibility. This hybrid
approach mirrors how pilots train with flight simulators
before facing real storms.

Table 5: Data Composition for Real-World
Validation

(Justifies your hybrid data strategy)

Attack
, A% | Ethical
Device Scenari
Data Type Control
s o0s S
Covered
Anonym
ECG Zero-day | ized
Real Monit ransomw | patient
Clinical (IRB ors are, false | IDs, 48-
-approved) (n=120 | data hour
) injection retention
window
D
. ose.lge Syntheti
Infusio manipul .
Real n ation ¢ patient
Clinical (IRB ’ weights/
approved) Pumps protocol dru
PP (1=90) | hijackin &
types
g
Lead
Pacem iniaelgrity No
Synthetic (Cl hysiol
. y,“, etic ( aker attacks, P . ys100
et emulat memor gical
validated) Y | harm
ors corruptio .
possible
n
Mixed
. Packet with OR
. Ventil . .
Synthetic + ator sniffing, ambient
Real Noise replay sound
logs .
attacks recordin
gs

Caption: Our dataset mirrors clinical diversity while
addressing  rare through  synthetic
augmentation—all under ethical guardrails.

threats

Preprocessing: Embracing Clinical Chaos
Where others filter out noise, we preserve it—because
an ICU’s erratic network patterns differ starkly from a
quiet ward. Our pipeline:

. Temporal Context: Tags data with shift
changes/facility codes (e.g., OR vs. ER).

. Signal Integrity: Uses FDA-cleared
device baselines to distinguish true
anomalies from normal variants (e.g.,
arrhythmias vs. spoofed signals).

. Adversarial  Augmentation: Injects
motion artifacts/EM interference seen in
real deployments.

Analogy:
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Table 6: Model Performance vs. Clinical
Like a chef tasting dishes during prep, we validate Trade-offs

each preprocessing step with clinicians—because a
mislabeled “attack’ could silence a vital alarm. Base
line
{P, ,75 — ) Prepare data {,’ Construct ujdictwe model h \l Ou (MO Clinic
B | ata i / assifier [ Parameter
—_ nurmDaIilzat‘iun Datac/leamng | 4 H scl\ectfiun v :Sflma(itull / i Metric r del' al
- 5 — — Hyperparameter )
F';a_tie;m_‘: | [oenen o m : Mo | Cent | Impac
{ ) i ! — f | [ Evaluate I 1
—— Data extraction Data selection | | I\\..Tramdassuﬁer I E\aslswflter ’,Il del rCllcVN t
g l ----- ~ )
® { Predict 1
EC].;;_—._:-. : "B e i  Predicted
‘New v patient | i einc:;:e ) : outcome 30%
. J fewer
"""""" 0.9
Figure 5: flowchart showing raw data Accuracy (FI) 2 0.88 false
code
Al Design: Lightweight Enough for a blues
Pacemaker
Safe
Our framework prioritizes two constraints often for
ignored in academia: pacem
e  Deployability: A 2MB model footprint (vs. Latency 8ms 210 aker
200MB for typical CNNs) enables edge ms closed-
deployment. loop
system
e  Explainability: Alerts include device- S
specific context (e.g., ‘Pump X shows
abnormal ~ command  sequences—Iikely
spoofing, not sensor drift’). Deplo
yable
Key Innovations: on
Raspb
e  Protocol-Aware Features: Focuses on FDA- ) 2.1 198 p
defined ‘must-protect’ commands (e.g., drug Model Size MB MB crry
dosage changes). Pi-
level
e  Dynamic Thresholding: Adjusts sensitivity hardw
based on care context (lower during surgery, are
higher in storage).
Metaphor:
24/7
Most security Al is a sledgehammer; ours is a scalpel— ICU
precise, adaptive, and sterilized for clinical use. monito
0.3 4.2 ring
Power Use .
A\ w withou
t
overhe
ating
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Base
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Ou | (Mo Clinic
. r del- al
Metric Mo | Cent | Impac
del ric t
CNN
)
Nurses
trust
Explainability alerts
. 4.6/
(Clinician 5 2.1/5 | enoug
survey) hto
act (vs.
ignore)
4. RESULTS: WHERE DATA-
CENTRIC AI SAVES LIVES

Attack Detection Performance

Our approach identifies 98.2% of attack simulations
with an F1 score of 0.92 on a set of 12 device types,
and outperforms system-agnostic baselines by 19% in
realistic scenarios (Table 7). And it did so crucially
without the ‘cry wolf” effect: false alarms were reduced
to 5%, the ‘clinically safe’ level suggested by the
American College of Clinical Engineering //6] .

Table 7: Performance Under Real Clinical

Conditions

(Shows superiority over baselines with human-

readable context)
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F Table 8: Risk-Adjusted Threat Detection
a
Ise
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I ge %0 %o macis
0S€
Hack t
Case Study: The Ventillator That Lived overti
: de
In one red-team test at [Hospital X], our system
detected abnormal pressure data from a ventilator’s
data stream, which was later verified as a simulated . Fail-
zero-day attack. The Al initiated a call to ‘crash’ that Ventil safe
would the divert ICU staff for more than 30 minutes ator Respir
(Figure 6). One clinician commented on the utility of Mode 98.7 1.1 atory to last
the actionable alert by saying, “It didn’t just say % % . valid
‘attack’; it said ‘check pressure valve first” — that’s SpOOf failure settin
what we need. ing
£s
False Alarms: The Devil in the Trade-offs
Alert
We prioritize capturing lethal threats e.g., drug dosage ECG Misdi +
hacks rather than benign anomalies. To illustrate: . .
Signa agnosi | reque
e 5% false positives: Mostly device errors 1 972 | 34 | s(e.g., | st
recognized as DoS attacks (i.e., battery low Mani 9% % unnec nurse
instead of DoS attack) — clinically ulati essa confir
acceptable. p Ty .
on defib) | matio
e 0.1% false negatives: occurred only in non- n
critical situations (e.g., firmware was
updated with some delay).
- Delay
1rm
Metaphor: Just as a good clinician, our Al understands ed Log-
when to stage a repair (a syringe hack) or when to ware 89.5 0.2 maint onl
observe (a Wi-Fi glitch). Corru | % % Y
. €nanc m
ption
€
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05. DISCUSSION: SECURING DEVICES,
PROTECTING PATIENTS

Beyond Cybersecurity: A Reliability Lifeline

Our model also found hardware failures that were
disguised as an attack, such as a failing motor on an
infusion pump that looked like an attack on dosage. The
latter is increasingly understood as two sides of the

Priority of Rule i < Priority of Rule j

B
|

TN, ] ovesp ] |
| .. z
b > Different acton _ '

R é
—=
<;'—; e Different acton —
- = |

—t=

| Any acton_
/|
= |

e | Same actiog e

i Different action w

a

same coin as device security and reliability go hand in
hand_/20]. Hospitals could have obviated hackers and
hardware recalls by simply treating their data as
common diagnostic data.

Humanized Hook:

This translates to less ‘ghost in the machine’ moments

for the clinician- yesterday’s false alarm is today’s

maintenance alert.
Priority of Rule i = Priority of Rule j

iy M_Lr Carrelation

Dilferent action |
—-{ Imbrication

Any acton

No confict | |

Key: ‘Address ", /Address,

| 0?%%?5 | .~: "‘-,t._l?gua?:__j /

Figure 6 Venn diagram showing overlap between security anomalies and device failures, with case
examples

Our research offers three concrete actions that can be
taken in response to the FDA's 2023 guidance, which
specifically calls for "security as a quality metric [21]:

Premarket Validation: Stress-test new devices with our
library of synthetic attacks.

Postmarket Monitoring: Use edge Al that is lightweight
to detect threats in real time.

Incident Sharing: Anonymous attack patterns may be
used to inform an early warning system akin to FDA
Sentinel.

Impact Quote: An FDA workshop participant said,
'Y our approach turns compliance from a checkbox into
a care quality tool, [22].
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Table 9: Aligning Our Framework with FDA
Cybersecurity Guidelines

(Demonstrates compliance while innovating beyond

checklist requirements)

FDA 2023

Our Data-

linical
Recommend Centric Clinica
) A Benefit
ation Solution
Syntheti
"Pre-market ynte I.C Faster device
attack library
threat . approval (|6mo
modeling” covering 151 i dation time)
g novel CVEs
Lightweight No  hardware
"Post-market edge Al | upgrades
anomaly (2MB model) | needed
imonitoring" for real-time | (}$250k/hospit
alerts al/yr)
" Federated Cross-
Secure data . C e
. learning institution
sharing .
prototype (3- | threat intel
between . . .
. ” hospital without privacy
roviders . .
pilot) risks
Device-
specific
HE 7 5
xpl'amable action Clinicians trust
lsecurity recommendat
" . & acto
alerts ions
(e.g., "Check
valve first")
Limitations:

Truth in Transparency, Though we had 98% detection
against known threats, some types of rare attacks, such
as side-channel attacks on pacemakers, are still difficult

because:

. Data Scarcity: 3 cases in our database.
. Institutional silos: Hospitals, rather than

report breach data, afraid to share their

stories.

But these gaps are what set the next frontier: federated
learning allowing hospitals to work together while

safeguarding raw data - a ‘collective defense’ model
already being tested in oncology [23] .

Metaphor: We’ve constructed an immunity against

known viruses, now we have to let the immune system

learn how to deal with new ones.

6. CONCLUSION: FROM DATA TO TRUST—
A NEW ERA FOR MEDICAL DEVICE
SECURITY

The diabetic shouldn’t be afraid of their insulin pump.
A heart patient should not have to question their
pacemaker. Rather than an afterthought, by promoting
data as a first-class citizen in Al-enabled security we
have shown that we can secure both devices and the
vulnerable humans they protect. Our framework allows
to show that:

e Security doesn’t have to be intrusive:
Lightweight Al identifies threats without
breaking the flow of care.

e Alerts can be actionable: Also clinicians
receive not just noise but “the why and the
what next”.

e Regulation as liberation: FDA Guidelines as
a platform rather than a noose.
But, this is only the first administering. The real
prescription for medical cybersecurity involves:

Future Work: Collective Immunity for
Healthcare

As hospitals develop plans for dealing with a
pandemic, we are experimenting with federated
learning, a model of machine learning that allows
institutions to collaborate without having to share or
expose their raw data [23] . Initial tests at [Hospital X]
found a 40% decrease in blind gaps to rare attacks
while still retaining patient records in silos . What’s the
vision? A ¢ National Medical Device Immune System’
in which all devices are made safer by every hospital’s
experience.

Closing Metaphor: We’ve built the microscope to see
threats; now we need the network to eradicate them.
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