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Abstract: The proliferation of high-dimensional, multi-modal behavioral signals in modern digital identity ecosystems has been
accompanied by the evolution of adversarial strategies from isolated point anomalies to coordinated deviations across correlated feature
subspaces. Existing anomaly detection frameworks primarily model marginal feature deviations, which limits their sensitivity to the
higher-order dependency structures that characterize coordinated attacks. This research introduces DeepSynth, a coordination-aware
multi-layer neural framework to detect synchronized latent anomalies in complex identity ecosystems. The framework integrates
hierarchical representation learning with covariance-informed latent modeling to explicitly capture inter-feature dependencies. Anomaly
scoring integrates reconstruction residuals, Euclidean latent deviation, Mahalanobis distance, and a normalized covariance-based
coordination metric to quantify coordinated deviations across latent features. A latent-level ensemble aggregation coupled with
theoretical variance-reduction enhances robustness against noise, imbalance, and adversarial variability. Empirical evaluation on
heterogeneous identity datasets comprising behavioral logs, transactional records, and synthetic attack simulations demonstrates the
efficacy of the framework. DeepSynth achieves a peak detection accuracy of 93.8% and an AUC-ROC of 95.1%, significantly
outperforming strong baselines including Deep SVDD, Isolation Forest, and LSTM encoder-decoders ($p < 0.018$, paired bootstrap test).
Furthermore, component-wise analysis confirms that explicit latent coordination modeling provides measurable gains beyond
reconstruction-only objectives. These findings establish that resolving higher-order latent dependency structures is critical for robust
anomaly detection in high-dimensional identity ecosystems. Future work includes deriving theoretical generalization bounds for
coordination-aware anomaly detection under evolving covariance structures.

Keywords: Coordinated anomaly detection, Deep neural networks, Ensemble robustness, High-dimensional data, Identity systems,
Latent representation learning

detection without depending on simple rules or heuristics
1. Introduction [4].

The emergence of digital identity platforms has created a
set of complex issues in user management, authentication,
and tracking on the internet. The platforms are now using
high-dimensional data such as behavioral patterns,
biometric data, and transactional patterns, making it
difficult to identify irregular or malicious activities [1].
Conventional machine learning algorithms have been used
to identify anomalies, mainly concentrating on individual
anomalies in a single feature or a combination of features
[2]. These approaches can identify anomalies but are not
capable of identifying coordinated anomalies that occur in
multiple dimensions simultaneously [3]. Coordinated
anomalies can occur in fraud, identity attacks, or collusions
among multiple accounts, which are serious security
threats and cannot be identified using shallow models. The
complexity and high dimensionality of identity data require
sophisticated models that can identify hidden patterns and
relationships, which can provide effective anomaly
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Recent breakthroughs in representation learning and deep
neural networks have shown the potential to uncover
hidden features from high-dimensional data, facilitating
more precise modeling of normal and anomalous behavior.
Research has emphasized the importance of hierarchical
models for learning multi-layered representations, which
can uncover subtle patterns that are not captured by
conventional methods [5]. Moreover,
investigated the benefits of ensemble and hybrid models,
which integrate different learning paradigms to improve
robustness against noise and adversarial attacks. In the
context of digital identity management systems, the
capability to uncover coordinated and hidden anomalies
has been identified as a key need, as attackers have been
increasingly using sophisticated methods that exploit

research has

correlations across multiple accounts or dimensions of
behavior [6]. The confluence of high-dimensional feature
spaces, complex behavioral dependencies, and adversarial
methods has thus driven the need for deep, multi-layered
models that can wuncover hidden anomalies while
preserving generalization and noise robustness [7].
Overall, this research literature provides the basis for
developing methods that combine deep learning, feature
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representation, and anomaly detection to tackle the
challenges of secure, large-scale identity management
systems [8].

The proposed research aims at developing a strong deep
learning solution for coordinated latent anomaly detection
in high-dimensional identity systems. The solution is
intended to identify latent anomalies that are not easily
detected by traditional machine learning techniques,
especially when the anomalies are scattered over various
features or accounts. This research is particularly important
in today’s digital identity systems, where behavior,
biometric, and transactional data co-exist in complex high-
dimensional spaces that require hierarchical representation
learning. The proposed research is driven by the increasing
use of digital identity systems and the sophistication of
coordinated attacks. The research emphasizes accuracy,
robustness, and scalability. The main contributions of the
proposed research are the development of a coordinated
latent anomaly detection model, the development of a
covariance-based coordination measure in the latent space,
the development of an ensemble-driven robustness module
for dealing with noise and adversarial behavior, and
experimental validation. The proposed research is divided
into background, methodology, experimental evaluation,
and analysis.

2. Literature Review

The literature on anomaly detection is characterized by a
wide range of approaches to detect irregular patterns in
data that do not conform to the learned norm. There is a
substantial amount of literature on deep learning-based
approaches that have the ability to capture complex
patterns in high-dimensional data that are difficult to
model using conventional approaches. The wuse of
hierarchical models and generative models is effective in
detecting anomalies in challenging conditions, such as
semi-supervised learning and high-dimensional data. The
need for interpretable and efficient models has also been
highlighted, resulting in model
architecture and evaluation metrics [9].

improvements  in

The research work of N. Souly et al. [10]
semi-supervised method that employs a conditional
generative adversarial network to achieve the simultaneous
learning of high-dimensional data generation and its latent
representation, which facilitates better anomaly detection
with one-class training paradigms; the encoder-decoder-
encoder structure of the model enables the anomalies to be
discriminated based on large differences in the learned
latent distributions and has been proven on various

introduces a

benchmark datasets. The paper by Yasuhiro Ikeda et al.
[11] proposes a new algorithm based on VAE that aims to
detect the dimensions with the most influence on anomaly
decisions in high-dimensional data, thus enhancing the

interpretability of the latent space in anomaly detection
problems by estimating the dimensions of the features that
contribute to the detection.

In the study by Houssam Zenati et al. [12] An adversarially
learned anomaly detection system framework using bi-
directional GANs is proposed, which derives adversarially
learned features for anomaly detection and leverages
reconstruction errors in both data space and latent space to
improve performance and stability in high-dimensional
anomaly detection tasks. The study by Lim et al. [13]
(DOPING:  Generative  Data  Augmentation  for
Unsupervised Anomaly Detection with GAN) applies
generative models to oversample the normal instances in
multimodal high-dimensional distributions to counter false
positives and improve the robustness of the detection
process through adversarial autoencoder techniques to map
distributions to latent spaces for better unsupervised
anomaly detection.

In the research conducted by Y. Thu et al. [14],
improvements in the adversarial autoencoder methods are
highlighted, specifically on the encoder-decoder-encoder
architecture designed for anomaly problems, emphasizing
the importance of learning the latent space and adversarial
training in distinguishing normal and anomalous patterns
in complex data environments. Although it is not a deep
learning-centric paper, the paper by J. Ker et al. [15]
reviews deep learning techniques for anomaly detection
and classifies them into feature extraction, normality
representation, and end-to-end score learning models,
emphasizing the superiority of deep learning models over
shallow models in modeling complex relationships for
anomaly detection models.

Ruff et al. [16] proposed a deep one-class classification
method that reformulated the anomaly detection task as a
hypersphere learning problem in the latent space. The
proposed method, known as Deep SVDD, learns to
represent data points in a compact hypersphere that defines
normal data, and any point outside this hypersphere is
considered an anomaly. The proposed method is a
significant shift from shallow one-class classification to
deep representation-based anomaly detection. The
proposed method is robust to noise and irrelevant feature
variations due to the enforced compact
representation. However, the proposed method assumes
that anomalies are point-wise deviations in the global
latent space, which may not always be the case when
behaviors are distributed in multiple
dimensions. This assumption becomes more apparent in

latent

anomalous

identity systems, where anomalies may look normal
individually but anomalous collectively.

Zong et al. [17] introduced the Deep Autoencoding
Gaussian Mixture Model, which combines deep
autoencoders with probabilistic density estimation. This
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approach enables unsupervised anomaly detection by
leveraging the strengths of deep autoencoders and
probabilistic density estimation. The model learns low-
dimensional representations and models their distribution
using Gaussian mixture components. This approach is
more effective than traditional reconstruction-based
models because it leverages distributional information.
However, the model has limitations because it is mainly
focused on modeling the marginal distribution of the latent
variables and does not model the dependency relationships
among the wvariables. This means that coordinated
anomalies based on multiple identity variables might not
be captured accurately.

Zhou and Paffenroth [18] proposed robust deep
autoencoders to overcome the weakness of traditional
autoencoders against corrupted data and outliers. Their
method integrates robustness constraints into the
reconstruction process, which helps to distinguish the
structure of normal data from sparse anomalies. This
method showed robust performance in high-dimensional
and noisy settings, and it applies to real-world anomaly
detection tasks. Nevertheless, the robustness technique is
mainly designed for sparse and independent corruptions,
but not for structured or coordinated anomalies. In identity-
driven systems, anomalous behaviors usually change in a
correlated manner across features or entities, which is
difficult for reconstruction models focused on robustness
to capture.

Table 1. Summary of Key Anomaly Detection Studies

Marchi et al. [19] offered one of the early deep learning
solutions for anomaly detection via denoising autoencoders
and temporal modeling of acoustic signals. The solution
learns to represent normal temporal patterns and detects
anomalies based on the reconstruction error over time. This
solution showed the promise of deep learning models to
encode dependencies in sequential data and temporal
patterns, going beyond the boundaries of static feature
analysis. Although temporal novelty
detection, the solution is highly dependent on the
reconstruction error and lacks the ability to capture higher-
order relationships in the latent spaces. Consequently, its
applicability to complex identity systems with coordinated,
multi-attribute anomalies remains limited.

successful in

Kim et al. [20] used long short-term memory networks for
multivariate anomaly detection in intrusion detection
problems. The method is useful for modeling the temporal
relationships between multiple features, thus improving the
detection of evolving anomalous behavior that evolves.
This paper demonstrated the significance of temporal
relationships in anomaly detection and the benefits of
using recurrent neural networks over static models.
Nevertheless, the emphasis is still

on sequence-level anomalies and not on the coordination
of latent structures in feature subspaces. The model does
not make use of or rely on the coordinated latent structures,
which are essential for identity anomaly detection that
occurs over multiple accounts or dimensions.

Study Methods Key Findings

Hybrid DBN + One-Class

Combines deep belief networks with one-class SVM to extract robust

[21] SVM deep model for high-dim features and detect anomalies in high-dimensional data, improving

anomaly detection

efficiency and accuracy vs. standalone methods.

LSTM-based encoder-decoder Uses LSTM encoder-decoder to reconstruct normal behavior and detect

[22] for multi-sensor anomaly
detection

LSTM + OC-SVM / SVDD for

anomalies via reconstruction error in diverse time-series datasets, proving
robustness to unpredictable patterns. Paper link:

Proposes joint training of LSTM with one-class SVM or SVDD to detect
anomalies in variable-length sequence data, enhancing performance in

Introduces deep unsupervised learning to automatically extract features
from both appearance and motion data for event anomaly detection in

Contractive auto-encoders for Presents contractive auto-encoders enhancing feature extraction stability
against input perturbations for improving anomaly detection robustness.

Proposes ensemble approaches that improve anomaly detection by

(23] :
sequence anomaly detection .
unsupervised contexts.
[24] DeepNet for appearance &
motion anomaly detection .
complex video scenes
[25] .
anomaly feature extraction
[26] Selective anomaly ensemble

methods

selecting effective detector combinations to reduce false positives and

capture diverse anomaly patterns.

271 LsT™ anomaly detection in

Studies long-short-term memory networks for time series anomalies,
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time series

Deep autoencoding Gaussian
[28] mixture model for anomaly
detection

Deep one-class classification

2
[29] via hypersphere learning

demonstrating superior detection of temporal anomalies compared to
shallow methods.

Integrates deep autoencoder representations with Gaussian mixture
modeling to jointly learn latent features and their distributions, improving
unsupervised anomaly detection in complex data.

Introduces deep hypersphere-based representation learning to model
normal data compactly in latent space, enabling effective detection of
deviations without labeled anomalies.

The current literature on anomaly detection has shown
significant progress through shallow models, deep
representation learning, sequence modeling, and ensemble
learning. Early solutions based on statistical monitoring,
one-class classification, and feature isolation offered
important initial insights but are less effective in high-
dimensional settings because of independence assumptions
and scalability issues. More recent solutions based on deep
learning techniques, such as autoencoders, LSTM-based
encoder-decoders, and deep one-class classification, have
shown improved detection performance by learning latent
representations of normal data. However, these solutions
are largely centered on point-wise
reconstruction  residuals, implicitly —assuming that
anomalies occur as isolated points. Recent work has also
explored robustness and probabilistic modeling, such as
robust autoencoders and Gaussian mixture-based latent
modeling, to better handle noise and uncertainties in

anomalies or

distributions. While these approaches improve robustness,
they are still inadequate at modeling dependencies between
multiple latent variables. On the other hand, ensemble
learning improved detection
accuracy by combining multiple detectors, but these
solutions largely combine independent anomaly scores
without explicitly modeling coordinated behavior.
Consequently, ensembles can decrease variance but have
not essentially addressed the problem of detecting
synchronized and distributed anomalies.

solutions have shown

However, there is a significant gap in modeling the
coordination of latent anomalies, especially in identity-
related systems, where malicious activities are likely to
emerge from the subtle coordination of changes in multiple
attributes, accounts, or patterns over time.
solutions are likely to assess anomalies from the
perspective of individual features, instances, or patterns,
without considering the higher-order relationships and
coordination of deviations. Moreover, current solutions are
likely to lack an integrated framework that can jointly learn

Current

hierarchical representations of the data, model the
coordination of features, and remain robust to noise and
variability. This gap calls for the development of a
coordination-aware, multi-layer neural solution that can
model the latent dependency structures and identify
anomalies that are not conspicuous individually but
collectively.

3. Methodology

This section introduces a methodological framework for
coordinated latent anomaly detection in high-dimensional
identity systems using deep learning techniques. The
framework overcomes the limitations of traditional
anomaly detection methods by incorporating hierarchical
feature learning, latent space modeling, and statistical
analysis of coordination. The framework methodically
processes the data through normalization, dimensionality
reduction, and multi-layer neural encoding to model
intricate relationships among identity features. The latent
features are analyzed by distance and covariance metrics to
detect anomalies, with a particular emphasis on
coordinated anomalies in multiple dimensions. The
training and optimization techniques incorporate
regularization, ensemble learning, and controlled learning
to ensure stability, robustness, and proper assessment of
anomaly detection performance.

3.1. Datasets and Preprocessing

This research uses high-dimensional identity data sets that
contain behavioral, transactional, and biometric attributes
to test the anomaly detection. The research uses several
data sets to ensure the model is robust. The data sets
include the synthetic coordinated anomaly data set and the
identity management logs. The feature selection is done to
ensure that the dimensions that have a significant impact
on the identity patterns are retained while removing
redundant attributes. The data normalization and scaling
methods are used to ensure that the distributions of the
features are standardized, which helps in achieving faster
convergence during the training process. The missing
values are imputed using the mean or median estimator
based on the distribution of the features.

The research uses a temporal segmentation approach for
sequential data, which can transform raw transaction or
activity data into fixed-length feature vectors. The data is
labeled based on normal or abnormal patterns of behavior,
with anomalies being coordinated across multiple accounts
or features. This enables the model to learn the underlying
patterns in the high-dimensional space. The research
focuses on ensuring that the dataset is balanced through
oversampling and undersampling techniques to eliminate
class imbalance. The high-dimensional embedding is
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created through principal component analysis (PCA) to
reduce dimensionality before processing the data through
the multi-layer neural network architecture. This ensures
that the underlying patterns of coordinated anomalies are
captured.

Equation 1: Min-Max Normalization

f X—Xmin
_r =

(1

This equation transforms feature values into a [0,1] range.
Normalization ensures that all features contribute equally
to model training and prevents dominance by larger-scale
features.

XTaX—Xmin

Equation 2: Principal Component Analysis Projection

I=XW
)

Here, ¥ represents the normalized data, W the top

eigenvectors, and £ the transformed lower-dimensional
representation. This enables the study to retain key
variance and compress the feature space efficiently.

3.2. Multi-Layer Feature Encoding

In this work, a multi-layer neural encoder is used to learn
hierarchical representations of latent patterns in high-
dimensional identity data. Input features are mapped using
a series of layers with nonlinear activation functions to a
latent space, where correlations and dependencies are
captured that are not easily apparent in the high-
dimensional space. This allows for the identification of
coordinated anomalies, or patterns that occur across
multiple accounts or behaviors, which might not be
identified by simpler models. The model is trained to
optimize the reconstruction loss between original input and
output, ensuring that the latent features are informative of
normal patterns while indicating anomalies. Regularization
methods such as L2 weight decay and dropout layers are
used to prevent overfitting and improve generalization,
while batch normalization helps to stabilize training by
ensuring that the gradient magnitudes remain constant.
Nonlinear activation functions such as ReLU and sigmoid
improve the separability of features, further aiding in
anomaly identification. This approach of hierarchical
encoding, regularization, and nonlinear activation provides
strong latent features that are able to identify both subtle
and coordinated anomalies.

Equation 3: Layer Transformation

||'z||'| — J.F{I_L,Fll-lhll-—l.l + I[JII-I']
3)

Here, R0 is the output of the layer !, W is the weight

matrix, b s biased, and f is a nonlinear activation. This
allows the study to map features into latent space
efficiently.

Equation 4: Reconstruction Loss

Lyee =1l X -X ||§
4)

The reconstruction error measures the difference between
original and reconstructed data, enabling identification of
anomalies as patterns with high error.

3.3. Latent Anomaly Detection Layer

This research work concentrates on the identification of
coordinated anomalies in high-dimensional identity
systems using a combination of feature reconstruction
scoring and latent space deviation for anomaly score
The method is capable of identifying
coordinated anomalies that occur in several accounts or

calculation.

behaviors. The training process uses a two-objective
optimization technique that aims
reconstruction error of normal patterns and maximize the
separability of normal and anomalous observations. The
minimization of the reconstruction error helps to ensure
that the latent space captures the normal patterns correctly,
while the separability objective helps to improve the
sensitivity to deviations that are indicative of anomalies.

to minimize the

The two objectives work together to provide a robust
solution for anomaly identification. The high-dimensional
covariance metrics are also used in the latent space to
measure the coordinated deviations in multiple dimensions,
which helps to identify multi-feature deviations. The
combination of reconstruction scoring and covariance-
based coordination analysis in the latent anomaly detection
layer provides a comprehensive and reliable solution for
the identification of hidden, coordinated anomalies in high-
dimensional identity data, which is an important part of the
proposed framework.

Equation 5: Anomaly Score (Euclidean Latent Distance)

J'f-'_g :” z_llux ”:

)

Where < is the latent vector and ¥z is the mean of latent
vectors for normal data. Higher scores indicate deviation
from learned normal patterns.

Equation 6: Latent Log-Likelihood Anomaly Score
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1 L T ra—
A (z) = —log (m exp (—; (z—p ¥ Iz -

.uxJ]]

Where £ latent representation of an identity sample,

(6)

.“x,E mean and covariance of normal latent behavior,

Higher Az = higher anomaly likelihood.

Equation 7: Covariance-Based Coordination Metric

= izrﬂ. I:Z,- - -‘ux]{zf - -UX]T

(7

Where € covariance matrix of latent features, Zi latent

vector of the i-th sample, “z mean latent vector of normal
data.

3.4. Coordinated Pattern Modeling

This research uses theoretical foundations from
multivariate statistics to model the patterns of coordinated
anomalies in high-dimensional identity systems. The
research uses analysis and latent-space
clustering to identify sets of anomalous behaviors that
happen together across multiple features or accounts. By
analyzing the dependencies between latent features, the
research is able to identify regions of the subspace where
coordinated anomalies happen, enabling the differentiation
of subtle and distributed anomalies from normal variations.

The research shows that anomalies are rarely isolated

covariance

events in identity systems. Instead, coordinated anomalies
tend to be a sign of targeted or orchestrated attacks that
simultaneously target multiple components of the identity
system. By modeling the dependency relationships
between latent features, the research is able to successfully
identify these patterns, improving the sensitivity and
specificity of anomaly detection beyond methods that only
analyze single-feature deviations. The latent-space
clustering technique also allows for the aggregation of
similar patterns of anomalies, providing further
information on the coordination of irregular behaviors and
enabling effective identification of multi-dimensional
attacks. To measure the extremity of observations in the
latent space, the research uses Mahalanobis distance,
which calculates how much a given observation is different
from the learned multivariate distribution of normal
behavior.

Equation 8: Latent Coordination Strength Measure

Cor(EpEj)

Crm}rd {z] = E|'==_i'

®)

Ty Ty
'Hl.z_l

whereCeoora(Z) coordinated anomaly metric in latent

space, Eﬂu{zf'z.i'}covariance between latent features ! and

A .
I, “2i7%j standard deviations of features.

This measure weighs the covariance between all pairs of
latent features by their standard deviations, pointing to
subtle but coordinated deviations that are typically
indicative of orchestrated identity attacks

Equation 9: Mahalanobis Distance

Dy(x) = ,q-"{.r —u)TE —1{x — u)
©)

In this case, * is the latent feature vector, ¥ is the mean

vector of the normal data, and £ is the covariance matrix.
The data points that have a large Mahalanobis distance are
considered to be anomalies, which indicates that there are
coordinated deviations in the various dimensions. The
statistical measure used here helps to eliminate false
positives by considering the correlations in the features.

3.5. Neural Network Training and Optimization

In this research, stochastic gradient descent with adaptive
learning rates is used to train the multi-layer neural
network. The research uses L2 regularization to control the
complexity of the model and avoid overfitting in high-
dimensional feature spaces. Early stopping is used based
on validation reconstruction errors to ensure that training
stops before the model starts overfitting normal behavior
patterns. These techniques work in concert to achieve
stable convergence and effective latent space learning.
These aspects of the training procedure are based on the
smoothness of the latent space. By minimizing sudden
transitions between successive latent representations, this
research improves the model’s ability to distinguish
between fine-grained anomalies and normal variations.
Batch training is used to improve the stability of gradient
updates and minimize variance during training, especially
when training on large-scale identity data. Loss functions
and latent distributions are constantly checked to ensure
that the model is learning coordinated dependencies and
not noise artifacts.

Equation 10: L2 Regularization Loss
Leotal = Lrec + 4 1 W 113 (10)

Here, Ltotal represents the overall training loss, Erec
denotes reconstruction loss, W refers to network weights,

and 4 controls the strength of regularization. This equation
penalizes excessive weight magnitudes, improving
generalization.
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Equation 11: Gradient Update Rule

dL
Werr =Wy 3o (11

In this equation, Wr denotes current weights, 7 is the
aL

learning rate, and @W: represents the loss gradient. This

update iteratively optimizes network parameters during

training.
3.6. Ensemble and Robustness Enhancement

This work proposes an ensemble-based robustness
technique at the latent representation level to enhance
resistance to noise, imbalance, and adversarial attacks.
Several encoder-decoder networks are trained on
overlapping subsets of the data, each learning slightly
different latent representations of normal data. Anomaly
scores from individual networks are combined to make a
consensus decision, which is less affected by model-
specific bias or reconstruction errors. This study also
explores robust loss techniques that ignore extreme
reconstruction errors during training. This is because a few
outliers should not dominate the optimization process and
disturb the formation of the latent space. By learning
across multiple models, the ensemble method improves
generalization high-
dimensional and multi-modal identity data. Theoretical
support for this method is based on variance reduction,
where multiple estimators are combined to make a more

and detection robustness in

accurate anomaly score.

Equation 12: Ensemble Anomaly Score Aggregation

L g
Agns =EEE=L"J’R (12)

Here, Aens denotes the final ensemble anomaly score, A&
represents the anomaly score from the ¥ — 1 model, and

K js the total number of ensemble members. This
averaging process reduces sensitivity to noise.

Equation 13: Ensemble Variance Reduction Guarantee
Var(dens) = gz Zfai Var () < {78 Var(4e)

(13)

wheredi anomaly score from the model k K. number of
ensemble members, shows robustness increases as the
ensemble grows

Equation 14: Robust Loss Weighting
Loy = E|'W|' Ix;— fl’ I° (14)

In this equation, Wi represents a weight that reduces the

influence of extreme errors, while i and i denote original
and reconstructed samples. This enhances robustness
during training.

3.7. Evaluation and Parameter Selection

This research assesses the performance of detection on
multiple quantitative measures to provide a well-rounded
evaluation of model efficacy. These measures include
accuracy, precision, recall, Fl-score, and area under the
receiver operating characteristic curve. These evaluation
metrics provide a well-rounded assessment of model
accuracy, anomaly detection, and decision boundary
strength. Model parameter optimization is achieved
through grid search exploration of latent dimension size,
learning rate, dropout probability, and ensemble size. This
research also uses ablation studies to provide a quantitative
assessment of the contribution of individual architectural
elements, including latent anomaly layers and ensemble
aggregation. Cross-validation is used to provide a fair
assessment of model performance across data partitions.
Statistical significance testing is used to confirm the
validity of performance improvements over baseline
models.

Equation 15: F1-Score

Precision -Recall

F1=2
(15)

Here, precision measures anomaly prediction accuracy,

Precizion +Recall

while recall measures anomaly detection completeness.
The F1-score balances both metrics.

Equation 16: AUC-ROC

AUC = [ TPR(FPR™*(x))dx
(16)

In this equation, TPR is the true positive rate, and FPR ig
the false positive rate. AUC quantifies the model’s ability
to distinguish between normal and anomalous samples.

4. RESULTS

This section will show the experimental results of the
effectiveness of the DeepSynth model in identifying
complex coordinated identity anomalies. The results will
focus on the reliability of the model in terms of its
performance on different behavior patterns. The criteria for
evaluation will include the success rate of detection, the
residual undetected activity, and robustness to variations in
behavior patterns, which will encompass both the
sensitivity and robustness required in digital identity
models. The tests will be conducted on single-pattern
anomalies, behavior drift, coordinated multi-account
behavior, and high-dimensional feature misuse to
determine the generalization performance of the model.
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Table 2. Comparative Performance of Anomaly Detection
Methods

.. F1- AUC-
Methoa  ACuraey Precon Recall g\ goc
’ ’ (%) (%)
One-Class
SUM 78.4 759 726 742  80.1
Isolation ¢, ¢ 798 763 780 834
Forest

Autoencoder 84.9 82.5 80.1 81.3 86.7

LSTM
Encoder— 87.2 85.6 83.9 84.7 89.1
Decoder

Deep
Autoencoder 88.6 86.9 85.4 86.1 90.3
+SVM

Ensemble
Anomaly 90.1 88.7 87.9 88.3 92.0
Model

Proposed
DeepSynth ~ 93.8 92.4 91.6 92.0 95.1
Model

Table 2 clearly demonstrates the improvement in the
capability of anomaly detection as the approaches progress
from shallow learning to deep learning and ensemble
models. Traditional methods like One-Class SVM have
shown limited capability in the high-dimensional identity
space, as evident from their accuracy of 78.4% and AUC-
ROC of 80.1%. The reason for this is their reliance on
boundary-based separation, which is not very effective in
learning the underlying relationships between the features.
Isolation Forest shows some improvement, with an
accuracy of 81.6% and AUC-ROC of 83.4% using random
partitioning, but is still limited by feature isolation and the
lack of hierarchical representation learning, which makes it
difficult to detect coordinated anomalies.

Deep learning methods demonstrate a steady improvement
in performance due to the learning of latent representations
of normal behavior. Autoencoder-based methods enhance
the sensitivity of detection, reaching 84.9% accuracy and
86.7% AUC-ROC. The LSTM Encoder-Decoder
architecture further improves the results, achieving 87.2%
accuracy and 83.9% recall by capturing sequential
dependencies in identity behavior. The hybrid combination
of Deep Autoencoders with SVM decision boundaries
provides further improvements, with an accuracy of 88.6%
and an AUC-ROC of 90.3%. Ensemble-based anomaly
detection methods improve the robustness of the approach,
achieving 90.1% accuracy and 92.0% AUC-ROC by

minimizing the variance of detectors. However, the

proposed DeepSynth method outperforms all others,
achieving 93.8% accuracy and 95.1% AUC-ROC,
improving the baseline by 3.7% and 3.1%, respectively.
These gains are due to its capacity to learn hierarchical
latent representations of normal behavior and model
coordinated anomalies, allowing for effective detection of
subtle and distributed anomalies in complex identity
systems.

Performance Comparison Across Anomaly Detection Models

100
< g
8
% 60
Ew
2
o 20
[

0

Accuracy (%) Precision (% Recall (%) Fl1-Score (%)  AUC-ROC (%)

L\nomaly Detection Methods

1 0ne-Class SVM Autoencoder

Ensemble Anomaly Model

usolation Forest
NLSTM Encoder-Decoder W Deep Autoencoder + SVM
Proposed DeepSynth Model

Fig.1. Performance Comparison Across Anomaly
Detection Models

Figure 1 depicts the relative performance of various
anomaly detection techniques on several key evaluation
aspects, highlighting the performance difference between
traditional, deep learning, and ensemble-based techniques.
Traditional techniques display moderate performance with
accuracy scores below 80% and poor discrimination
power, reflecting the limited capacity of these techniques
to handle complex and high-dimensional data. Neural
network-based techniques display noticeable
improvements with accuracy scores above 85% and
improved precision and recall, reflecting enhanced
representation learning and anomaly detection capabilities.
The combination of representation learning and
classification capabilities further improves stability, as
reflected by accuracy scores close to 89% and a better
trade-off between precision and recall. Ensemble-based
techniques offer a further boost in performance by
leveraging the complementary strengths of multiple
detectors, achieving an accuracy score of about 90% and
better discrimination power. The proposed deep learning
approach significantly outperforms all other techniques
with an accuracy score of 93.8%, precision of 92.4%,
recall of 91.6%, Fl-score of 92.0%, and an AUC-ROC
score of 95.1%. The figure illustrates the benefits of
progressive model integration and the learning of deeper
latent representations. The results show that the integration
of hierarchical representation learning with coordination-
aware detection has a significant positive effect on the
quality of anomaly detection, especially in high-
dimensional identity systems where anomalies are often
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distributed.

Table 3. Dataset-wise Results of the Proposed Model

Fals
e
Correct Missed AlerStable Overal.l
Dataset  Anomaly . Normal Detection
. . Anomali t . .
Name Identificati es(%) Rat DetectioConsisten
on (%) ¢ . M%) ey (%)
(%)
Identity-
Behavior 94.2 5.8 49 93.6 94.0
Dataset
Transaction
al Identity93.1 6.9 54 92.8 93.0
Dataset
Multi-
A t
ceoun 4 7.6 61 917 921
Activity
Dataset
Synthetic
Coordinat
QOTCINALE o5 44 38 951 953
d Anomaly
Dataset

The effectiveness and strength of the proposed DeepSynth
model in various identity-related data scenarios are shown
in Table 3. On the Identity-Behavior Dataset, the model
achieves a correct anomaly identification rate of 94.2%,
with a low missed anomaly rate of 5.8%. The steady
detection rate of 93.6%
distinction between normal and anomalous activities with a
low rate of false alarms. On the Transactional Identity
Dataset, the model 93.1% correct anomaly
identification, with a missed anomaly rate of 6.9% and a
false alarm rate of 5.4%. These performance metrics

normal ensures effective

shows

ensure the capability of the model to resist noise-driven
detections in highly transactional identity domains. On the
Multi-Account ~ Activity  Dataset, which captures
coordinated identity activities, the DeepSynth model
achieves 92.4% correct anomaly identification. Although
the missed anomaly rate rises to 7.6%, this is expected in
the presence of complex coordinated activities, while the
steady normal detection rate remains high at 91.7%. The
best performance is achieved on the Synthetic Coordinated
Anomaly Dataset, where the correct anomaly detection
achieves 95.6%, and the false alarm rate is reduced to
3.8%. This result demonstrates the model’s ability to learn
the explicit coordination patterns using its multi-layer
latent structure. In summary, DeepSynth generalizes well
across all datasets by capturing the hierarchical latent
structures and the coordinated anomaly dependencies

together.
Detection Outcomes Across Identity Datasets
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9 Identity-Behavior ~ Transactional — Multi-Account Synthetic

8 Dataset Identity Dataset ~ Activity Dataset ~ Coordinated
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1 Correct Anomaly Identification (%) B Missed Anomalies (%)
False Alert Rate (%) 1 Stable Normal Detection (%)
1 Overall Detection Consistency (%)

Fig.2. Detection Outcomes Across Identity Datasets

Figure 2 shows the relative performance of the anomaly
detection system on various identity datasets, each of
which embodies a different type of identity risk, from
behavioral synthetically  produced
coordinated activities. The bars in the figure represent a set

anomalies  to

of performance factors rather than a single accuracy
measure, offering a complete performance characterization
of the system. On the Identity-Behavior Dataset, the
system achieves a correct anomaly detection rate of 94.2%,
with missed anomalies at 5.8% and stable normal detection
at 93.6%, signifying effective detection of behavioral risks.
On the Transactional Identity Dataset, the system
maintains a high correct anomaly detection rate of 93.1%,
with missed anomalies at 6.9% and false alarms at 5.4%,
signifying effective noise suppression in transaction-dense
environments. On the Multi-Account Activity Dataset, the
system maintains a correct anomaly detection rate of
92.4%, with a slightly higher missed anomaly rate of 7.6%,
as expected in the context of complex coordinated identity
behaviors, while maintaining stable normal detection at
91.7%. The best performance is achieved on the Synthetic
Coordinated Anomaly Dataset, where the correct anomaly
detection accuracy is 95.6% and the false alarm rate is
decreased to 3.8%. In all datasets, the overall detection
consistency is still above 92%, which further confirms that
the system has balanced and robust performance even in
the most complex identity threat scenarios.

Table 4. Dataset-wise Results of the Proposed Model

DeepSynt
. cep>yi Residual Incorrect Consistenc
Behavior h
. Undetecte Alert y Under
Pattern Detection .. . L.
Type Success d Activity Generatio Variation
y u
P (OB YCO R D)
Single 91.8 8.2 6.4 92.1
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Identity
Deviation

Repeated
Behavioral 93.5 6.5 5.7 93.9
Drift

Multi-
Account
Coordinatio
n

54 4.9 94.2

Gradual
Latent
Manipulatio
n

7.1 5.6 93.1

High-
Dimensional 9
Feature
Abuse

5.2 4.8 4.1 95.0

Noise-

Injected
Identity
Activity

90.7 9.3 6.9 91.2

Table 4 summarizes the detection performance of the
DeepSynth model on anomaly expressions in identity
systems based on behavior. For single identity deviation
patterns, the model achieves a detection success rate of
91.8%, indicating high sensitivity to isolated irregular
behavior with an acceptable rate of incorrect alerts at 6.4%.
Robustness to variation is also high at 92.1%, indicating
stability to changes in the intensity of the behavior. For
repeated instances of behavioral drift, the detection success
rate increases to 93.5%, indicating the model's capacity to
learn deviations in latent behavior over time. The rate of
incorrect alerts is still under control at 5.7%, indicating a
balanced sensitivity to anomalies. For multi-account
coordination patterns, the model achieves a detection
success rate of 94.6%, with the remaining undetected
activity lowered to 5.4%, confirming the model's capacity
to capture coordinated identity anomalies. The result of the
gradual latent manipulation achieves a detection success of
92.9%, proving the effectiveness of the hierarchical latent
feature encoding in modeling the slow-evolving anomalies.
The best results are achieved in the high-dimensional
feature abuse scenario, where the detection success
achieves 95.2%, and the false alarms are reduced to 4.1%,
proving its robustness in the complex feature space. In the
noise-injected identity activity scenario, the detection
success marginally reduces to 90.7%, but the stability
remains above 91%.

DeepSynth Performance Across Behavior Patterns

Noise-Injected Identity Activity |

High-Dimensional Feature Abuse g

Gradual Latent Manipulation g

Multi-Account Coordination

Behavior Pattern Type

B
Repeated Behavioral Drift g
.

Single Identity Deviation

o

20 40 60 80 100

Performance Percentage (%)

1 Consistency Under Variation (% #Incorrect Alert Generation (%

n Residual Undetected Activity (% ®DeepSynth Detection Success (%9

Fig 3. DeepSynth Performance Across Behavior Patterns

Figure 3 indicates that DeepSynth is a reliable tool for
detecting meaningful activity regardless of the behavior
patterns, even if they are complex and manipulated. The
model is able to identify significant activity while being
stable during pattern changes, drift, and noise injection.
This outcome suggests that DeepSynth is not prone to
being misled by variations and can handle changing
conditions without compromising accuracy. However, the
amount of activity that escapes detection is small,
indicating that DeepSynth has a minimal blind spot and
can identify both apparent and subtle patterns. The number
of false positives is also low, meaning that the model does
not overreact to the monitored activity and frequently
mistakes normal patterns for malicious ones. In general,
the outcomes indicate that DeepSynth is a robust, well-
calibrated, and resilient model. It can strike a balance
between the strength of detection and consistency and
accuracy, making it an ideal tool for monitoring
environments where behavior patterns are dynamic, noisy,

or adversarial.

5. Discussion

This section presents the experimental assessment of the
DeepSynth model in identifying complex and coordinated
anomalies in high-dimensional identity systems. The
findings show that the DeepSynth model successfully
identifies anomalous activities for diverse identity patterns,
emphasizing the model’s credibility and robustness. The
assessment factors include the success rate of detection, the
amount of residual undetected activity, and robustness
against variations in behavior patterns, offering a complete
insight into the model’s sensitivity and generalization
capabilities. Single-pattern anomaly experiments on the
model show that it successfully identifies anomalies in
behavior, even when they are subtle. Drift-based behavior
experiments show that the DeepSynth model maintains
consistent detection performance as identity activity
changes over time, emphasizing its adaptability in dynamic
settings. Coordinated multi-account behavior experiments
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demonstrate that the model successfully identifies
anomalies that are coordinated across multiple accounts,
emphasizing its ability to detect collusive attacks.
Additionally, high-dimensional feature misuse analysis
shows that the model successfully navigates complex
feature interactions to identify hidden anomalies that
shallow models typically overlook. The results also
indicate a good trade-off between the ability to identify
strong anomalies and the mitigation of false positives,
suggesting that DeepSynth is capable of providing useful
insights to system administrators without drowning them in
information. In general, the experimental results validate
that the combination of hierarchical feature encoding,
latent anomaly scoring, and pattern modeling enables
DeepSynth to generalize well across a wide range of
complex scenarios. The results demonstrate the model to
be a trustworthy tool for real-world identity systems,
capable of identifying subtle, distributed, and coordinated
anomalies while remaining robust under dynamic and
adversarial settings.

6. Conclusion

This research addresses the critical challenge of detecting
coordinated adversarial behavior in high-dimensional
digital identity The proposed DeepSynth
framework effectively integrates hierarchical
representation learning with covariance-informed latent
modeling to capture inter-feature coordination. DeepSynth
combines reconstruction residuals, latent deviation, and a

systems.

covariance-based coordination metric to
quantify  synchronized anomalies, with
ensemble aggregation further enhancing robustness against
noise, class imbalance, variability.
Empirical results across heterogeneous identity datasets
demonstrate that explicit modeling of latent coordination
substantially  outperforms marginal-based baselines,
establishing the necessity of resolving higher-order
dependency structures for robust anomaly detection. Future
work will explore theoretical generalization bounds under

normalized
latent-level

and adversarial

evolving distributions and integration with large-scale pre-
trained representations  for
verification.

cross-domain  identity
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