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Abstract: Due to constant pressures to balance competing architectural requirements (security, latency, reliability, 

and extensibility) in the different regions served and the increasing complexity of transactional environments, 

payments architecture has moved away from tightly coupled processing engines to API-based architectures that follow 

a modular design with exposed integration contracts to be consumed by respective systems. This evolution allows 

checkout frontend systems to provide improved security with tokenization and PCI-compliant management of 

transactional data, lower latency with asynchronous API patterns and clever caching strategies, and a better experience 

with better-suited payment interfaces and contextualized method prioritization. The typical ultra-low latency 

requirements of immediate commerce use cases, and hence the use of external payment processors, have implications 

at all levels of the system architecture. Application of processor integration patterns to different generations of 

international payment instruments—redirect-based instruments and mobile-first payment instruments—illustrates 

how abstraction layers enable instrument diversity without integration complexity with higher-level payment systems. 

Shared payment architectures at the organizational commerce layer provide a hierarchical instrument model to unify 

corporate and individual payments, promotional instruments, organizational policy controls, and individual buyer 

discretion within a single transaction. Distributed service decomposition provides the scale and observability required 

for these advanced yet informal payment flows to stay operationally manageable at scale․ Together, across all 

domains, fault-tolerant design patterns, circuit breakers, idempotency guarantees, and automated resilience validation 

ensure that our payment infrastructure meets the reliability standards that global commerce demands. 
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1․ Introduction 

Payment systems are one of the most technically 

complex disciplines of modern software architecture․ 

Payment systems operate at the intersection of 

security, real-time performance, regulatory 

compliance, and customer experience, constraining 

system designs along each of these dimensions in 

sometimes conflicting ways. As e-commerce 

expanded globally, payment systems moved from 

tightly coupled monolithic processors to API-driven 

modular architectures, allowing the integration of 

external processors and capabilities to support 

international payment methods and new transactional 

models as they emerge [1]. 

The rest of this article discusses the design history of 

the large-scale payment system in four interrelated 

dimensions: the integration of a productized API-

based payment processor into a frontend checkout 

experience‚ the world's first incorporation of an 

external payment processor to power ultra-low-latency 

commerce in a new country‚ the European launch of 

multi-country payment methods that built on 

established processor integration patterns‚ and the 

introduction of a shared payment capability that 

redefined the duality between organizational and 

individual payment instruments as it applies to 

transactions [2]. 

The areas of engineering problems tackled above are 

not completely disjoint and share some common 

themes․ For instance, latency is a first-class design 

constraint. Fault tolerance is assumed․ Security is 
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vertically integrated at every level of the payment 

stack․ In order to produce scalable and maintainable 

systems, a distributed architecture is employed; each 

of the systems described builds upon the technical 

lessons learned from previous systems ․ Payment 

systems engineering is notionally an architecture with 

rapid iteration. Taken in aggregate, these case studies 

describe the challenge of building payment 

infrastructure for a global customer base at both 

massive scale and with strict requirements for 

reliability and security. 

 

2. Evolving Payment Platform Architecture: API 

Integration and Frontend Checkout Optimization 

The main difference with the shift from platform-

based payment architecture to API-based payment 

architecture is how payment processing capabilities 

are exposed to the consuming system․ Clients wanting 

to integrate payment processing into their system had 

a need for domain expertise of the platform‚ 

knowledge of tightly coupled codebases‚ and a long 

wait for integration for each new feature or market 

added to the system [4]․ Standardized API-based 

payment platforms that decoupled external interfaces 

and internal processing logic were created, and clients 

could integrate with these well-defined contracts 

without being burdened with the internal workings of 

their payment platform. 

For frontend engineers, integrating the new API-

based, modernized payments infrastructure into 

checkout involved balancing security, performance, 

and user experience considerations. Security 

considerations covered more secure plugin approaches 

for encrypting sensitive payment data in transit and at 

rest; earlier and more effective detection of possible 

attempts at fraud further along in the checkout process; 

and compliance with the Payment Card Industry Data 

Security Standard (PCI DSS) through the application 

of data handling and tokenization best practices [5]. 

Frontend integration made it possible for these 

security controls to be uniformly implemented across 

all payment methods and checkout paths without 

variation. 

Minimizing latency was also an important 

requirement; in large-scale commerce scenarios, even 

tiny increases to checkout latency have been shown to 

be correlated with declines in conversion rates and 

shopper satisfaction․ Thus‚ millisecond-level 

performance regressions warranted thorough 

experimental examination [6]․ Performance 

engineering strategies employed for speeding up the 

checkout process included use of asynchronous API 

calls‚ request aggregation to reduce round-trips to 

back end services‚ lazy loading non-critical front end 

resources‚ and smart caching of payment method 

validation responses; these strategies allowed the 

company to reduce the checkout critical path latency 

and thus the payment authorization time‚ without 

sacrificing security or reliability. 

Beyond the technology improvements‚ initiatives 

around the customer experience, around payment‚ 

such as surfacing the right payment instruments based 

on the customer context and preferences‚ also 

provided substantial improvements․ Design patterns, 

such as progressive disclosure to simplify the payment 

selection interface by incrementally disclosing 

complexity and clear error messaging, helped to 

reduce customer friction and abandonment. So the 

development to integrate the frontend demonstrated 

how re-architecting at the platform layer achieves 

customer benefit only if expressed as new behaviors in 

the interface [7]. 

We took what we learned from the interdependence of 

frontend and backend performance and our approach 

to security and applied that to our design work on 

future, larger-scale payment engineering projects with 

much stricter latency requirements. 

 

Technique Architectural Purpose Primary Benefit 

Asynchronous API Calls 
Parallel processing of non-blocking 

payment steps 
Reduced critical-path checkout latency 

Secure Plugin Implementation 
Encapsulation of sensitive payment data 

handling 
PCI DSS compliance and data protection 

Intelligent Caching 
Storing payment method validation 

responses 

Elimination of redundant backend round-

trips 
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Lazy Loading 
Deferred loading of non-critical frontend 

assets 
Faster initial checkout page render time 

Payment Method Prioritization 
Context-aware surfacing of relevant 

instruments 

Improved payment selection customer 

experience 

Additional Validation Layers 
Early fraud signal detection in checkout 

flow 

Reduced fraudulent transaction 

authorization 

Table 1: Key Techniques in API-Based Checkout Frontend Integration [4, 5, 7] 

 

3․ Integration with External Payment Processors: 

Ultra-Low Latency Architecture for Rapid 

Commerce 

Building a third-party payment processor from the 

ground up in a greenfield market in Southeast Asia 

was a true architecture challenge. Unlike developed 

markets, where payment infrastructure evolved over 

the years, the marketplace had to build the whole 

payment processing pipeline (authorization, 

settlement, decline, chargebacks, accounting) from 

scratch while keeping in mind the ultra-low latency 

requirements of a two-hour delivery commerce model 

[8]. 

Along with the above components, an authorization 

integration was built to handle the technical contracts 

based on the request and response data schemas. This 

mapped the internal payment data models to the 

external processor and handled secure authentication, 

idempotency, preventing a double charge if a request 

was retried, and retrying with exponential backoff for 

temporary failures. Authorization latency was 

particularly critical because rapid order processing 

was required․ The system minimized the time taken by 

each aspect of the API call pipeline to reach a 

determination on whether or not to fulfill an order by 

deploying connection pooling and HTTP keep-alive to 

avoid TCP handshakes associated with repeat calls and 

optimal placement of validation layers [9]. 

The settlement structure reconciled authorized 

payments with the transfer of funds from the 

processor․ Settlement for asynchronous processors 

involved matching posted transactions to processor 

settlement reports to determine the postings․ This 

involved working closely with accounting teams, 

creating systems to log these transactions, including 

local currency, processor fees, and multiple parties. 

Jobs were also written to reconcile discrepancies 

between processor reports and internal ledgers at 

scale, while maintaining financial integrity [3]. 

Decline handling included addressing two types of 

declines, categorizing them as hard declines requiring 

user intervention or soft declines that might be 

retriable, and presenting appropriate messages to 

customers․ Detailed logs enabled operational teams to 

see and address issues in real-time, and tools for 

customer service representatives helped with customer 

payment troubleshooting. 

Dealing with chargebacks presents additional 

architectural challenges beyond that of meeting the 

rapid commerce use case․ In the two-hour delivery 

model, evidence of the successful delivery of goods 

must be captured and related to the transaction in near 

real-time, creating a narrower window in which 

evidence of disputes can be captured. The chargeback 

system was designed to automate the collection of 

evidence from order and delivery systems where 

possible and to enable manual review of edge cases 

and their outcomes [10]. 

The highly scalable design addresses the unpredictable 

demand of the new market․ This is achieved through 

the use of stateless services‚ horizontal auto-scaling‚ 

and load balancing that allows for handling peaks in 

demand․ These included circuit breakers for external 

processor API calls‚ transient failure fallback patterns‚ 

and graceful degradation behavior to remain partially 

available in the face of issues․ The successful go-live 

and the management of the initial order volume surge 

without technical incident validated the architectural 

decisions and resulted in integration patterns used in 

subsequent international rollouts [8]. 

 

Integration Component Design Characteristic Fault Tolerance Mechanism 

Authorization API Contract 
Idempotent request/response schema 

mapping 
Retry logic with exponential backoff 

Settlement Reconciliation Asynchronous batch transaction aggregation Discrepancy detection and alerting jobs 
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Decline Handling Categorized failure classification engine 
Actionable customer messaging per 

category 

Chargeback Processing 
Automated evidence collection from order 

systems 

Time-sensitive dispute response 

workflows 

Accounting Integration API-based financial entry and reconciliation 
Cross-system discrepancy reporting 

dashboards 

Connection Management Keep-alive pooling for repeated API calls 
Circuit breaker for processor 

unavailability 

Table 2: External Processor Integration Component Architecture [8, 9, 10] 

 

4․ Multi-Country European Payment Method 

Launches: Adapting Processor Integration 

Patterns 

The external processor pattern was reused for multiple 

European payment methods․ In addition to bank 

transfer‚ the redirect-based schemes common in 

Belgium‚ the Netherlands‚ and Poland were also 

integrated․ While the architectural patterns used in 

Southeast Asia stood the test of scalability, new 

challenges were discovered in European payments 

[11]. 

Each payment method has its own technical 

requirements that have to be dealt with in the 

architecture․ The customary Dutch payment method 

iDEAL is widely used in the Netherlands. iDEAL 

payment methods have real-time bank selector screens 

and redirect flows, i.e., customers are redirected to 

their bank's authentication environment. This caused 

some trouble in maintaining state on the redirect 

completion as the payment flow needed to account for 

an external step for authentication. Bancontact is the 

most popular payment method in Belgium, and its 

implementation within mobile applications needed to 

be supported as Belgians predominantly pay with 

mobile. For example, in the case of a payment 

processor located in Poland, P24, it introduced a 

situation where the status of the final payment was not 

immediately available upon action by the customer 

[12]. 

To fulfill the method-specific requirements while 

maintaining a uniform internal interface‚ a payment 

method abstraction layer was created that provided a 

common interface to upstream checkout and order 

management systems and encapsulated method-

specific redirect flows‚ confirmation timing 

characteristics‚ and bank selection behaviors․ This 

abstraction layer allows all checkout systems to 

communicate with all payment methods using a 

common interface while the conversion to the payment 

method's external behavior is handled inside the 

interface layer. 

The authorization and settlement systems were set up 

similarly to the Southeast Asia launch but then adapted 

to support multiple European currencies. The Euro 

was used in Belgium and the Netherlands, while the 

Polish Zloty was used in Poland. The settlement 

systems and differentiation also supported currency 

conversion, fees, multiple marketplaces, and posted 

corresponding entries into financial systems [3]. 

For European markets, additional complexity was 

required for the way refunds were processed. 

Consumer protection law in Europe includes time 

limits on certain types of refunds, as well as 

requirements for documentation for partial refunds. 

The refund system was built to address these 

requirements, with logic for processing partial refunds 

when the refund amount is spread across multiple 

payment instruments, with special handling for edge 

cases such as refunds which exceed or approach the 

original authorization amount (such as due to currency 

conversion or fees). 

The decline management approach and messaging 

adopted for Southeast Asia were further extended to 

other European markets by localizing messages. 

Clever retry strategies could gracefully handle 

retriable soft declines‚ which could be retried 

automatically‚ from hard declines that required 

customer action․ Fraud detection systems also helped 

identify suspicious decline patterns across European 

markets [13]․ The operational monitoring and alerting 

systems set up for these launches enabled surfacing 

API latency, error rates, and settlement discrepancies 

in real time, while runbooks for common failure 

scenarios enabled fast operational resolution. 
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Payment Method Market Key Technical Characteristic Abstraction Layer Requirement 

iDEAL Netherlands 
Real-time bank selection with 

redirect flow 

Redirect state management and 

completion detection 

Bancontact Belgium 
Mobile application integration 

support 

Mobile-first authentication flow 

handling 

P24 Poland 
Delayed asynchronous payment 

confirmation 
Asynchronous status update processing 

All Methods Multi-country 
Multi-currency settlement (EUR, 

PLN) 

Currency conversion and fee calculation 

logic 

All Methods Multi-country Local language decline messaging 
Locale-aware customer communication 

layer 

All Methods Multi-country 
European consumer protection 

compliance 

Time-based and amount-based refund 

validation 

Table 3: European Payment Method Characteristics and Abstraction Requirements [3, 11, 12, 13] 

5․ Shared Payment Innovation: Architectural 

Patterns for Organizational and Individual 

Payment Coexistence 

Integrating shared payments into the business 

commerce network raised an architectural challenge 

that had not been encountered before․ Business 

customers in an organizational purchasing context 

expect to use organizational payment instruments 

(corporate accounts, company credit cards) together 

with individual payment instruments, promotional 

balances, and coupons in a single transaction. Prior to 

this work, the shared and individual payment models 

were implemented as separate, incompatible systems. 

Connecting the two required an innovative 

architectural approach [14]. 

The hierarchical payment method model was 

developed to solve the problem and gives merchants 

the ability to have shared payment instruments and 

individual payment methods coexist in the same 

checkout․ The API also included the payment method 

preference rules‚ code to calculate payments‚ and 

failure handling in multi-instrument payments in case 

one of the instruments could not be successfully 

authorized․ The authorization orchestration layer 

orchestrated multi-instrument authorizations, 

determining how best to split the transaction amount 

across multiple instruments, the order in which the 

instruments are authorized, how to handle partial 

authorizations (where a single instrument is used to 

authorize part of the transaction amount), and rolling 

back earlier authorizations in the event of further 

failures [2]. 

Compliance and controls integrated organizational 

policies into the payment processing․ Business rule 

engines ensured compliance with organization-wide 

payment controls‚ such as spending limits‚ category 

restrictions‚ and approval workflows‚ but also enabled 

individual payment flexibility as permitted by 

organization policy․ The audit logging feature 

recorded all decisions made about the payment for 

compliance and disputes. 

Technical work was required to implement support for 

promotional instruments such as coupons, claim 

codes, and promotional balances in shared payment 

contexts. Previously, promotional instruments were 

disallowed in shared payment contexts as the 

attribution of these promotional instruments was not 

based on organizational boundaries but rather on 

individual payment contexts. Promotional balance 

integration architecture placed promotions at the right 

point in the payment instrument hierarchy, before the 

payment instruments shared by several wallets, to 

ensure correct discounting and financial attribution. 

New promotion frameworks were used to attribute 

promotions across organizational boundaries and 

enforce promotion terms and conditions in multi-

instrument scenarios to ensure financial accuracy [15] 

Along with checking coupon eligibility against 

individual customer criteria and organizational policy 

limitations, integrating coupon validation and 

redemption logic also required determining 

promotional discounts for split payment and other 

edge cases caused by combining promotional 

instruments in complex payment hierarchies. It was 

this expansion of promotional capabilities that 

considerably widened the appeal of shared payment 

capabilities for our business customer base. 

The distributed architecture for this work decomposed 

monolithic payment processing logic into 

microservices, where each service was responsible for 

a single payment capability: payment method 

validation, instrument association/disassociation, and 
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shared payment orchestration. Each service had its 

own data store and API boundary․ These changes 

allowed high-volume operations like payment method 

validation and low-volume operations like 

organizational instrument management to be 

separately deployed and scaled․ Distributed tracing‚ 

centralized logging and metrics‚ and real-time 

observability tools were also included‚ allowing for 

insights across the distributed architecture and rapid 

resolution of cross-service issues․ Load validation and 

resilience testing, such as automated game day 

exercises, ensured the system could handle commerce 

transaction loads at peak times without manual 

intervention in a production environment. 

 

Design Dimension Capability Introduced Architectural Component 

Payment Method Hierarchy 
Shared and individual instrument 

coexistence 

Precedence rules and split calculation 

engine 

Authorization Orchestration Multi-instrument sequential authorization 
Partial authorization and rollback 

handler 

Compliance and Controls 
Organizational spending and category 

policy 
Business rule engine with audit logging 

Promotional Balance Integration 
Promotions applied across organizational 

boundaries 

Hierarchical promotional attribution 

framework 

Coupon Redemption Logic 
Coupon eligibility in a shared payment 

context 

Multi-instrument discount calculation 

layer 

Distributed Service 

Decomposition 

Independent scaling of payment 

capabilities 

Microservice architecture with per-

client metrics 

Table 4: Shared Payment Architecture Design Dimensions [14, 15] 

 

Conclusion 

From integration with the payment platform to 

onboarding new processors, expanding international 

payment acceptance, and shared payments across the 

company, disciplined iterative engineering builds 

payment infrastructure for global-scale commerce. 

Day-to-day, this turns platform-dependent payment 

processing into an API-based distributed architecture, 

creating a new economics for evolving payment 

systems. Integration time is reduced‚ dependencies on 

processors are decoupled from checkout‚ and payment 

functionality scales with load․ In all of the projects‚ 

latency is a first-class architectural constraint that 

influences how connections are managed‚ the use of 

asynchrony‚ the caching strategy‚ and the critical path․ 

Time to authorize payment is a key performance 

characteristic enabling fulfillment, as well as a key 

competitive differentiator. Security is de facto for 

every architectural boundary and is designed in 

through   PCI compliance and multi-layered fraud 

detection and blocking mechanisms. All abstractions 

are built to the security standards of customers and 

regulators․ Fault tolerance mechanisms such as circuit 

breakers, idempotency guarantees, graceful 

degradation, and automated game day resilience 

validation transform optimistic reliability targets into 

experimentally verified system behavior in realistic 

conditions and scenarios. The multi-instrument 

checkout models used by organizational commerce 

use cases take the basic concepts further, allowing for 

shared corporate payment instruments and individual 

promotional balances to be used together within a 

single organizational checkout context, controlled by 

organizational rules engines. This leads to distributed 

observability (tracing‚ centralized logging‚ and per-

client transaction metrics) that enables operational 

transparency and diagnosability for complex multi-

instrument payment flows․ These architectural 

principles lay a strong foundation to build future 

global payment infrastructure that is secure, 

performant‚ extensible, and reliable for the evolving 

global payment ecosystems. 
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