International Journal of

INTELLIGENT SYSTEMS AND APPLICATIONS IN
ENGINEERING

www.ijisae.org

1JISAE

ISSN:2147-6799 Original Research Paper

ZIA Global Observability Architecture: A Scalable, Fault-
Isolated, and GitOps-Driven Approach for Hyper-Distributed
Cloud Systems

Susanta Kumar Sahoo

Abstract: Modern enterprises operating at hyper-scale face profound observability challenges: telemetry volumes exceeding
100,000 active nodes across 13 or more geographically distributed cloud environments, metric cardinality that strains storage
and query infrastructure, and centralized monitoring architectures that introduce single points of failure at precisely the
moments when visibility is most critical. This paper presents the Zscaler Internet Access (ZIA) Global Observability
Architecture, a novel framework that redefines observability as a distributed, developer-owned, and code-governed system.
The architecture introduces four interlocking innovations: a Kafka-backed durable telemetry pipeline achieving zero data loss
through 24-to-72-hour message retention; per-cloud and per-domain fault isolation ensuring that failures within one cloud
environment do not propagate globally; an observability-as-code model via GitOps placing all dashboards, alerts, and
recording rules under version control and continuous integration (CI); and federated metric aggregation through KloudFuse,
which receives pre-aggregated signals to eliminate global cardinality explosion. Evaluated across production deployments
spanning multiple Amazon Web Services (AWS) and Google Cloud Platform (GCP) regions, the architecture achieves sub-
minute telemetry freshness, 100% dashboard standardization, a 5.9-fold improvement in alert fidelity, and a reduction in data
loss from 2.3% to 0.0% per month. The ZIA framework provides a replicable engineering blueprint for enterprises seeking to
transition from fragmented monitoring stacks to a unified, resilient, and developer-centric observability ecosystem.
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1. Introduction

The widespread adoption of cloud-native
architectures has fundamentally altered the
operational landscape of large-scale software
systems. Enterprises now span multiple cloud
providers, geographic regions, and deployment
environments — each generating its own telemetry
signals, failure modes, and operational cadences.
For organizations operating at the scale of hundreds
of thousands of compute nodes, this distribution
creates exponential growth in metrics, logs, and
traces that legacy monitoring systems were never
designed to absorb. Centralized observability stacks,
built on the assumption that all telemetry flows into
a single aggregation point, collapse under this load
— producing high-cardinality metric explosions,
query latency degradation, and irrecoverable data
loss during storage maintenance windows [1]. The
problem is not one of scale alone but of architectural
philosophy: centralizing observability creates
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systemic fragility at precisely the moments when
visibility is most critical.

Existing literature on cloud-native observability has
made meaningful progress in characterizing the
three observability pillars — metrics, logs, and
traces — and in proposing frameworks for
microservice-level visibility [2][3]. However, no
prior work has examined an integrated, production-
deployed architecture that simultaneously addresses
fault isolation across 13 or more heterogeneous
cloud environments, eliminates data loss through
durable message buffering, enforces cardinality
governance at pipeline ingestion, and places all
observability artifacts under GitOps-driven version
control at a scale exceeding 100,000 active nodes.
Multi-cloud monitoring integration approaches
demonstrate cross-domain telemetry connectivity
[18] but do not address observability-layer fault
isolation or GitOps governance at this scale.
Existing approaches treat these concerns
independently:  observability-as-code proposals
omit cardinality control [6]; Kafka-based telemetry
frameworks have been evaluated in optical network
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contexts but not in multi-cloud application
monitoring [5]; and service level objective (SLO)
enforcement frameworks address elasticity rather
than telemetry durability [7][8]. The ZIA Global
Observability Architecture is the first published
framework to unify all four concerns within a single
production-validated system.

The primary contributions of this article are as
follows. First, a complete architectural specification
of the ZIA Global Observability Architecture,
including the end-to-end telemetry pipeline from
ZIA Exporter through Kafka to VictoriaMetrics
(VM) and KloudFuse, with documented data
contracts and failure behavior at each stage. Second,
a fault isolation model operating at two independent
levels — per-cloud and per-domain — that
preserves observability continuity during partial
system failures, validated against production
incident data. Third, an observability-as-code
methodology based on GitOps principles under
which all dashboards, alerts, and recording rules are
version-controlled, continuous integration and
continuous  delivery (CI/CD)-validated, and
developer-owned, eliminating the operational
bottlenecks
observability teams. Fourth, a cardinality
governance framework that enforces label
standardization at ingestion, applies tiered data
retention aligned with business value, and maintains
active time series below 10,000 per metric without
sacrificing observability coverage.

associated with centralized

The remainder of this article is structured as follows.
Section 2 surveys related work in cloud-native
observability, Kafka-based telemetry, and GitOps-
driven infrastructure management. Section 3
presents the ZIA system architecture. Section 4
describes the fault isolation and resilience design.
Section 5 addresses cardinality governance and data
management. Section 6 details the observability-as-
code model and unified alerting framework. Section
7 presents quantitative results from production
deployments. Section 8 discusses security,
governance, and future directions. Section 9
concludes the article.

2. Background and Related Work

The field of cloud-native observability has matured
considerably, yet the literature reflects persistent
fragmentation between the three observability
pillars and between the concerns of scale, fault

tolerance, and operational governance. Kosinska et
al. performed systematic mapping of state-of-the-art
observability solutions for cloud-native
applications. Although the authors conclude that
many of the solutions exist, they also find that most
work on observability has been done for single-
cluster or single-provider deployments. Little work
has been done on multi-cloud and hyper-scale
deployments [1]. Usman et al. provide a survey of
observability for distributed edge and container-
based microservices [2]. Following that work, the
same set of authors produced DESK, a distributed
observability framework for edge-based
containerized microservices that achieves a
reduction in telemetry overhead via local
aggregation agents [9]. Fasecha et al. conducted a
thorough review of microservice observability
frameworks for cloud, edge, and fog using a
categorical classification scheme based on the
microservices' deployment  platform and
implementation model [3]. Vaucher et al. explicitly
tackle the multi-cloud dimension and proposed a
transnational monitoring data integration system
able to bridge heterogeneous cloud provider APIs
[18]. While these works establish the theoretical and
architectural ground for the problem, none proposes
or evaluates an integrated system for 100,000-node,
13-cloud production deployments that unifies fault
isolation, durable delivery, and GitOps governance.

Kafka's role in telemetry pipelines has been explored
in network-centric contexts with results applicable
to the application monitoring domain. Sgambelluri
et al. proposed a Kafka-based monitoring
framework for optical network telemetry,
demonstrating that Kafka's scalability and retention
mechanisms overcome the limitations of direct-to-
storage ingestion pipelines in high-throughput
environments with variable collector availability
[5]. Vilalta et al. subsequently demonstrated Kafka's
applicability for streaming telemetry using
Transport API mechanisms in optical network
management [10]. Soldani et al. demonstrated the
utility of extended Berkeley Packet Filter (eBPF) as
a low-overhead telemetry collection mechanism for
cloud-native environments, noting that kernel-level
visibility eliminates the instrumentation overhead of
sidecar-based approaches [4]. In a complementary
contribution, the same group demonstrated cloud-
native observability architectures for telco edge
orchestration, showing how distributed
observability can support autonomous management
decisions across disaggregated infrastructure [16].
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Beetz and Harrer discuss the application of GitOps
to infrastructure and observability, solving drift and
operational issues at scale, and whether GitOps is
the next step for DevOps. They conclude that
GitOps is a continuous delivery model for
infrastructure that uses the principles of CD,
declarative versioned desired state definitions, and
automated reconciliation loops [6]. Reddy et al.
showed the feasibility of GitOps-based CI/CD
workflows for application deployment and
improved speed and security posture with automated
gate-checking [13]. Hashim et al. empirically prove
that GitOps in Kubernetes workloads considerably
improves the consistency of deployment cadence
and rollback capability [14]. SLO enforcement in
cloud-native systems has been addressed by Pusztai
et al. [7] and Nastic et al. [8], who proposed
middleware, specification languages, and elasticity-
driven SLO scripting frameworks for complex
cloud-native SLOs [12] — approaches whose SLO
metric definitions the ZIA retention model
incorporates  for  compliance-aligned  signal
preservation. Rosendo et al. demonstrated federated
approaches to achieving observability at scale [11],
a pattern the ZIA KloudFuse federation layer
extends by restricting global aggregation to pre-
computed rolled-up signals. The gap that remains —
an integrated, production-validated architecture
unifying all these concerns at hyper-scale — is the
contribution this article addresses.

3. System Architecture Overview
3.1 Core Telemetry Pipeline

The ZIA telemetry pipeline is architected so that
each stage is independently resilient, horizontally
scalable, and free from tight coupling to its
neighbors. The pipeline begins at the ZIA Exporter
layer, comprising two cooperating components: the
zia_exporter process, which collects counters at one-
second intervals from ZIA service endpoints, and
the zstats aggregator, which applies pre-aggregation
and forwards enriched metric batches. These signals
pass to the ZotelAgent — an in-house service that
receives metrics over the OpenTelemetry Protocol
(OTLP) on HTTP port 4318, appends host-level

metadata (cloud id, region, role, environment), and
forwards the enriched payload downstream. The
Metrics Decorator acts as the normalization and
governance layer: it enforces label standardization,
rejects dynamic high-cardinality labels such as IP
addresses and Universally Unique Identifiers
(UUIDs), and ensures every metric entering the
pipeline carries a consistent, query-ready label set.
Metrics are then written to Kafka, which serves as
the durable buffer layer with configurable retention
between 24 and 72 hours. The Metrics Consumer
reads from Kafka partitions and writes to
VictoriaMetrics (VM), deployed as separate clusters
for infrastructure metrics and application metrics
respectively — a deliberate fault isolation boundary
described in Section 4.

3.2 KloudFuse Federated Aggregation Layer

The KloudFuse layer serves as the global federated
aggregation point, but critically does not ingest raw
metric streams from individual clouds. Doing so
would reconstitute the cardinality explosion
problem at global scale: 13 clouds each contributing
100,000+ time series would aggregate to over 1.3
million active series at the federation layer,
overwhelming storage and query infrastructure — a
failure mode documented in multi-cloud monitoring
integration studies [18]. Instead, each cloud's
VictoriaMetrics cluster applies recording rules to
pre-aggregate raw  signals into  rolled-up
representations — hourly summaries, per-service
99th-percentile latency rollups, per-region error rate
aggregates — before forwarding these derived
metrics to KloudFuse. Soldani et al. demonstrated
that selective telemetry aggregation in telco edge
orchestration contexts prevents unsustainable
resource consumption at global aggregation layers
[16], and Pereira et al. confirmed that time-series
databases exhibit substantially different
performance profiles under varying cardinality loads
in cloud environments [15], both reinforcing the
architectural decision to pre-aggregate before
federation. The KloudFuse layer hosts the unified
dashboard and alerting surface for cross-cloud
correlation, enabling incident responders to see
globally consistent service health without
navigating 13 separate observability dashboards.
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[Figure 1: ZIA End-to-End Telemetry Pipeline Architecture]

3.3 Component Interaction and Data Contracts

The integrity of the ZIA pipeline depends on strict
data contracts enforced at the Decorator stage. Every
metric must carry four mandatory labels: cloud id
(originating cloud environment), region (geographic
deployment zone), role (workload classification),
and env (environment tier). Metrics failing label
validation are rejected at the Decorator rather than
passed forward, preventing downstream query
failures and cross-cloud correlation  gaps.
Cardinality is governed at two levels: the Decorator
enforces a maximum of 10,000 active time series per
metric at ingestion, and the Cl-based validation
pipeline blocks metric definitions exceeding this
threshold before deployment. Usman et al. identified
label inconsistency and cardinality management as

primary failure modes in distributed edge

observability deployments [9], directly motivating
the ZIA dual-layer governance model. This
proactive and retrospective control ensures that
cardinality violations are caught before deployment
or at the earliest possible pipeline stage, rather than
at query time when their storage cost has already
been incurred.

4. Fault Isolation and Resilience Design
4.1 Per-Cloud Fault Isolation

The defining principle of the ZIA resilience model
is operational independence at the cloud level. Each
of the 13 or more cloud environments — spanning
AWS production, AWS development, GCP
production, GCP development, European Union
(EU) regional deployments, and the global Control
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Plane — operates as a fully self-contained
observability unit. The Kafka cluster, Metrics
Consumer, and VictoriaMetrics instance for each
cloud are deployed entirely within that cloud's
infrastructure, with no cross-cloud dependencies in
the telemetry write path. A storage outage, network
partition, or maintenance window affecting one
cloud's observability stack has zero impact on the
telemetry collection, storage, or querying capability
of any other cloud. legacy centralized
architectures, a failure at the aggregation point
silences monitoring for the entire fleet. The ZIA
model inverts this risk: the blast radius of any
observability failure is bounded to a single cloud
boundary. analysis
demonstrates that this isolation model eliminates

In

Production incident

"observability brownouts" — conditions where
partial infrastructure failures left engineers unable to
determine which cloud regions were affected,
because the monitoring system itself was degraded.

4.2 Per-Domain Fault Isolation

Within each cloud, the ZIA architecture further
isolates infrastructure metrics from application
metrics through separate Kafka topics, consumer
groups, and VictoriaMetrics clusters. This intra-
cloud domain separation addresses a failure mode
specific to mixed-signal monitoring pipelines:
metric storms. A metric storm occurs when a
workload under stress emits abnormally high
volumes of metric data — for example, during a
cascading failure where error counters spike across
thousands of service instances simultaneously. In a
unified pipeline, this surge overwhelms the shared
storage backend, introducing write latency and
query degradation at precisely the moment when
infrastructure metrics — CPU utilization, memory
pressure, network throughput — are most needed for
root cause analysis. By routing application and
infrastructure metrics through entirely separate
pipelines, the ZIA architecture ensures that
application-layer metric storms never degrade
infrastructure visibility, directly reducing mean time
to detect (MTTD) by eliminating the pipeline
saturation that previously masked root cause signals.

Per-cloud and per-domain fault isolation topology
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[Figure 2: Per-Cloud and Per-Domain Fault Isolation Topology]

4.3 Zero Data Loss via Kafka Durable Write
Path

Direct-to-storage telemetry pipelines suffer an
inherent vulnerability: any storage unavailability
during the write window results in irrecoverable data

loss, because metric agents do not retain historical
samples beyond a small in-memory buffer. The ZIA
architecture eliminates this by interposing Kafka as
a durable write path between the Metrics Decorator
and VictoriaMetrics. Kafka partitions are configured
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with 24-to-72-hour retention, covering the longest
observed maintenance window in the ZIA
production fleet. During a storage outage, metric
agents continue writing to Kafka uninterrupted;
when VictoriaMetrics recovers, the Metrics
Consumer resumes from the last committed offset
and replays buffered samples without manual
intervention or data reconstruction. Sgambelluri et
al. demonstrated that Kafka-based telemetry
frameworks achieve measurable improvements in
delivery  reliability over direct streaming
architectures under variable network and storage
conditions [5]. The ZIA deployment corroborates
this at application monitoring scale: since the Katka
buffer was introduced, the telemetry data loss rate
dropped from 2.3% per month to 0.0%, with Kafka
replaying up to 4.1 million buffered samples
following storage recovery events without any
observable gap in the historical record.

5. Cardinality Governance and Data
Management

5.1 Cardinality Control Mechanisms

High metric cardinality is the leading cause of
performance degradation in time-series storage at
enterprise scale. When metric labels include high-
cardinality values — IP addresses, request IDs,
container hashes — the number of unique time
series grows combinatorially with each additional
dimension, causing storage write amplification,
index bloat, and query plan scans across millions of
series [2]. The ZIA cardinality governance model
applies control at three independent points. At
metric definition time, CI pipeline gates validate
proposed metric schemas against a cardinality
budget: any metric whose projected label cardinality

exceeds 10,000 active time series is rejected at the
pull request stage before deployment. At pipeline
ingestion, the Metrics Decorator enforces the same
threshold at runtime, dropping non-compliant time
series and emitting governance violation events to
the platform audit log. The storage tier contains per-
metric series limits, which are hard limits that
enforce a limit on series cardinality independent of
the Decorator, and thus protect against cardinality
violations on legacy paths that don't go through the
Decorator. This three-layer deployment protects
against "cardinality surprise" events that have
caused production outages for monitoring
infrastructure at other organizations running at
similar scale.

5.2 Tiered Retention Strategy

ZIA uses a three-tiered retention policy based on
how long each metric is useful and relevant to the
business. High cardinality application metrics such
as per instance error rates and request latency
histograms (at the full label cardinality) are retained
for one month to support active incident
troubleshooting and  post-incident  analysis.
Infrastructure metrics (per-host CPU, memory,
disk, and network signals) are kept for 6 months to
ease capacity planning and trending of anomalies
over multiple months. Aggregated error budget burn
rates and availability percentages per service are
kept for 12 months in compliance with annual
reviews, as well as SLO management frameworks
defined by Pusztai et al. [7] and Nastic et al. [8] that
require long-lived audit trails to verify whether the
service met SLOs. This tiered model reduces total
storage cost by approximately 40% relative to a flat-
retention architecture while preserving full fidelity
for the signals carrying long-term analytical value.

Table 1: ZIA Tiered Metric Retention Policy

. e . Retention .

Metric Tier Example Signals Period Primary Use Case
High-cardinality Per-instance error rates, latency | month Incident investigation, post-
application histograms incident review

Per-host CP isk I ity planni 1
Infrastructure er-host CPU, memory, disk I/O, 6 months Capa(.n y planning, anomaly
network throughput trending
SLO & compliance Err(?r bl'lc'iget burn rates, per-service 12 months Annual corr'lpliance review, SLO
availability benchmarking
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5.3 Resource Isolation for Observability
Workloads

A recurring problem in shared-infrastructure
observability deployments is resource contention
between observability workloads and the business
applications they monitor. The ZIA architecture
addresses this through explicit compute-level
isolation. The Metrics Consumers, Victoria Metrics
write workers and Kafka brokers run on strictly
constrained CPU sets controlled using Linux
cpusets. The CPU sets are pinned to physical CPU
cores which are not allocated to the scheduler pool
of the business workloads. NUMA nodes are
separated on the node. The observability workloads
allocate and access the NUMA-local memory to
prevent higher monitoring and application access
latencies across NUMA nodes on the large multi-
socket servers. Control group (cgroup) memory
limits prevent observability processes from
consuming memory that business applications need
whenever runaway cardinality or consumer lag
scenarios occur. This is one example of strict
isolation where the observability stack operates as a
zero-interference tenant on shared infrastructure.

6. Observability as Code: GitOps-Driven
Operations

6.1 GitOps Workflow for Observability
Artifacts

Until now, observability artifacts such as
dashboards, alert and recording rules, were created
and edited in web user interfaces or ad-hoc scripts
leading to configuration drift across environments
and lack of auditability and version control. ZIA
treats observability artifacts like code, storing every
dashboard definition, alert expression and recording
rule in a Git repository, validating them in CI
pipelines before moving them to higher
environments, and configuring them in chosen
environments through CD pipelines to ensure every
cloud instance is configured in the same way. Beetz
and Harrer established the theoretical foundation for
this approach, demonstrating that GitOps extends
continuous delivery principles to any system whose
desired state can be represented as declarative,
version-controlled configuration [6]. In the ZIA
implementation, Grafana dashboards are defined as
JSON configurations committed under per-service
directories; alert rules are expressed in YAML,
validated by a custom linter checking label

consistency and routing completeness; and
recording rules are reviewed through pull requests to
ensure pre-aggregation logic is peer-reviewed
before affecting production query performance.
Nedelkoski et al. demonstrated that self-adjusting
observability approaches — which continuously
validate observable state against expected
configuration — substantially improve signal
quality in cloud-native environments [17], a
principle the ZIA CI validation pipeline
operationalizes for metrics and alerting artifacts.

6.2 Self-Service Developer Observability

The organizational consequence of centralized
observability management is a permanent
bottleneck: service teams must submit requests to a
centralized team and accept artifacts that may not
accurately reflect their service's operational
semantics. At scale, this model produces stale
dashboards, untriaged alerts, and recording rules
whose queries no longer match the current metric
schema. The ZIA self-service model transfers
ownership of observability artifacts to the service
teams that understand their own workloads. Any
engineer can define new metrics through the CI-
validated schema pipeline, build dashboards through
the GitOps workflow, and configure alerts through
the standardized routing framework — without
requiring interaction with a centralized observability
team. The platform team's role shifts from artifact
creation to standards enforcement: maintaining the
schemas, cardinality budgets, and alert routing
templates ~ within ~ which  teams  operate
autonomously. Reddy et al. demonstrated that
GitOps-driven ownership reduces configuration
inconsistency and improves security posture
through automated pre-merge gate checking [13],
effects that the ZIA implementation extends to the
observability domain. Dashboard creation lead time,
previously requiring 3-to-5 business days through
centralized request queues, is now bounded by a
team's own CI/CD cycle time — typically under two
hours.

6.3 Unified Alerting Framework and Legacy
Modernization

Legacy alerting architectures in large enterprises
typically comprise Nagios configurations from the
early 2000s layered with Prometheus rules from
Kubernetes migrations, producing environments
where the same service carries 20 to 30 overlapping
alert definitions across different systems with no
common routing or deduplication layer. The ZIA
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alerting framework consolidates all alert definitions
into a single platform with priority-based routing: P1
alerts — indicating active customer impact or Tier-
0 service degradation — route to both ServiceNow
for incident ticket creation and Slack for real-time
notification; P2 and P3 alerts route to Slack only,
reducing ServiceNow ticket volume for non-critical
events. Al-driven alert tuning through KloudFuse
anomaly and seasonality detection identifies

thresholds generating excessive noise and flags
them for recalibration, reflecting the self-adjusting
observability  principles  demonstrated by
Nedelkoski et al. [17]. In the six months following
full migration off Nagios, the alert-to-incident ratio
decreased from 47:1 to 81 — a 5.9-fold
improvement in alert fidelity that directly reduces
engineer fatigue and accelerates incident triage.

Table 2: GitOps-Driven vs. Traditional Centralized Alerting Model

Dimension

Traditional Centralized Model

ZIA GitOps Model

Artifact ownership Central observability team

Service team (developer-owned)

Change process Manual GUI / ad hoc scripts

Pull request — CI validation - CD deployment

Dashboard lead time |3—5 business days

Under 2 hours (CI/CD cycle)

Alert routing Ad hoc, per-system config

Unified priority-based routing (P1/P2/P3)

Configuration drift

Frequent across environments

Eliminated via reconciliation loops

Alert-to-incident ratio [47:1 (pre-ZIA baseline)

8:1 (post-ZIA, 5.9x improvement)

Audit trail None / informal

Full Git history + ServiceNow integration

7. Evaluation and Results
7.1 Deployment Scale and Environment

The ZIA Global Observability Architecture is
deployed across the Zscaler Internet Access
production fleet, comprising over 100,000 active
monitored instances across 13 cloud environments:
AWS production US, AWS production EU, AWS
development US, AWS development EU, GCP
production US, GCP production EU, GCP
development US, GCP development EU, GCP
development Asia-Pacific, and the global Control
Plane. Each cloud environment hosts an independent
Kafka cluster, a Metrics Decorator service, and a
pair of VictoriaMetrics clusters. The ZotelAgent and
ZIA Exporter components are deployed on every
monitored host, collecting metrics at one-second
intervals. Total telemetry ingestion exceeds 3.2
million active time series globally, with peak write
throughput of approximately 890,000 samples per
second during business-hours traffic peaks. As
described in the previous section, the measurement
process compares the pre-ZIA baseline metric
values observed on the legacy centralized
monitoring platform to the corresponding post-ZIA
production metric values over a period of six
months. This deployment is considerably greater
than those shown in the previous multi-cloud

monitoring use cases [18], thereby providing a more
stringent scalability test of the architecture under
production enterprise workloads.

7.2 Quantitative Performance Results

The ZIA architecture improved all high-level
observability metrics. For example, after adding a
Kafka durable buffer layer, the percentage of lost
data decreased from 2.3% per month in pre-ZIA
baseline to 0.0% in ZIA. Telemetry freshness
improved dramatically, from an average of 4.2
minutes in the legacy centralized architecture,
where data was pulled in batches, to 47 seconds
using Kafka consumer streaming post-ZIA.
Dashboard  standardization  increased  from
approximately 23% to 100% over the 18 months
following ZIA adoption. The alert-to-incident ratio
improved from 47:1 to 8:1. Query response time for
infrastructure metric dashboards requiring cross-
service aggregation over six-month retention
windows improved by 38%, as storage index sizes
were reduced by approximately 40% through tiered
retention and cardinality controls. These results
compare favorably against benchmarks reported for
time-series databases under high-cardinality cloud
workloads [15], where cardinality reduction was
shown to produce non-linear improvements in query
throughput. The mean time to recover (MTTR) for
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Tier-0 services decreased by 34% over the same
period, attributable to faster incident triage enabled

by the improved alert fidelity and cross-cloud
dashboard consolidation.

Table 3: Pre-ZIA vs. Post-ZIA Observability Performance Comparison

Metric Pre-ZIA Baseline | Post-ZIA Result Improvement
Telemetry data loss rate 2.3% per month 0.0% per month ~ {100% elimination
Telemetry freshness (avg) 4.2 minutes 47 seconds 81% reduction
Dashboard standardization 23% 100% +77 percentage points
Alert-to-incident ratio 47:1 8:1 5.9% improvement
Query response time (6-mo window) Baseline 38% faster —38%
Storage index size Baseline 40% smaller —40%
MTTR (Tier-0 services) Baseline 34% reduction —-34%
Fault blast radius (clouds/incident) 4.7 clouds avg 1.0 cloud Fully contained

7.3 Fault Isolation Validation

The fault isolation model was validated through two
categories of evidence: controlled maintenance
events and unplanned failure incidents. During
scheduled VictoriaMetrics cluster maintenance in
the AWS production US environment — a four-hour
window during which the storage backend was
unavailable for writes — telemetry from all other
cloud environments continued uninterrupted, with
zero impact on dashboard availability or alert
evaluation in GCP production, EU environments, or
the Control Plane. Kafka retention buffered 4.1
million metric samples during the maintenance
window; all samples were replayed upon storage
recovery with no gaps in the historical record.
Analysis of six unplanned storage incidents over the
evaluation period confirms consistent fault
containment: in all six cases, the failure blast radius
was bounded to the affected cloud's pipeline, with
no cross-domain or cross-cloud propagation. Pre-
ZIA records show that equivalent storage failures in
the centralized architecture produced monitoring
brownouts affecting an average of 4.7 cloud
environments per incident.

7.4 Deployment and Transition Strategy

The ZIA architecture was deployed using a parallel
run model to eliminate migration risk. During an
eight-week transition period, the legacy and new
systems operated simultaneously, ingesting the
same telemetry streams. Automated parity checking
compared alert firing patterns between systems,
identifying cases where legacy thresholds no longer
matched the new normalized label schemas. The
parallel run enabled the team to validate ZIA
correctness against the known-good baseline before
cutover, and to identify 147 legacy alert rules
duplicated across three or more alerting systems —
all consolidated into canonical definitions before
legacy system decommissioning. Hashim et al.
demonstrated that parallel deployment and
automated parity validation are essential for safe
migration to GitOps-governed infrastructure
systems [14], validating the approach taken here.
Independent CI/CD pipelines ensure the ZIA stack
continues to evolve independently from core
platform releases: observability updates can be
deployed multiple times daily without coordination
with application deployment windows.

Table 4: ZIA Component Performance Summary

Component Role

Key Performance Characteristic Scale

ZIA Exporter / zstats [Metric collection

1-second collection interval

Per-host (100K+
hosts)

OTLP ingestion &

ZotelAgent .
& enrichment

Metadata appended at sub-ms latency [Per-host

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2026, 14(1s), 1257-1269 | 1258



. Label normalization & <10K series/metric enforced at
Metrics Decorator . . Per-cloud
governance ingestion

Kafka buffer Durable telemetry buffering |24—72 hr retention, 0% data loss Per-cloud cluster
VictoriaMetri . . .
('Illcfrz;la etres Infrastructure metrics storage |6-month retention, 38% faster queries |Per-cloud

i
VictoriaMetri o . . .
(a;:p())na CHes Application metrics storage |1-month retention, fault-isolated Per-cloud
KloudFuse Global federated aggregation Pre-aggregated rollups only, cross- Global

SEICEAMON lcloud SLO

GitOps CI/CD Artifact &

.1 I.JS Hlact govemarce <2 hr dashboard deployment cycle  |All clouds
pipeline deployment

8. Security, Governance, and Future Directions
8.1 Security and Role-Based Access Control

Observability systems have access to production
telemetry that can expose sensitive operational
information — traffic volumes, error rates, latency
distributions, and infrastructure topology. The ZIA
architecture implements RBAC for observability
throughout the stack. Grafana dashboards are at the
team level. Users who do not own a service cannot
modify dashboards. Kafka topics are secured by
Apache Kafka's built-in access control list (ACL)
mechanism, where only the service account of the
component behind each pipeline is allowed to
produce or consume from the topic. VictoriaMetrics
clusters are protected via RBAC rules, using HTTP
Basic authentication and IP allowlisting. Git
repositories containing observability artifacts
implement branch protection rules that require a pull
request review for every alert rule or recording rule.
This creates a human-in-the-loop governance gate
for all configuration changes. Grants within the
system are based on the principle of least privilege,
and quarterly access reviews are executed to revoke
stale permissions. All access grant, revocation, and
configuration change events are logged through the
ServiceNow integration, to maintain a compliance
audit trail.

8.2 Governance and Operational Compliance

All observability artifacts have a valid Git history
linking them back to the commit that created them,
the pull request reviewer that approved them, and
the deployment event that deployed them in the
CI/CD (Continuous Integration/Continuous
Delivery) pipeline. This satisfies the enterprise's
compliance requirement for change management,

which states that there should be documented proof
of who approved a change and when the change was
deployed. The ServiceNow integration includes
incident management governance, and creates
ServiceNow incidents from P1 alert firings with
alerting service, affected environment, alert
expression and links to their dashboards. Metric
retention policies are codified in the same GitOps
repository as alert rules, and therefore receive the
same governance, review and approval, and audit
processes as any other observability configuration.
This code-first governance model eliminates
undocumented tribal knowledge — where retention
settings, alert thresholds, and dashboard ownership
are known only to the individuals who configured
them — replacing it with an auditable, version-
controlled operational record.

8.3 Future Directions

Several directions exist for extending the ZIA
architecture toward proactive system intelligence.
The most impactful near-term enhancement is the
integration of Al-driven anomaly detection and
seasonality modeling into the KloudFuse alerting
layer. Current alert thresholds are statically defined
and require periodic manual recalibration.
Nedelkoski et al. demonstrated that self-adjusting
observability approaches — where thresholds adapt
continuously to observed signal behavior —
significantly outperform static configurations in
cloud-native environments [17], and the ZIA metric
corpus provides a 12-month historical signal base
sufficient to train such models. Predictive capacity
planning wusing regression models trained on
VictoriaMetrics storage growth curves represents a
second near-term opportunity, enabling proactive
infrastructure provisioning 30 to 90 days ahead of
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demand. Integration with distributed tracing systems
— correlating OpenTelemetry trace span data with
the metric signals already flowing through the ZIA
pipeline — would close the remaining observability
gap, enabling engineers to navigate from a metric
anomaly to the specific request traces that produced
it. These extensions build directly on the federated
and scalable foundation that the ZIA architecture
provides, and are the subject of ongoing engineering
development within the production deployment.

9. Conclusion

This article has presented the ZIA Global
Observability Architecture, a production-deployed
framework that redefines observability at hyper-
distributed scale as a distributed, fault-isolated,
developer-owned, and code-governed system. The
architecture  addresses  four interconnected
challenges that existing literature treats in isolation:
eliminating data loss through Kafka-backed durable
telemetry pipelines; containing failure blast radius
through per-cloud and per-domain isolation
boundaries; enforcing cardinality —governance
through a three-layer control model operating at CI,
ingestion, and storage tiers; and placing all
observability artifacts under GitOps version control
and CI/CD validation. The production evaluation
demonstrates zero data loss, sub-minute telemetry
freshness, 100% dashboard standardization, a 5.9-
fold improvement in alert fidelity, and a 34%
reduction in mean time to recover for Tier-0 services
in a fleet exceeding 100,000 nodes across 13 cloud
environments. These outcomes collectively
represent a quantifiably superior operational posture
relative to the centralized architecture they replaced.

The broader implication of this work is architectural.
The ZIA framework demonstrates that observability
at enterprise scale requires a fundamental departure
from the centralized-tool paradigm. Centralized
architectures create single points of failure,
operational bottlenecks, and governance gaps that
scale inversely with the complexity of the systems
they monitor. The ZIA model inverts this
relationship by distributing observability ownership,
buffering telemetry durably, isolating failure
domains, and encoding operational knowledge as
version-controlled artifacts. These represent a
distinct architectural philosophy validated at
production scale, providing a concrete and
replicable blueprint for enterprises operating across
multi-cloud environments at comparable scale.

Future enhancements including Al-driven dynamic
thresholding, predictive capacity forecasting, and
deep integration with distributed tracing systems
will extend the ZIA framework's capabilities from
reactive  observability to proactive system
intelligence. As cloud-native architectures continue
to grow in scale and heterogeneity, the principles
embodied in the ZIA design — fault isolation,
durable delivery, code-first governance, and
federated aggregation — will become foundational
requirements rather than differentiators for any
observability system operating at production scale.
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