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Abstract: App marketplaces face persistent threats from fraudulent developers who manipulate ratings, inflate 

download counts, and distribute malware. This paper proposes a composite trust index that aggregates behavioral, 

transactional, and relational signals into a unified developer score. The framework draws on computational trust 

theory, graph-based anomaly detection, and ensemble machine learning to enable continuous, automated 

enforcement at platform scale. 

Keywords: ensemble, enforcement, transactional 

1. Introduction 

The scale of developer fraud in app marketplaces 

reached a measurable threshold in 2023, when 

Google removed 2.28 million policy-violating apps 

from Google Play — a 59% increase over the 1.43 

million removed in 2022 — and banned 333,000 bad 

developer accounts [1]. Apple's response in the prior 

year reflected similar pressure: the company stopped 

more than $2.09 billion in fraudulent App Store 

transactions in 2022, blocked 147 million fraudulent 

ratings and reviews, and prevented nearly 84,000 

potentially fraudulent apps from reaching users [2]. 

Taken together, these figures make clear that 

waiting for user complaints or scheduled audits 

gives fraudulent developers time to extract revenue 

and inflate install counts before any response 

arrives. The harm to the marketplace and its users 

accumulates during that window. By the time 

enforcement acts, reputational damage to the 

marketplace and harm to end users have already 

occurred. A proactive scoring mechanism, applied 

continuously at the developer level rather than the 

app level, offers a structural improvement. 

Trust scoring is not new to digital platforms. Peer-

to-peer networks developed early reputation models 

in the early 2000s, and e-commerce platforms have 

long used behavioral signals to flag buyer and seller 

fraud. App marketplaces, however, present a distinct 

challenge. Developers are not one-time transactors; 

they maintain ongoing relationships with the 

platform through submission, update, review 

response, and monetization activity. The 

longitudinal nature of this relationship creates a 

richer signal space than most trust modeling 

literature addresses. 

This paper proposes a composite trust index built 

from three signal families: behavioral signals 

derived from submission and review patterns, 

transactional signals derived from payment disputes 

and refund abuse, and relational signals derived 

from graph-based co-review and co-install analysis. 

The index is designed for real-time computation and 

threshold-based enforcement, allowing platforms to 

move from reactive takedown to proactive scoring. 

 

2. Theoretical Foundations of Trust Scoring 

Computational trust models have evolved through 

several distinct paradigms since Josang, Ismail, and 

Boyd's foundational survey [1]. Reputation 

averaging aggregates user ratings over time into a 

scalar score. The method is computationally simple 

and highly scalable, but it fails to account for the 

temporal dynamics of rating manipulation. 

Fraudulent developers routinely generate initial 

bursts of positive reviews that distort the aggregate 

before detection. 

EigenTrust, introduced by Kamvar, Schlosser, and 

Garcia-Molina for peer-to-peer networks, uses 

iterative propagation of trust across peer 

connections [3]. The algorithm is effective when the 

trust graph is dense and bidirectional, conditions that 

hold in P2P file sharing but not in app marketplaces, 
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where developer-to-developer relationships are 

sparse and indirect. 

Bayesian updating offers a more principled 

treatment of sparse data. A prior belief about a 

developer's trustworthiness is updated with new 

evidence as it arrives, producing a posterior that 

reflects accumulated information. This approach 

handles the cold-start problem better than averaging 

methods and has been applied to trust in service-

oriented architectures [5]. 

Graph neural networks extend trust propagation into 

the structural domain. Huo et al. demonstrated that 

GNN-based trust evaluation captures latent 

relationships that scalar models miss, including co-

review rings and coordinated installation patterns 

[18]. The computational cost is higher, but the fraud 

detection gain is substantial for marketplace 

environments. 

Table 1. Comparison of trust model architectures across scalability and fraud detection fit. 

Model 

Type 

Core Mechanism Scalability Fraud Detection Fit 

Reputation 

averaging 

Aggregate star ratings over time High Low — susceptible 

to review inflation 

EigenTrust Iterative peer trust propagation Medium Medium — effective 

in P2P but not app 

stores 

Bayesian 

updating 

Prior belief updated with new evidence Medium High — handles 

sparse data per 

developer 

Graph-

based 

(GNN) 

Structural trust propagation Low-Medium High — captures co-

review and co-install 

rings 

Composite 

index 

Weighted multi-signal aggregation High High — combines 

behavioral, 

transactional, 

relational 

 

No single model from Table 1 addresses the full 

detection surface of developer fraud. Reputation 

averaging handles scale but misses coordination. 

GNN methods detect coordination but require dense 

graph structure. A composite index that fuses 

outputs from multiple signal families addresses the 

limitations of any individual approach. 

 

3. Behavioral Signal Engineering 

Behavioral signals come from what developers 

actually do inside the platform — how often they 

submit, how they update, how reviews accumulate, 

and what keywords they target. Because these logs 

are platform-internal, the signals are available the 

moment an event occurs, giving them lower latency 

than any other input to the composite index. 

Submission history is particularly telling. A 

developer pushing thirty near-identical apps within 

72 hours is doing something legitimate product 

development rarely produces. Developers who cycle 

through rapid minor-increment uploads with little 

substantive code change are typically probing the 

platform's review filters rather than shipping 

genuine improvements. 

Review accumulation patterns carry strong 

diagnostic value. When ratings arrive in a 

concentrated burst shortly after launch rather than 

spreading out as the user base grows, the pattern 

points toward coordinated injection rather than 

organic feedback. Research documented that 93.3 

percent of apps confirmed as fraudulent contained at 

least one co-review pseudo-clique, and three 

quarters of identified malware apps were linked to 

search rank manipulation [9]. 
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Rating distribution analysis exploits the bimodal 

signature of review manipulation. Authentic ratings 

tend to cluster in the three-to-four star range, with 

tails at both extremes. Manipulated ratings show a 

bimodal distribution with high concentrations at one 

and five stars and few mid-range values. This pattern 

is stable across app categories and can be computed 

from the rating histogram without accessing review 

text. 

Table 2. Behavioral signal categories with feature examples and associated fraud indicator patterns. 

Signal Category Feature Examples Fraud Indicator Pattern 

Submission patterns Upload frequency, version cadence Burst submissions with minimal 

code change 

Update behavior Days between updates, changelog 

completeness 

No updates after initial high-

rating period 

Review velocity Reviews per day post-launch Spike within 48 hours of launch 

Rating distribution 1-star and 5-star ratio Bimodal distribution with no 

mid-range ratings 

Keyword stuffing Title and description token density Repeated high-value search 

terms with low relevance 

 

Rolling windows of 7, 30, and 90 days turn raw 

developer logs into time-aware features that capture 

both sudden anomalies and gradual drift. 

Benchmarking against peers in the same developer 

cohort rather than platform-wide averages keeps 

high-velocity markets from generating spurious 

fraud flags. 

 

Figure 1. Behavioral Signal Extraction Pipeline 
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4. Transactional Signal Analysis 

Transactional signals originate from the payment 

infrastructure: purchase records, subscription 

renewals, dispute filings, and refund requests. These 

signals are distinct from behavioral signals in that 

they reflect user responses to developer actions 

rather than developer actions directly. A developer 

whose apps generate elevated dispute rates is 

producing user-observable harm, regardless of how 

the behavioral signals appear. 

Fraud rate computation per developer requires 

aggregating transaction-level events into per-

developer rolling statistics. The rolling fraud rate is 

the proportion of transactions resulting in a 

chargeback or dispute within a defined window. 

Developers whose rolling fraud rate exceeds the 

regional baseline by two or more standard deviations 

are flagged for elevated scrutiny. 

A softer transactional signal comes from refund 

patterns. Developers whose refund rate runs high 

while their chargeback rate stays low are likely 

offering products that fall short of what users expect 

— frequently subscription apps with opaque free-

trial terms — without generating formal disputes. 

Research has noted that refund pattern analysis 

remains underutilized in financial fraud detection 

despite its practical value [16]. 

The processing pipeline moves raw transaction 

records through a sequence of aggregation and 

normalization steps before they contribute to the 

trust index. Using three distinct lookback windows 

means that a sudden fraud spike and a slow 

degradation in payment quality each register in the 

final score. 

Flowchart 1. Transactional signal processing pipeline from ingestion to trust index update. 

Stage Process Description 

Transaction ingestion Normalize transaction records; attach dispute and refund flags 

Feature extraction Compute per-developer rolling fraud rate, dispute ratio, refund abuse 

score 

Temporal windowing Apply 7-day, 30-day, and 90-day lookback windows 

Anomaly scoring Flag developers with rolling fraud rate exceeding regional baseline by 2 

standard deviations 

Signal fusion Combine transactional score with behavioral and relational signal scores 

Trust index update Write updated composite trust score to developer profile; trigger review 

queue if threshold breached 

 

The output of the transactional pipeline is a 

normalized percentile rank within the developer 

cohort, which serves as the transactional sub-score 

in the composite index. Percentile ranking is more 

robust than absolute thresholds when fraud base 

rates vary across app categories. 

 

5. Relational Signal Modeling 

Relational signals emerge from the web of 

connections that developer accounts form through 

shared reviewers, overlapping install bases, and co-

occurring permissions. Where behavioral and 

transactional signals characterize what an individual 

developer does in isolation, relational signals 

characterize how that developer's activity maps onto 

the broader ecosystem around them. 

The co-review clique is the foundational relational 

structure. A clique exists when a set of accounts 

reviews the same set of apps, a pattern that is 

statistically unlikely under independent review 

behavior. Rahman et al. established through 

empirical analysis that the vast majority of 

fraudulent apps — 93.3% — are embedded in at 

least one co-review pseudo-clique [9]. Graph 

construction connects reviewers by shared app 

reviews, and community detection algorithms 

identify dense subgraphs that constitute probable 

review rings. 

Developer co-install graphs capture a different 

threat: malware distribution through bundled app 
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families. Recurrent co-installation of apps spanning 

multiple developer accounts within the same user 

base points toward a deliberately orchestrated 

distribution scheme. This pattern is associated with 

malware families that use multiple developer 

identities to reduce per-account risk of detection. 

Account age network analysis detects factory-scale 

account creation. When a set of developer accounts 

shares the same or closely clustered registration 

timestamps, it indicates automated account 

generation. IP co-location analysis further narrows 

the detection surface. Cross-app permission overlap 

identifies apps from different accounts that share 

non-standard permission sets, a signal of malware 

family membership. 

Table 3. Relational signal types with graph representations and associated detection uses. 

Signal Type Graph Representation Detection Use 

Co-review clique Accounts that review the same set of apps Identifies coordinated review rings 

Developer co-

install 

Apps frequently installed together by 

same users 

Detects bundled malware distribution 

Account age 

network 

Developer accounts with same 

registration timestamp 

Identifies bulk account creation 

IP co-location Accounts registered from the same IP 

range 

Flags factory-scale developer fraud 

Cross-app 

permission overlap 

Apps sharing non-standard permission 

sets 

Signals malware family membership 

 

Graph centrality metrics — degree, betweenness, 

and PageRank — serve as relational features for 

each developer node. A developer with high 

betweenness centrality in the co-review graph 

occupies a structural position consistent with 

coordinating a review ring, even if no single review 

is individually suspicious. 

 

6. Composite Trust Index Construction 

Combining the three signal domains requires each 

sub-score to be normalized on a common scale 

before aggregation. The final index runs from zero 

to one, with lower values indicating greater fraud 

risk. A shrinkage procedure pulls scores for data-

sparse accounts toward the cohort average so that 

limited observations cannot produce extreme 

readings. 

Weight calibration uses logistic regression trained 

on a labeled set of confirmed fraudulent and clean 

developer accounts. The regression learns the 

relative predictive power of each sub-score domain 

for the fraud outcome, producing weights that reflect 

empirical signal quality. Rahman et al.'s FairPlay 

system achieved 97.74% accuracy with a 1.01% 

false positive rate using Random Forest on app store 

behavioral features, compared to a 55.23% accuracy 

baseline with SVM at a 65.32% FPR [9]. 

Deep learning approaches extend performance 

further on large benchmark datasets. Ashraf et al. 

demonstrated 99.92% accuracy in Android malware 

detection using a CNN architecture on the Drebin 

benchmark [22]. These results establish the upper 

bound on single-domain signal performance; the 

composite index targets comparable accuracy by 

combining domains with complementary error 

profiles. 

The construction pipeline moves from individual 

sub-score computation through weight calibration to 

isotonic regression for calibration at enforcement 

thresholds. Isotonic regression corrects for 

systematic bias in probability estimates, ensuring 

that the composite index value at the enforcement 

threshold corresponds to the stated false positive 

rate. 
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Flowchart 2. Composite trust index construction pipeline from sub-score computation to calibration 

check. 

Component Construction Logic 

Behavioral sub-score Weighted sum of submission, update, and review 

velocity features; normalized 0-1 

Transactional sub-score Rolling fraud rate percentile rank within developer 

cohort; normalized 0-1 

Relational sub-score Graph centrality in co-review network; normalized 0-1 

Weight calibration Logistic regression on labeled developer fraud cases; 

weights updated quarterly 

Composite index Weighted average of three sub-scores with 

regularization for data sparsity 

Calibration check Isotonic regression to ensure composite index is well-

calibrated at enforcement thresholds 

 

Accounts that have been active for fewer than 30 

days carry limited signal history, and the shrinkage 

procedure keeps that thin evidence base from 

driving extreme scores in either direction. 

 

7. Operationalizing at Platform Scale 

Deploying a composite trust index at the scale of a 

major app marketplace requires decisions about 

score refresh frequency, enforcement thresholds, 

and human review allocation. Each parameter 

involves a trade-off between fraud detection latency, 

computational cost, and developer experience. 

The enforcement volume at leading marketplaces is 

substantial: Google Play Protect flagged more than 

five million malicious off-Play apps through real-

time scanning in 2023 alone, which gives a sense of 

the throughput that any production scoring system 

must sustain [6]. Daily score refresh strikes a 

workable balance between detection latency and 

compute cost at this scale. 

The score range maps to three response zones. 

Developers above 0.35 continue operating normally. 

Those whose scores fall between 0.15 and 0.35 enter 

an automated review queue for closer examination. 

Scores below 0.15 result in immediate listing 

suspension pending a human decision. Tiering the 

response this way channels analyst attention toward 

genuinely ambiguous accounts while the automated 

pipeline handles the clear-cut cases. 

Table 4. Operational deployment parameters with recommended settings and rationale. 

Parameter Recommended Setting Rationale 

Trust score refresh 

frequency 

Every 24 hours Balances latency vs. 

computational cost 

Alert threshold for 

review 

Score below 0.35 Calibrated to 1.01% 

FPR from FairPlay 

benchmark 

Hard block 

threshold 

Score below 0.15 Reserves human review 

for edge cases 

Retroactive audit 

window 

90 days Captures slow-moving 

fraud ring activity 

Appeal processing 

SLA 

72 hours Balances developer 

experience with 

enforcement speed 

Model retraining 

cadence 

Quarterly Accounts for seasonal 

fraud pattern shifts 
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Appeal processing at a 72-hour SLA balances 

developer experience against enforcement pressure. 

Legitimate developers who receive a false positive 

flag have a clear and time-bounded path to 

restoration. The 90-day retroactive audit window 

ensures that slow-moving fraud rings remain within 

the enforcement window. 

 

8. Discussion 

The composite trust index framework addresses a 

structural gap in app marketplace governance: the 

absence of a developer-level, multi-signal scoring 

mechanism that operates continuously rather than 

reactively. The behavioral, transactional, and 

relational signal families capture complementary 

aspects of fraud behavior, and their fusion into a 

single index reduces the false positive rate relative 

to any individual signal domain. 

Several limitations warrant acknowledgment. First, 

the relational signal component requires a 

sufficiently dense graph to produce reliable 

centrality metrics. New marketplaces with small 

developer populations may not have the graph 

density needed for co-review clique detection. 

Second, the weight calibration procedure depends 

on a labeled dataset of confirmed fraud cases; 

platforms without mature enforcement histories may 

need to bootstrap weights from published 

benchmarks. 

Adversarial adaptation is the most persistent 

operational concern. Actors penalized by the scoring 

system will eventually probe its logic and adjust 

their behavior to stay below detection thresholds. 

Scheduled retraining on a quarterly cycle keeps pace 

with broad seasonal shifts in fraud activity, though 

it cannot pre-empt deliberate blind-spot hunting by 

sophisticated adversaries. Pairing the classifier with 

anomaly detection methods that flag statistically 

unusual behavior regardless of class prediction adds 

a further defensive layer. 

Beyond enforcement, trust scores could inform how 

platforms sequence reviews, calibrate monetization 

access, or pace feature availability for new 

developers — applications that require careful 

calibration to avoid penalizing legitimate small 

developers who simply lack enough behavioral 

history to score well. 

 

 

9. Conclusion 

This paper presented a composite trust index for 

developer fraud detection in app marketplace 

ecosystems. The index fuses behavioral, 

transactional, and relational signals through a 

calibrated aggregation pipeline, producing a 

continuous score that supports threshold-based 

enforcement at platform scale. The framework 

draws on established computational trust theory 

while incorporating graph-based relational analysis 

and ensemble machine learning to address the 

detection surface that single-domain models cannot 

cover. 

Platform operators implementing the index should 

prioritize weight calibration on internally labeled 

data and invest in the graph infrastructure required 

for relational signal computation. The operational 

parameters in Table 4 provide a calibrated starting 

point, with the expectation that thresholds will be 

adjusted as the labeled fraud dataset grows. Running 

calibration checks alongside each retraining cycle 

keeps the score's enforcement thresholds properly 

aligned as the underlying fraud landscape shifts. 
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