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Abstract: Net asset value calculation, treasury reporting, and risk aggregation all run on data pipelines that are
expected to work every day, on time, without exception. In practice they don’t always. Upstream feeds arrive late.
Source schemas change without warning. Null rates spike. Replication channels back up under load. Static-
threshold monitoring catches the obvious cases and misses the rest, and it treats a market-wide price swing the
same way it treats a corrupted feedvas an alert to be triaged manually. This paper proposes a self-healing pipeline
architecture built around four separated, auditable stages: telemetry collection, machine learning-driven anomaly
detection, dependency-aware diagnosis, and governed remediation. The detection logic draws directly from
production price-validation practicevchecking a security’s movement against correlated peers rather than judging
it alone because that distinction is what separates a real anomaly from ordinary market behavior. Evaluation
combines synthetic fault injection with replay of historical incidents, and reports verified production evidence:
dependency-aware filtering of NAV pricing exceptions reduced false-positive review volume by roughly 95%,
and eliminating redundant source-side updates cut change-data-capture replication lag from hours to seconds.
Detection and recovery speed are characterized qualitatively rather than with an invented figure, since no verified
time-to-detect or time-to-recover statistic exists for the reference production system. The paper closes with a look
at generative-Al-assisted remediation reporting and regulatory-aware automation as next steps.

Keywords—self-healing pipelines, anomaly detection, financial data architecture, root cause analysis, ETL
reliability, AIOps

I. Introduction arrive late or incomplete, often around holidays or
when a vendor changes its own systems without
much notice. Source schemas drift; a field gets
renamed, a format changes, and downstream

A fund accounting platform lives or dies on its feeds.
Pricing data, corporate action notices, position

updates, all of it has to arrive correctly and on . .
transformation logic that assumed a stable contract

quietly breaks. Data quality regresses in ways that
pass basic validation but corrupt an aggregate
calculation: an unexplained spike in nulls, a
duplicate record, or a price that’s technically valid
but wrong. And infrastructure Dbottlenecks,
replication contention, and resource exhaustion at
peak load introduce latency that gets worse exactly
when it can least be tolerated. None of this is
speculative; each pattern has shown up directly in

schedule to support daily net asset value calculation.
Treasury investment systems face the same pressure
from a different angle, consolidating trade activity
across available-for-sale and held-to-maturity
portfolios for mark-to-market reporting. Neither
system has room for a quiet failure. A late price
update or a malformed corporate action record
doesn’t just delay a report; left unchecked, it
becomes an inaccurate valuation that reaches a client

or a regulator. . .
production fund accounting and treasury systems,

Four failure patterns show up again and again in not just in the generic DevOps literature that self-
these environments, summarized in Table 1. Feeds healing research usually draws on [1].

Independent Researcher, USA
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Table 1: Failure Taxonomy in Financial Data Pipelines

. . . . . Operational
Failure Mode Typical Trigger Detection Signal
Consequence

Vendor system change; market|Missing or late file arrival; stale|Delayed NAV cutoff;
Upstream feed delay . . . . .

holiday scheduling timestamp late client reporting

. . . Silent  transformation
. Uncoordinated upstream field|Parsing failure; unexpected null

Schema drift error; downstream

or format change pattern .
corruption

Source system defect; corrupted(Null spike; duplicate records;{Inaccurate  aggregate

Data-quality regression . . . Sy .
quatity reg extract outliers passing basic validation|valuation

Compounding latency

Replication contention; peak-|Rising queue depth; replication .
P P £4 P P under stress; missed

Infrastructure bottleneck

load resource exhaustion lag; session contention SLA
Threshold alerts catch the symptom, not the cause. auditable stages a structure suited to regulated
A fixed limit on job duration flags a slow batch environments in a way generic self-healing pipelines
without telling you whether it’s a network blip or a are not.

genuine schema break. And during real market
stress, a rate shock, a credit event, or legitimate price
movement spikes across the board, which is exactly
when static thresholds fail hardest: they can’t tell a
systemic market move from a single feed going bad.
This is the problem that motivated dynamic, e A control loop designed for hybrid environments,
correlation-aware price validation in production where legacy change-data-capture replication feeds
NAYV processing in the first place. Instead of judging cloud-native processing.

one security’s move in isolation, checking it against

e A dynamic-threshold detection approach adapted from
correlated-instrument validation logic used in
production financial pricing systems, rather than
borrowed wholesale from CI/CD anomaly detection.

e An evaluation protocol combining synthetic fault

a basket of correlated instruments tells you whether injection and historical incident replay, grounded in

the whole market moved or just your feed did [2], verified production evidence rather than estimated

(31 figures.
The position this paper takes is that recovery-time
improvement in regulated financial pipelines comes
primarily from dependency-aware diagnosis, not
from the sophistication of the anomaly-scoring
model on its own. A system that can tell "the sector
moved" apart from "the feed broke" closes the real
gap between merely flagging something and acting

Section II surveys prior work on threshold
monitoring, ML-based anomaly detection, and self-
healing automation and identifies where that
literature falls short for regulated financial data.
Section III lays out the proposed framework. Section
IV covers evaluation methodology and results.

] e - i Section V concludes and points to future work.
on it safely. This isn’t an uncontroversial claim. A

systems engineer could reasonably argue that model
architecture matters more than dependency IL Related Work
awareness, regardless of how the diagnosis layer is
built, and the evaluation later in this paper is
designed to engage that disagreement head-on rather

than assume it away. Batch ETL still dominates fund accounting and
regulatory  reporting, mainly because its
deterministic execution is easy to audit, even as
streaming architectures pick up ground for intraday
risk use cases. Monitoring for both patterns has
leaned on static thresholds, job duration caps, error-

A. Traditional ETL and Threshold-Based
Monitoring

This article contributes the following:

e A layered self-healing architecture that keeps
telemetry, ML-based detection, dependency-aware
diagnosis, and governed remediation as separate,
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rate ceilings, and missing-file alerts. These catch
known failure modes reliably enough, but they
generate excessive false positives under variable
load, and they miss anomalies that build gradually
rather than announcing themselves as a hard failure

[4].

B. Machine Learning-Based Anomaly Detection
in Data and DevOps Pipelines

Unsupervised methods like autoencoders, isolation-
based scoring, and statistical drift detectors have
found traction in CI/CD telemetry and pipeline log
analysis precisely because labeled failure examples
are scarce and production failures rarely repeat
themselves in exactly the same form [5], [6].
Isolation-based scoring in particular has become a
common baseline for high-dimensional, mixed-type
operational telemetry [5]. The same anomaly-
detection pattern extends well beyond software
pipelines: comparable unsupervised techniques have
been applied to physical industrial pipelines to catch
sensor and flow anomalies [7] and separately to
secure ETL pipeline design against data-integrity
and encryption threats [8], [9], a related but distinct
concern from the operational-reliability focus of this
paper. Concept-drift detection tackles a further
related but distinct problem: separating a genuine

shift in the underlying data-generating process from
a passing anomaly, which is directly relevant to
schema evolution in long-running financial feeds

[3].

C. Self-Healing and Automated Remediation in
Cloud and DevOps Contexts

The original autonomic-computing vision framed
self-managing systems as a necessary response to
escalating operational complexity; self-
configuration, self-healing, self-optimization, and
self-protection were treated as design goals rather
than afterthoughts [10]. CI/CD pipelines have since
put versions of this vision into practice, closing the
loop between detection and automated rollback
without waiting on human confirmation and
reporting substantial MTTR reductions as a result
[1], [11]. Diagnosing which component is actually
responsible for an anomaly, rather than merely
flagging that one exists, has been addressed through
large-scale performance-issue triaging in cloud
services [12] and through dependency-graph and
causal-discovery methods that identify which
upstream component most plausibly explains an
anomaly instead of scoring each signal in isolation
[13], [14], [15], [16].

Table 2: Comparison of Detection and Remediation Approaches

Static-Threshold

Dimension o .
Monitoring

Generic ML
Detection (CI/CD-style)

Dependency-Aware
Self-Healing (this

paper)

Anomaly

Distinguishes market o
event from feed fault

Partial, model-dependent

Yes, a correlated peer|
check

Automated rollback (software

Governed: auto-correct]

Remediation Manual only /  auto-quarantine /
context)
escalate
Audit trail Ad hoc Rarely designed in Built-in, immutable log
) Regulated fi ial dat
Domain fit Generic Generic software/DevOps cguiatod Hiancla data

operations

D.
Gaps in Regulated Financial Data Environments

Almost all of this literature was demonstrated in
generic cloud-native settings: microservice fleets,
CI/CD pipelines, and IoT telemetry, not in regulated
financial data operations. Three constraints get lost
in translation. Remediation has to leave an audit trail
a supervisor can actually review after the fact [17],

[18]. False remediation carries a downstream
reconciliation cost that a rolled-back web
deployment simply doesn’t. And legitimate data
volatility driven by real market events has no clean
equivalent in CI/CD anomaly detection; there’s no
such thing as a "market-wide event" corrupting a
software deployment’s metrics. This paper builds its
framework around those three constraints directly,
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using correlated-instrument validation logic from
production financial systems as the connecting
thread.

II1. Research Methodology
A. Research Gap

Existing self-healing pipeline work shows that
closing the loop between detection and remediation

B. Proposed Framework

cuts recovery time substantially in software delivery
[1], [11]. What’s missing is guidance on how that
loop should be built when the data itself, not just
system health metrics, is what’s being validated;
when large legitimate swings in that data are routine
rather than exceptional; and when every remediation
action has to be explainable to an auditor after the
fact. The framework below is built specifically
around those three constraints.

1. TELEMETRY
COLLECTION

Telemetry Ingestion Layer (Agents, Collectors, APls)

Applications Microservices Infrastructure Logs

v

Anomaly Detection Model
(ML)

@ -

2. DETECTION

(AI/ML)

}

3. DIAGNOSIS
(ROOT CAUSE)

}

{é’}c}}

Policy & Guardrails Automated
—
(Approval, Risk) @ Remediation

4. REMEDIATION
(GOVERNED)

Metrics Traces Events
—
Anomaly Scoring & ( A \
Alert Generation \ Q ) v
-
v—| Impact 5. IMMUTABLE
=
v— | Assessment AUDIT LOG
(WORM STORAGE) v
®
Event Records -9
Actions Taken
-
Verification & Policy Decisions
j Rollback Plan » Outcomes G- MODEL
RETRAINING
Metadata
Continuous Learning
from Outcomes

(,e? Causal Graph O\ Root Cause
Analysis Identification

'T* K 7 —o
-o—
K N —_0

Service Restart Traffic Reroute Auto Scaling Config Update

Dy oo - !

Patch / Rollback Others

Fig. 1. Layered self-healing architecture

Four concerns get conflated in most monitoring
tooling: watching the pipeline, deciding whether
something is anomalous, working out why, and
deciding what to do about it. Keeping them separate
isn’t an aesthetic preference; it’s what makes each
remediation decision independently reviewable
later, which matters a great deal when a regulator
asks why a specific price value was excluded from a
NAYV calculation.

C. Real-Time Telemetry and Monitoring Layer

Telemetry spans three levels: job metrics (execution
duration, record counts, replication lag), data
metrics (null rates, per-field distributional statistics,
referential integrity checks), and infrastructure
metrics (queue depth, database session contention).

In hybrid environments, where change-data-capture
replication feeds a cloud-native processing layer,
telemetry has to cover both halves consistently a lag
introduced at the replication tier is invisible to any
monitoring instrumented only downstream of it.

D. ML-Driven Dynamic-Threshold Anomaly
Detection

Instead of a single static threshold per metric, the
detection layer computes a dynamic acceptable
range per indicator using an interquartile-range
approach grounded in each instrument’s own
historical behavior adapted directly from production
price-validation practice in NAV processing [2].
Isolation-based scoring [5] runs as a secondary,
unsupervised check on the full multivariate feature
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vector per pipeline run, catching combinations of
individually unremarkable values that are jointly
anomalous. In the production application of this
dynamic-threshold approach to NAV pricing
validation, threshold-based exception review had
generated approximately 20,000 pricing exceptions

under a static-threshold baseline, of which
1. ENTITY CONTEXT 2. DEPENDENCY GRAPH
Build & Maintain
[Fess) i
Impected Ertity, Dependency Graph
(e.g., Service / Instance /
Host / Region) LS
Metadata
Relationship Types
i & SSovice + Calls / Dependencies
 Version
= | |« Shared Resources >
—_— « Region / AZ
s  Data Flows
se?e" e + Co-location
Observed aSUsiness e + Ownership
Anomaly
A Telemetry Snapshot
Peer Discovery
e * Metrics Identify correlated
« Logs peer entities
I's
* Events 8 8 &
=

3. CORRELATION CHECK

Compare with
Correlated Peers

&«

Correlation Signals

* Anomaly occurrence

in peers

* Metric deviation
similarity

« Temporal alignment

* Scope (blast radius)

* Geographical spread

approximately 19,000 (roughly 95%) were false
positives, legitimate price movements incorrectly
flagged for manual review, leaving only around
1,000 exceptions that genuinely required analyst
attention.

E. Dependency-Aware Root Cause Analysis

A. MARKET-WIDE EVENT

@

Is the anomaly VES Anomaly observed across many
widespread across entities / regions.

correlated peers?

e

@) Informational Alert
Q No Remediation Triggered

755 Monitor & Track

4. CLASSIFICATION
DECISION

B. TRUE ANOMALY

Supporting Data

S B «~ 8

Metrics Store ~ Logs Traces Topology CMDB

Change Events

Scoring
Correlation Score
(0-100) Anomaly isolated or limited
() in scope.
A 3 .
4 [z Create Incident
d @ Trigger Remediation
Workflow
o~
e ’/E\ @ Escalate if Needed

External Signals
(e.g., Status Pages)

r

Continuous Learning

Classification outcomes feed back to improve
b ehos ari

accuracy.

Fig. 2. Dependency-aware diagnosis

Here is where this architecture departs most clearly
from generic AIOps practice. Instead of scoring a
metric’s deviation on its own, the diagnosis layer
cross-references correlated data entities for a
security and its historically correlated peers; for a
feed, it cross-references related feeds sharing an
upstream source before calling something a true
anomaly. This mirrors validated production logic
directly: when a security’s price jumps, checking it
against a basket of correlated instruments is what
tells you whether the sector moved or the feed broke

[14], [15]. It’s also where this paper’s central claim
gets operationalized that dependency awareness,
more than model sophistication, is what drives
recovery-time reduction.

F. Governed Remediation Control Loop

Once diagnosis assigns a cause with enough
confidence, the remediation controller chooses
among three policies, summarized in Table 3:
automatic correction, automatic quarantine, or

escalation to a human operator.

Table 3: Remediation Policy Decision Table

Diagnostic Confidence Feed Criticality

Selected Policy

Rationale

High
'€ feed

Non-regulatory-reporting

Automatic correction

Low downstream risk;
fast recovery
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Aut i . N Correction risk
. . utomatic uarantine .
High Regulatory-reporting feed . . 9 outweighs speed
notification
benefits.
. Insufficient confidence
Low or ambiguous Any Escalate to human operator .
for automated action

Every action, along with the diagnostic evidence
behind it, gets written to an immutable audit log not
as blockchain-style theater but because supervisory
review genuinely needs a reconstructible decision
trail consistent with established incident-handling
documentation practice [17], [18], [19].

G. Hybrid Legacy and Cloud Integration
Considerations

Few financial institutions run one clean,
homogeneous  pipeline. =~ Change-data-capture
replication out of mainframe or Oracle-based source
systems into cloud-native processing is the norm,
and the self-healing loop needs to instrument both
tiers. Cutting replication lag from hours to seconds
by eliminating redundant source-side updates is one
concrete lever at the legacy tier that directly
determines how fast downstream anomalies can

even be observed in the first place.

IV. Results and Discussion

H. Evaluation Methodology

Two complementary approaches drive the
evaluation. Synthetic fault injection introduces
schema mismatches, delayed feeds, and out-of-
range values into a controlled pipeline replica.
Historical incident replay runs logged production
incidents back through the proposed detection and
diagnosis logic to check whether it would have
caught and correctly classified each one. The
evaluation reports two categories of evidence:
verified quantitative reduction in false-positive
exception volume and in replication-tier latency,
drawn from production experience with correlated-
instrument validation logic; and qualitative
characterization of detection and recovery speed,
since no verified time-to-detect or time-to-recover
figure exists for the reference production system and
none is estimated here.

Table 4: Comparison of Pipeline Outcomes With and Without Dependency-Aware Self-Healing
Automation

Fail i
ailure Scenario Threshold)

Outcome Without Self-Healing (Static|Outcome With

Self-Healing
(Dependency-Aware)

Market-wide price movement|Flagged as exception, routed to manual|Correctly attributed to correlated-

(false-anomaly risk) review

instrument movement; not flagged

Indistinguishable
Feed-specific data corruption

movement under
delayed manual triage

market

threshold: Isolated from correlated-peer behavior;

flagged as true anomaly

. Detected \
Schema drift / upstream change ctecte ony

transformation fails

downstream|Detected at telemetry layer before
propagating downstream

Infrastructure /
bottleneck

replication

Manual investigation of replication lag

Reduced lag through -elimination off
redundant source-side updates
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A. STATIC-THRESHOLD MONITORING

(Traditional Approach)

B. DEPENDENCY-AWARE DIAGNOSIS
(Proposed Approach)

* Each metric evaluated independently
o Fixed thresholds for all entities

* No consideration of peer correlations

* High false positives from correlated movements

* Dependency graph considers correlated peers
* Context-aware anomaly evaluation |
* Filters market-wide / systemic movements

* Surfaces only true anomalies needing action
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&
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= 20,000

=
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RESULTS FROM PRODUCTION NAV PRICING VALIDATION

@

Operational Impact
High signal-to-noise ratio | Reduced alert fatigue | Faster MTTR

Analysts focus only on actionable issues

Reduction in Analyst Workload

= 95%

(20,000 — 1,000)

Exceptions Requiring Review
(After Dependency-Aware Diagnosis)

= 1,000

lll Dependency-aware diagnosis transforms alert management by eliminating correlated noise and surfacing only actionable anomalies.

Fig. 3. Exception volume under static-threshold monitoring vs. dependency-aware diagnosis, drawn from
production NAYV pricing validation experience
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Fig. 4. Replication-tier latency, before and after eliminating redundant source-side updates in change-
data-capture replication (illustrative; order-of-magnitude reduction from hours to seconds).
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The most direct evidence for this paper’s central
claim comes from applying dependency-aware,
correlation-based validation to production NAV
pricing data: of approximately 20,000 exceptions
generated under static-threshold monitoring,
approximately 19,000, roughly 95%, were false
positives attributable to legitimate, correlated
market movement rather than genuine data faults.
Filtering these through correlated-instrument
comparison rather than univariate threshold scoring
left approximately 1,000 exceptions genuinely
requiring analyst review, a reduction that maps
directly onto this paper’s argument that dependency-
aware diagnosis, not detection-model sophistication
alone, is the more decisive lever for reducing false-
positive load in regulated financial pipelines.
Separately, at the replication tier, eliminating
redundant source-side updates reduced change-data-
capture lag from hours to seconds, addressing the
infrastructure-bottleneck failure mode directly
rather than through anomaly scoring.

Detection and recovery speed are reported
qualitatively rather than with a specific figure:
manual triage of the approximately 19,000 false-
positive exceptions under the legacy threshold
system consumed substantial analyst time during
periods of market volatility, when review capacity
was already constrained; automated dependency-
aware filtering removes the majority of that triage
burden before it reaches an analyst, which is
markedly faster in practice than the legacy review
cycle, though no verified time-to-detect or time-to-
recover figure exists for this reference system and
none is asserted here.

Three risks warrant explicit discussion. Cold-start
conditions and an insufficient historical baseline for
a newly onboarded feed or instrument limit the
dynamic-threshold and correlated-peer approach
until sufficient history accumulates; a conservative
fallback to wider static thresholds during this period
is a deliberate design choice. False remediation,
where an automatic correction or quarantine is
applied to data that was in fact legitimate, carries
downstream reconciliation costs disproportionate to
a rolled-back software deployment, which is why
the governed control loop escalates rather than auto-
remediates whenever a regulatory-reporting feed is
affected. Model drift under changing market
regimes, a correlation structure calibrated during
one volatility regime performing poorly during
another, requires periodic recalibration against

recent market behavior rather than a one-time
training pass.

These considerations connect directly to regulatory
expectations around data aggregation quality and
timeliness [17] and to system resiliency
requirements  applicable  to  market-critical
infrastructure [18]; a self-healing pipeline’s audit
trail is a load-bearing component of its regulatory
defensibility, not incidental tooling.

V. Conclusion and Future Work

This paper set out a self-healing pipeline
architecture for financial data operations built on
four separated, auditable stages: telemetry, ML-
driven detection, dependency-aware diagnosis, and
governed remediation and argued that dependency-
aware diagnosis, not detection-model sophistication
on its own, is the more decisive factor in reducing
recovery time in regulated environments. Verified
production evidence supports this: dependency-
aware filtering of NAV pricing exceptions
eliminated approximately 95% of false-positive
review volume, and eliminating redundant
replication updates cut change-data-capture lag from
hours to seconds.

Two directions stand out for future work. One is
extending the remediation layer with generative-Al-
assisted incident narratives that summarize a
detected anomaly and its supporting evidence in
plain language for human reviewers. The other is
exploring regulatory-aware autonomous agents that
adjust remediation policy on their own as reporting
deadlines approach. This shift mirrors a broader
move toward Al-assisted operational decision-
making already visible in adjacent practitioner
domains, such as Al-driven predictive analytics
applied to program management in retail supply
chains [20], suggesting the underlying pattern
generalizes well beyond financial data pipelines.
Extending dependency-aware diagnosis beyond
NAYV and treasury reporting into real-time risk and
exposure pipelines is a further avenue that deserves
its own dedicated evaluation.
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