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Abstract: Enterprise access complexity has outpaced what manual identity governance can sustain: role-based
access control, the dominant model for securing large organizations, was never designed for the scale at which
modern enterprises now operate, and its own literature has long documented the resulting "role explosion"
problem (Elliott & Knight, 2015; Sandhu et al., 1996). This article argues that Joiner-Mover-Leaver (JML)
automation, SCIM-based provisioning, and continuous access certification only address entitlement sprawl
sustainably when they are unified around shared entitlement metadata and explicit ownership, rather than operated
as separate compliance tools bolted onto a role model that was never built to scale this far. Drawing on
foundational role-based access control theory (Sandhu et al., 1996), its documented scalability limits (Elliott &
Knight, 2015), and the hybrid and attribute-based models developed in response (Hu et al., 2014; Aftab et al.,
2022), the article proposes a lifecycle framework that treats provisioning, ownership, certification, and privileged
access governance as one continuously governed process. The discussion addresses integration challenges specific
to hybrid enterprise identity ecosystems, including legacy application onboarding and metadata quality
dependencies, and positions entitlement ownership - not tooling - as the binding constraint on governance
sustainability at scale.
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simplify. Their analysis of a real enterprise RBAC

1. Introduction deployment found that decoupling subject and

Enterprise access management has grown permission management improved organizational
considerably more complex over the past decade, as scalability specifically by tolerating a degree of
organizations expand across cloud platforms, SaaS managed role explosion, rather than eliminating it -
applications, and hybrid workforces spanning a finding that complicates any assumption that
employees, contractors, and service accounts, each RBAC alone resolves entitlement complexity at
accumulating access across hundreds or thousands enterprise scale.

of systems over the course of their tenure. Role-
based access control (RBAC), formalized by Sandhu
et al. (1996) as a framework organizing permissions
around functional roles rather than individual users,
became the dominant model for managing this
complexity precisely because it promised a middle

This structural limitation has practical consequences
that extend well beyond access-control theory.
Organizations facing role explosion commonly
respond by loosening role granularity, which
reintroduces the excessive-privilege and orphaned-

. account risks RBAC was meant to prevent, or b
layer between users and permissions that could scale p ’ Y

. . layering point solutions - automated provisionin
more gracefully than direct assignment. Yerng p P &

here, periodic access reviews there - onto a role

That promise has proven only partially durable. structure that is already under strain. Attribute-based
Elliott and Knight (2015) documented what has access control (ABAC) and related hybrid models
become known in the access-control literature as emerged partly in response to this tension,
role explosion: as organizations grow, the number of evaluating access requests against contextual
roles required to capture legitimate access variation attributes rather than static role membership alone
tends to expand toward, and sometimes past, the (Hu et al., 2014), and subsequent survey work has
number of individual users the model was meant to continued to catalog the tradeoffs between

traditional and hybrid approaches as organizations

Independent Researcher, USA search for a sustainable balance (Aftab et al., 2022).
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This article addresses a question that sits
downstream of the access-control-model debate but
is frequently treated as a separate, purely operational
concern: given that no single access-control model
fully resolves entitlement complexity at enterprise
scale, how should the operational processes built on
top of that model - onboarding, role changes,
offboarding, certification, and privileged access
review - be unified so that governance remains
sustainable as the underlying role or attribute
structure continues to strain under organizational
growth? This article argues that these processes only
remain sustainable when they are unified around
shared entitlement metadata and explicit,
accountable ownership, rather than treated as
independent tools each solving a narrow compliance
requirement in isolation.

2. Related Work

2.1 Role-Based Access Control and Its Scalability
Limits

Role-based access control organizes permissions
around functional roles rather than individual users,
a structure Sandhu et al. (1996) formalized through
a family of reference models still cited as the
foundational description of RBAC's core,
hierarchical, and constrained variants. The model's
central assumption - that the number of roles
required to describe an organization's access
patterns will remain substantially smaller than the
number of users - has not held uniformly in practice.
Elliott and Knight's (2015) analysis of role
explosion at a real university-scale deployment
found that as connected systems and access
requirements grew, the number of distinct roles
grew correspondingly, sometimes to a scale that
undermined the simplification RBAC was meant to
provide. Their proposed response - a hierarchical
graphing model that visualizes subject-permission
mappings and deliberately tolerates a managed
degree of role explosion rather than resisting it
outright - is one of relatively few empirical accounts
of how RBAC actually behaves at scale, rather than
how it is assumed to behave in principle.

2.2 Attribute-Based and Hybrid Access Control
Models

Attribute-based access control extends beyond static
role membership by evaluating access requests
against attributes of the subject, resource, action,

and environment, offering finer-grained and more
context-sensitive authorization than RBAC alone
typically supports (Hu et al., 2014). This flexibility
comes with its own tradeoffs: attribute-driven
policies can be harder to audit and reason about at a
glance than an explicit role assignment, and Aftab et
al.'s (2022) survey of traditional and hybrid access
control models catalogs a range of approaches that
attempt to combine RBAC's auditability with
ABAC's contextual flexibility, without fully
resolving the underlying tension between the two.

2.3 Identity Standards for Cross-Domain
Provisioning

The System for Cross-domain Identity Management
(SCIM) standard addresses a narrower but
operationally critical problem: how identity and
entitlement data move between identity providers
and target applications in a standardized way
(Internet Engineering Task Force, 2015a, 2015b).
SCIM's schema and protocol specifications provide
the technical substrate that makes automated
provisioning and deprovisioning feasible across
heterogeneous application ecosystems, but the
standard itself is agnostic to the governance question
this article addresses: which access-control model
governs the entitlements being provisioned, and who
is accountable for reviewing them once provisioned.

2.4 Segregation of Duties as a Governance
Constraint

Segregation of duties requirements - ensuring no
single identity accumulates a combination of
entitlements that would allow it to control a sensitive
process end-to-end without independent review -
have been studied formally within the RBAC
literature, including Hewett et al.'s (2008) analysis
of separation-of-duty enforcement within workflow-
integrated RBAC systems. Their work demonstrates
that segregation-of-duty violations are not merely a
policy-writing problem but a verification problem:
confirming that a given RBAC state actually
satisfies a stated separation-of-duty constraint
requires the kind of systematic checking that manual
review processes struggle to sustain at scale,
reinforcing this article's broader argument that
governance processes require structural, not merely
procedural, support.
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2.5 Zero Trust as Governance Context

Zero Trust architecture (Rose et al., 2020) and its
associated maturity models (Syed et al., 2022)
provide the broader security context within which
entitlement governance now operates: continuous
verification of identity and access, rather than one-
time provisioning decisions, is increasingly the
expectation enterprise security programs are held to.
This raises the bar for entitlement governance
specifically, since a Zero Trust posture that
continuously verifies access at authentication time
but only periodically reviews the underlying
entitlements themselves is enforcing continuous
verification against a foundation that is not itself
continuously governed.

3. Proposed Framework: Unified Entitlement
Lifecycle Governance

3.1 JML Workflow Automation and SCIM-Based
Provisioning

Joiner-Mover-Leaver (JML) workflows automate
the three recurring transitions in an identity's
lifecycle within an organization: onboarding,
internal role or department changes, and departure.
Built on SCIM's standardized schema and protocol
(Internet Engineering Task Force, 2015a, 2015b),
automated JML provisioning can assign role-
appropriate  access at onboarding, adjust
entitlements as a mover's responsibilities change,
and revoke access promptly at departure. The
framework proposed here treats JML automation as
necessary but insufficient on its own: automating the
mechanics of provisioning and deprovisioning does
not, by itself, resolve the underlying question of
whether the roles or attributes being assigned are
still well-defined and appropriately scoped,
particularly in an environment where role explosion
(Elliott & Knight, 2015) is an ongoing structural
pressure rather than a one-time design problem to be
solved and forgotten.

3.2 Entitlement Metadata Synchronization and
Ownership Models

Accurate  entitlement metadata -  business
descriptions, application ownership, risk
classification - is the connective layer that makes the
rest of this framework function, and its absence is a
common point of governance failure independent of
which access-control model an organization has
adopted. The framework requires that every

entitlement, whether defined as an RBAC role or an
ABAC policy, carry an assigned business owner
accountable for certifying that entitlement's
continued necessity. This ownership requirement is
not a documentation exercise; it is the mechanism by
which the segregation-of-duty verification problem
identified by Hewett et al. (2008) becomes tractable
at scale; verification requires knowing which
specific individual is accountable for confirming a
given access combination remains appropriate, and
metadata fragmentation is what makes that
accountability disappear in practice.

3.3 Automated Access Certification and
Segregation-of-Duties Enforcement

Periodic access certification - having business
owners confirm that users still require their assigned
entitlements - is the primary mechanism enterprise
identity programs use to detect privilege creep and
orphaned access before it accumulates into the kind
of role explosion Elliott and Knight (2015) describe.
The framework proposed here treats certification as
a continuous rather than purely periodic process,
triggered by role changes detected through the JIML
workflow rather than solely by a fixed calendar
cadence, and integrates automated segregation-of-
duty checking directly into the certification
workflow so that conflicting entitlement
combinations are flagged for review at the point of
certification rather than discovered later through a
separate audit process.

3.4 Privileged Access Governance

Privileged accounts warrant governance controls
beyond standard entitlement certification, given
their capacity to modify systems, access sensitive
data, or alter security configurations directly. The
framework applies just-in-time elevation - granting
privileged access only for the specific duration a
task requires rather than maintaining standing
privileged entitlements - combined with session
monitoring and mandatory post-elevation review,
extending the same ownership-and-certification
discipline applied to standard entitlements to the
higher-risk privileged tier, rather than treating
privileged access governance as a separate program
running on different rules.
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3.5 Illustrative Scenario: Applying the
Framework to a Role Transfer

To make the framework's operation concrete,
consider a representative scenario, offered as an
illustrative walkthrough rather than an empirical
case study with measured outcomes. An employee
transfers from a finance-operations team to a
security-engineering team within the same
organization. Under a conventional, tool-siloed
approach, this transfer typically triggers a manual
help-desk request for new access, while the
employee's prior finance-system entitlements -
accounts-payable approval rights, financial-
reporting dashboard access - often remain active
because no automated process is tied to the transfer
event itself. Those retained entitlements become
exactly the kind of orphaned, unreviewed access that
accumulates into the role explosion Elliott and
Knight (2015) describe, and that a subsequent
segregation-of-duty audit would need to catch after
the fact, if it catches it at all.

Under the framework proposed in Section 3, the
same transfer is detected directly from the HR
system of record as a Mover event, which triggers
three linked actions rather than a single manual
ticket. First, SCIM-based provisioning assigns the
entitlements associated with the employee's new
security-engineering role and flags the prior finance-
operations entitlements for review rather than
allowing them to persist by default. Second, because
the employee's new role includes access to security
tooling with elevated privileges, the entitlement
metadata synchronization layer assigns a named
business owner - the security-engineering team lead
- as the accountable certifier for the new
entitlements, rather than leaving ownership implicit
or defaulting to IT administration. Third, the transfer
itself triggers an out-of-cycle access certification
rather than waiting for the next scheduled quarterly
review, and the automated segregation-of-duty
check runs against the employee's complete
entitlement set - both old and new - surfacing the
retained accounts-payable approval right as a
conflict requiring explicit resolution before the
transfer is considered complete.

This walkthrough illustrates the specific mechanism
by which the framework's central claim operates: the
technical capability to detect the Mover event and
provision new access was likely already present in
the conventional approach; what changes is that

entitlement ownership and certification are triggered
by the lifecycle event itself, with a named
accountable owner, rather than depending on a
separate audit process to discover the gap later. No
claim is made here about the frequency, cost, or risk
reduction associated with this scenario in any
specific organization - such figures would require
the kind of verified primary data this manuscript
does not include - but the mechanism by which the
framework closes the specific governance gap
illustrated is described concretely enough to be
evaluated on its architectural merits.

4. Discussion

4.1 Why Ownership, Not Tooling, Is the Binding
Constraint

The central argument of this framework is that
identity governance automation fails to scale
sustainably not primarily because of tooling
limitations, but because entitlement ownership is
frequently left implicit or fragmented across teams.
JML automation, SCIM-based provisioning, and
access certification are all technically mature
capabilities individually; what this article's synthesis
of the RBAC scalability literature (Elliott & Knight,
2015) and the segregation-of-duty verification
literature (Hewett et al., 2008) suggests is that these
capabilities produce durable governance only when
every entitlement has an accountable owner capable
of making a certification decision that actually
reflects current business need, rather than a default
approval driven by uncertainty about whether
revoking access might disrupt someone's work.

4.2 Integration Challenges: Legacy Application
Onboarding

Many enterprise applications, particularly older
systems that predate SCIM and modern federation
standards, cannot be onboarded into this framework
without custom connectors or identity-translation
layers. Until that integration work is complete,
entitlements in legacy systems remain outside the
unified metadata and certification process this
framework depends on, creating a governance blind
spot that mirrors the "partial coverage" risk any
phased modernization effort must acknowledge
explicitly rather than treat as fully resolved
prematurely.
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4.3 Integration Challenges: Metadata Quality
Dependencies

The framework's dependence on accurate
entitlement metadata is also its principal operational
vulnerability. Inaccurate ownership records,
outdated business descriptions, or inconsistent risk
classifications  degrade  certification  quality
regardless of how well the underlying JML
automation performs technically; an owner asked to
certify an entitlement they do not understand,
described in metadata that no longer reflects its
actual business purpose, is structurally unable to
make a meaningful certification decision. This
dependency reinforces why the framework treats
metadata governance as a prerequisite architectural
layer rather than a secondary data-quality concern to
be addressed opportunistically.

4.4 Positioning Against Prior Access-Control
Literature

This framework's contribution sits at the intersection
of the formal access-control literature and applied
identity governance practice: it does not propose a
new access-control model to replace RBAC or
ABAC, but instead argues that the operational
lifecycle processes built around whichever model an
organization uses - provisioning, certification, and
privileged access review - require the same explicit
ownership discipline that Hewett et al. (2008)
showed segregation-of-duty verification requires,
applied continuously rather than as a periodic audit
exercise. This differs from surveys that catalog
access-control model tradeoffs in the abstract (Aftab
et al, 2022) by focusing specifically on the
governance processes that determine whether any
chosen model remains sustainably enforced as an
organization scales.

5. Conclusion

Enterprise identity governance automation - JML
workflows, SCIM-based provisioning, automated
access certification, and privileged access
governance - addresses real operational needs, but
this article has argued that these capabilities only
produce durable, audit-ready governance when
unified around explicit entitlement ownership and
shared metadata, rather than operated as
independent tools layered onto an access-control
model whose own literature documents structural
scalability limits. The role-explosion problem
identified by Elliott and Knight (2015) and the

segregation-of-duty verification challenge identified
by Hewett et al. (2008) are not solved by automation
alone; they are made tractable by automation only
when paired with clear, accountable ownership at
every level of the entitlement structure. Future work
should examine how Al-assisted role mining and
continuous compliance monitoring can support this
ownership model further, particularly in reducing
the metadata-quality burden this framework's own
limitations identify as its primary operational
dependency.
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